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GIOI THIEU MON HQC CAI PAT VA QUAN TRI WINDOWS

I. VI TRI, TINH CHAT CUA MO DUN:

— Vi trf ctia m6 dun: M6 dun duge bd tri sau khi sinh vién hoc xong cac mon
hoc chung, trudc cac mon hoc, mé dun dao tao co so nghé.

— Tinh chét cia mé dun: La mo dun nghé ddo tao bat budc.

II. MUC TIEU MO DUN:

- Phan biét sy khac nhau trong vi¢c quan tri may chu (Server) va may tram
(workstation).

- Tao duoc tai khoan nguoi dung, tai khoan nhom.

~ Céc kién thirc vé viéc duy tri tai khoan nhém va siap xép hé thong hoa cac tac
vu quan tri tai khoan nguoi dung va tai khoan nhom.

~ Cac kién thirc chia sé va cap quyén truy cap tai nguyén dung chung.

~ Nguyén tac thiét 1ap cAu hinh va quan tri in an cuia mot may phuc vy in mang.

- Cac cong cu thu nhap thong tin vé tai nguyén mang va tai nguyén may tinh.

~ Cong dung va chirc ning cua cac thiét bi mang

II1. NOI DUNG MO DUN:

Bai 1. Tong quan vé Windows Server

Bai 2. Dich vu tén mién DNS

Bai 3. Dich vu thu muc Active Directory

Bai 4. Quan 1y tai khoan nguoi dung va nhém
Bai 5. Quan 1y dia

Bai 6. Tao va quan 1y thu muc dung chung
Bai 7. Cai dat va quan tri dich vu DHCP va WINS
Bai 8. Quan tri may in

Bai 9. Dinh tuyén

Bai 10. Dich vu truy cap tur xa
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Chwong 1: Introduction to Administering Accounts and Resources
Bai 1: TONG QUAN VE WINDOWS SERVER
Muc tiéu:
- Phan biét duoc vé ho hé diéu hanh Windows Server;
- Cai dit duoc hé diéu hanh Windows Server.
- Thuyc hién céc thao tac an toan vo1 may tinh.

1. Tong quan vé ho hé diéu hanh Windows Server 2003:

Nhu chung ta d3 biét ho hé diéu hanh Windows 2000 Server c¢6 3 phién ban
chinh la: Windows 2000 Server, Windows 2000 Advanced Server, Windows
2000 Datacenter Server. Vi mdi phién ban Microsoft bd sung cac tinh ning mé
rong cho timg loai dich vu. Dén khi ho Server 2003 ra doi thi Mircosoft ciing dua
trén tinh ning cua ting phién ban dé phan loai do d6 co rat nhiéu phién ban cua ho
Server 2003 duoc tung ra thi trudng. Nhung 4 phién ban duogc st dung rong rii nhét
la: Windows Server 2003 Standard Edition, Enterprise Edition, Datacenter
Edition, Web Edition.

So véi cac phién ban 2000 thi ho hé diéu hanh Server phién ban 2003 ¢
nhitng ddc tinh ma1 sau:

- Kha ning két chum cac Server dé san sé tai (Network Load Balancing Clusters)
va cai dat nong RAM (hot swap).

- Windows Server 2003 hd tro hé diéu hanh WinXP tt hon nhu: hiéu duoc chinh
sach nhom (group policy) duoc thiét 1ap trong WinXP, c¢6 bo cong cu quan tri mang
day du cac tinh nang chay trén WinXP.

- Tinh ning co ban ctia Mail Server dugc tinh hop sén: d6i v6i cac cong ty nho
khong du chi phi dé mua Exchange dé xay dung Mail Server thi c6 thé st dung
dich vu POP3 va SMTP da tich hop sdn vao Windows Server 2003 d¢ 1am mot hé
théng mail don gian phyc vu cho cong ty.

- Cung cap mién phi hé co sé dir liéu thu gon MSDE (Mircosoft Database Engine)
dugc cat xén tir SQL Server 2000. Tuy MSDE khong c6 cong cu quén tri nhung né
cling gitp ich cho cac cong ty nho trién khai dugc cac tng dung lién quan dén co s
dir liéu ma khong phai tén chi phi nhiéu dé mua ban SQL Server.

- NAT Traversal hd tro IPSec d6 1a mét cai tién méi trén moi truong 2003 nay, nd
cho phép cic may bén trong mang noi bd thue hién cac két n01 peer-to-peer dén cac
may bén ngoai Internet, dit biét 1a cac thong tin duoc truyén gitta cac may ndy cd
thé duogc ma hoa hoan toan.

- B6 sung thém tinh nang NetBIOS over TCP/IP cho dich vu RRAS (Routing and
Remote Access). Tinh nang nay cho phép ban duyét cac may tinh trong mang & xa
thong qua cong cu Network Neighborhood.

- Phién ban Active Directory 1.1 ra doi cho phép chung ta ty quyén giira cac gbc
rimg v6i nhau dong thoi viée backup dir liéu ciia Active Directory ciing dé dang
hon.

- HJ tro tot hon cong tac quan tri tir xa do Windows 2003 cai tién RDP (Remote
Desktop Protocol) c6 thé truyén trén duong truyén 40Kbps. Web Admin ciing ra
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doi giip nguoi dung quan tri Server tr xa thong qua mot dich vu Web mot cach truc
quan va dé dang.

- HO tro moi truong quan tri Server thong qua dong 1énh phong phu hon.

- Cac Cluster NTFS c¢6 kich thudc bat ky khac véi Windows 2000 Server chi hd
tro 4KB.

- Cho phép tao nhiéu goc DFS (Distributed File System) trén cung mot Server.

2. Chuan bi cai dat windows server

Hoach dinh va chuan bi day du 13 yéu t6 quan trong quyét dinh qua trinh cai
dat co tron tru hay khong. Trudc khi cai dat, ban phai biét dugc nhing gi can c6 dé
c6 thé cai dat thanh cong va ban da c6 dugc tat ca nhitng thong tin can thiét dé cung
cap cho qua trinh cai dat. Dé 1én ké hoach cho viéc nang cap hoic cai mdi cac Server
ban nén tham khao cac huéng dan tir Microsoft Windows Server 2003 Deployment
Kit . Cac thong tin can biét trudc khi nang cap hoidc cai mdi hé diéu hanh:

- Phan cimg dap ung dugc yéu cau caa Windows Server 2003.

- Lam sao dé biét dugc phan cimg cua hé thong c6 duoc Windows Server 2003 hd
trg hay khong.

- biém khac biét gitra cach cai dat méi va cach nang cap (upgrade).

- Nhirng lua chon cai dat nao thich hop vo1 hé théng cua ban, chéng han nhu chién
luge chia partition dia, va ban sé& sir dung hé thong tip tin ndo...

2.1. Yéu Ciu phan curng:
- bo6i vo1 windows Server 2003 yéu cau ve phan cung nhu sau:

Thanh phén Yéu ciu
Téi thiéu: 133 MHz.

Bo xu ly Khuyén nghi: Téc do xtr Iy 550 MHz hodc nhanh hon.

Chu y: hd tro 1én dén 8 bo vi xir 1y trén 1 server.

Téi thiéu: 128 MB

B6 nhé Khuyén nghi: 256 MB tré 1én

Tbi da: 64 GB

Khong gian 01y 55 5B dén 2 GB

dia con trong

O dia O CD hoic DVD-ROM

Man hinh Super VGA (800 x 600) hodc man hinh cé dd phan giai cao

hon
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2.2. Twong thich phan cing: ,

Mot budc quan trong trudc khi nang cap hoac cai dat méi Server cua ban la
kiém tra xem phan ciing ciia may tinh hién tai co twong thich véi san pham hé diéu
hanh trong ho Windows Server 2003. Ban c6 thé 1am viéc ndy bing cach chay
chuong trinh kiém tra twong thich c6 sén trong dia CD hoic tir trang Web Catalog.
Néu chay chwong trinh kiém tra tir dia CD, tai diu nhic 1énh ban nhap: \i386\winnt32
/checkupgradeonly.

2.3. Cai dat méi hodc nang cap:

Trong mot sb trudng hop hé théng Server ching ta dang hoat dong tdt, cac
ing dung va dir liéu quan trong déu luu trir trén Server nay, nhung theo yéu cau
chung ta phai nang cap h¢ diéu hanh Server hi¢n tai thanh Windows Server 2003.
Chung ta can xem xét nén nang cap hé diéu hanh dong thoi gitr lai cac ing ding va
dir liéu hay cai dat méi hé diéu hanh rdi sau ciu hinh va cai dat | ung dung lai. Pay la
van dé can xem xét va lia chon cho hop 1y.

Cac diém can xem xét khi nang cip:

- V&i nang cap (upgrade) thi viéc cau hinh Server don gian, cic thong tin cia ban
dugc gilr lai nhu: nguoi dung (users), cau hinh (settings), nhdm (groups), quyén hé
théng (rlghts) va quyén truy cap (permissions)...

- V61 nang cap ban khong can cai lai cac ung dung, nhung néu co su thay doi 16m vé
dia cting thi ban can backup dir li¢u trudc khi néng cap.

- Trudc khi nang cap ban can xem hé diéu hanh hién tai c6 ndm trong danh sach céac
hé diéu hanh h6 trg nang cap thanh Windows Server 2003 khong ?

- Trong mot s6 trudng hop dic biét nhu ban can nang cap mdt may tinh dang lam
chtrc nang Domain Controller hoic nang cap mot may tinh dang co cac phan mém
quan trong thi ban nén tham khao thém thong tin huéng dan cua Microsoft chira
trong thu myc \Docs trén dia CD Windows Server 2003 Enterprise.

Céc hé diéu hanh cho phép nang cap thanh Windows Server 2003 Enterprise
Edition:

- Windows NT Server 4.0 v4i Service Pack 5 hoac 16n hon.

- Windows NT Server 4.0, Terminal Server Edition, véi Service Pack 5 hoac 16n
hon.

- Windows NT Server 4.0, Enterprise Edition, véi Service Pack 5 hoac 16n hon.
- Windows 2000 Server.

- Windows 2000 Advanced Server.

- Windows Server 2003, Standard Edition.

2.4. Phan chia 6 dia:

bay la viéc phén chia 6 ) dia vat ly thanh céac partition logic. Khi chia partition, ban
phai quan tdm céc yéu to sau:

- Lwong khong gian can cap phat: ban phai biét duoc khong gian chiém dung boi
hé diéu hanh, cac chuong trinh tng dung, cac dir liéu da c6 va sap phat sinh.

- Partition system va boot: khi cai dat Windows 2003 Server sé dugc luu ¢ hai vi
tri 1a partition system va partition boot. Partition system la noi chira cac tap tin
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gitip cho viéc khoi dong Windows 2003 Server. Cac tap tin nay khong chiém nhiéu
khong gian dia. Theo mac dinh, partition active cua may tinh s€ dugc chon lam
partition system, von thuong 1a 6 dia C:. Partition boot 14 noi chira cac tap tin ctia
hé diéu hanh. Theo mic dinh céc tap tin nay luu trong thuy muc WINDOWS. Tuy
nhién ban c6 thé chi dinh thu muc khéac trong qua trinh cai dat. Microsoft dé nghi
partition nay nho nhat 1 1,5 GB.

- Céu hinh dia dic biét: Windows 2003 Server hd tro nhiéu cau hinh dia khac nhau.
Céc lwa chon c6 thé 1a volume simple, spanned, striped, mirrored hozc 1a RAID-
5.

- Tién ich phén chia partition: néu ban dinh chia partition tru6c khi cai dit, ban
c6 thé str dung

nhiéu chuong trinh tién ich khac nhau, chéng han nhu FDISK hodc PowerQuest
Partition Magic. C6 thé ban dau ban chi can tao mot partition dé cai dat Windows
2003 Server, sau d6 st dung cong cu Disk Management dé tao thém céac partition
khac.

2.5. Chon hé thong tap tin:

Ban c6 thé chon str dung mot trong ba loai hé thong tap tin sau:

- FAT16 (file allocation table): 14 hé thong duoc sir dung phd bién trén cac hé diéu
hanh DOS va Windows 3.x. C6 nhugc diém 1a partition bi gidi han & kich thudc
2GB va khong c6 céc tinh nang bao mat nhu NTFS.

- FAT32: duoc dua ra nam 1996 theo ban Windows 95 OEM Service Release 2
(OSR2). C6 nhiéu wu diém hon FAT16 nhu: hd trg partition 1on dén 2TB; c6 cac
tinh ning dung 16i va str dung khong gian dia ctimg hiéu qua hon do giam kich thude
cluster. Tuy nhién FAT32 lai c6 nhuoc diém 1a khong cung cip cac tinh ning bao
mat nhu NTFS.

- NTFS: 1a hé thong tap tin dugc sir dung trén cac hé diéu hanh Windows NT,
Windows 2000, Windows 2003. Windows 2000, Windows 2003 sir dung NTFS
phién ban 5. C6 cac dic diém sau: chi dinh kha nang an toan cho timg tap tin, thu
muc; nén dir li€u, tang khong gian luu trit; cé thé chi dinh han ngach st dung dia
cho timg ngudi ding; c6 thé ma hod cac tap tin, nang cao kha ning bao mat.

2.6. Chon ché aé sir dung giay phép:

Ban chon mot trong hai ché do giay phép sau day:

- Per server IlcenSIng 1a Iwra chon tot nhét trong trudng hop mang chi 6 mot Server
va phuc cho mot s6 luong Client nhat dinh. Khi chon ché d¢ giay phép nay, ching
ta phai xac dinh s6 lugng glay phep tai thoi diém cai dat h¢ diéu hanh. S6 lugng gidy
phép tury thudc vao so két nbi dong thoi cua cac Client den Server. Tuy nhién, trong
qua trinh st dung ching ta c6 thé thay doi s6 luong két ndi dong thoi cho phu hop
v6i tinh hinh hién tai ciia mang.

- Per Seat licensing: la lya chon tot nhat trong truong hop mang co nhiéu Server.

Trong che do giay phép nay thi mdi Client chi can mot giay phép duy nhat dé truy
xudt dén tat ca cac Server va khong gidi han sb luong két ndi dong thoi dén Server.
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2.7. Chon phwong an két ndi mang:

2.7.1. Céc giao thire két néi mang:

Windows 2003 mac dinh chi cai mét giao thitc TCP/IP, con nhitng giao thirc con
lai nhu IPX, AppleTalk 13 nhitng tiy chon c6 thé cai dit sau néu can thiét. Riéng
giao thirc NetBEUI, Windows 2003 khong dua vao trong cac tiy chon cai dat ma
chi cung cip kém theo dia CD-ROM cai dat Windows 2003 va dugc luu trong thu
muc \VALUEADD\MSFT\NET\NETBEUI.

2.7.2. Thanh vién trong Workgroup hodc Domain:

Néu may tinh ctia ban nam trong mot mang nho, phan tan hodc cac may tinh khong
dugc ndéi mang véi nhau, ban co thé chon cho may tinh 1am thanh vién cua
workgroup, don gian ban chi can cho biét tén workgroup la xong.

Néu hé thong mang cta ban 1am viéc theo co ché quan 1y tap trung, trén mang di co
mot vai may Windows 2000 Server hoac Windows 2003 Server st dung Active
Directory thi ban c¢6 thé chon cho may tinh tham gia domain nay. Trong truong hop
nay, ban phal cho biét tén chinh xac cua domain cung voi tai khoan (gém co
username va password) ctia mot nguoi dung cé quyén bd sung thém may tinh vao
domain. Vi du nhu tai khoan cua nguoi quan tri mang (Administrator).

3. Cai dat Windows Server 2003:

3.1. Giai doan Preinstallation:

Sau khi kiém tra va chic chan rang may ctia minh da hoi du cac diéu kién
dé cai dat Windows Server 2003, ban phai chon mét trong céc cach sau day dé
bat dau qué trinh cai dat.

3.1.1. Cai ddt tir hé diéu hanh khac:

Néu may tinh ctia ban d4 c6 mot hé diéu hanh va ban mubn nang cap Ién
Windows 2003 Server hoic la ban mudn khai dong kép, dau tién ban cho may
tinh khoi dong bang hé diéu hanh c6 sin nay, sau do tién hanh qué trinh cai dat
Windows Server 2003.

Tuy theo hé diéu hanh dang str dung la gi, ban co thé sur dung hai I¢nh sau trong thu
muc 1386:

- WINNT32.EXE néu 1a Windows 9x hoic Windows NT.

- WINNT.EXE néu 1 hé diéu hanh khac.

3.1.2. Cai dat truc tiép tir dia DVD Windows Server 2003: ‘
Néu may tinh cta ban ho trg tinh nang khéi dong tir dia CD, ban chi can

dat dia CD vao 6 dia va khai dong lai may tinh. Luu y 13 ban phai cau hinh
CMOS Setup, chi dinh thiét bi khai dong dau tién 1a 6 dia CDROM. Khi may
tinh khoi dong Ién thi qua trinh cai dat tw dong thi hanh, sau dé lam theo
nhitng hudng dan trén man hinh dé cai dat Windows 2003.
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Bai tap 1: Cai dit hé diéu hanh Windows Server 2003

Trong qua trinh cai dit nén cha y dén cac thong tin huéng dan & thanh trang thai.
Giai doan Text-based setup dién ra mét s budc nhu sau:

(1) Cau hinh BIOS ctia may tinh dé co thé khoi dong tir 6 dia CD-ROM.

(2) Dua dia cai dat Windows 2003 Server vao 6 dia CD-ROM va khoi dong lai
may.

(3) Khi may khéi dong tir dia CD-ROM s& xuit hién mot thong bao “Press any key
to continue...” yéu cau nhin mot phim bat ky dé bat dau qua trinh cai dat.

(4) Néu may c6 6 dia SCSI thi phai nhan phim F6 dé chi Driver cta 6 dia do.

(5) Trinh cai dat tién hanh chép cac tap tin va driver can thiét cho qua trinh cai dit.
(6) Nhin Enter dé bat du cai dat.

(7) Nhan phim F8 d¢ chip nhan thoa thudn ban quyén va tiép tuc qua trinh cai dat.
Néu nhan ESC, thi chuong trinh cai dat ket thuc.

(8) Chon mdt ving tréng trén 6 dia va nhan phim C dé tao mot Partition mai chua
hé diéu hanh.

(9) Nhap vao kich thude cua Partition mi va phép Enter.
(10) Chon Partition vira tao va nhan Enter dé tiép tuc.

(11) Chon kiéu hé théng tap tin (FAT hay NTFS) dé dinh dang cho partition. Nhan
Enter dé tiép tuc.

(12) Trinh cai dat s& chép cac tap tin ctia hé diéu hanh vao partition di chon.

(13) Khoi dong lai hé thong dé bat dau giai doan Graphical Based. Trong khi khéi
dong, khong nhan bat ky phim nao khi hé thong yéu cau “Press any key to
continue...”

3.3. Giai doan Graphical-Based Setup:
(1) Bat dau giai doan Graphical, trinh cai dat s€ cai driver cho cac thi€t bi ma n6
tim thay trong h¢ thong.

(2) Tai hop thoai Regional and Language Options, cho phép chon céc tuy chon
lién quan dén ‘ngon ngir, sO dém, don vi tién t&, dinh dang ngay thang nam,....Sau
khi da thay ddi cac tiy chon phu hop, nhan Next dé tiép tuc.

(3) Tai hop thoai Personalize Your Software, dién tén nguoi st dung va tén to
chic. Nhan Next.
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(4) Tai hop thoai Your Product Key, dién vao 25 s6 CD-Key vao 5 6 trong bén
dudi. Nhan Next.

(5) Tai hop thoai Licensing Mode, chon ché do ban quyén 1a Per Server hodc Per
Seat tuy thudc vao tinh hinh thyuc té cua moi h¢ thong mang.

(6) Tai hop thoai Computer Name and Administrator Password, dién vao tén cia
Server va Password cua ngudi quan tri (Administrator).

(7) Tai hop thoai Date and Time Settings, thay d6i ngay, thang, va mai gio (Time
zone) cho thich hop.

(8) Tai hop thoai Networking Settlngs chon Custom Settlngs dé thay doi cac thong
80 giao thure TCP/IP. Cac thong s nay c6 thé thay doi lai sau khi qua trinh cai dat
hoan tat.

(9) Tai hop thoai Workgroup or Computer Domaln , tily chon gia nhap Server vao
mot Workgroup hay mot Domain c6 sin. Néu mudn gia nhap vao Domain thi danh
vao tén Domain vao 6 bén dudi.

(10) Sau khi chép dﬁvy du cac tap tin, qua trinh cai dat két thuc. Ban nhan to hop
phim Ctrl-Alt-Del d¢é dang nhap va str dung Windows Server 2003.

4. Tw dong hoa qua trinh cai dat:

Néu ban du dinh cai dit hé diéu hanh Windows 2003 Server trén nhiéu may
tinh, ban c6 thé dén tirg may va ty tay thyc hién qua trinh cai dat nhu da huéng
dan trong chuong truéc. Tuy nhién, chic chin céng viéc ndy s& vo cing nham
chan va khéng hiéu qua. Luc nay viéc tu dong hoa qua trinh cai dat sé gidp céng
viéc cua ban trd nén don gian, hiéu qua va it ton kém hon.

C6 nhiéu phuong phap hd tro viéc cai dit ty dong. Chang han, ban c6 thé sir
dung phuong phép dung anh dia (disk image) hoac phuong phap cai dat khong
can theo ddi (unattended installation) théng qua mot kich ban (script) hay tap
tin tra loi.

4.1. Gioi thi€u Kich ban cai dat:

Kich ban cai dat 1a mot tap tin vin ban c6 noi dung tra 101 trude tat ca céc
cau hoi ma trinh cai dat hoi nhu: tén may, DVD-Key,....Dé trinh cai dit co thé
doc hiéu cac noi dung trong kich ban thi nd phai duoc tao ra theo mot cau tric
duoc quy dinh truéc. Bé tao ra duoc cac kich ban cai dat, co thé dung bat ky
chuong trinh soan thao vin ban nao, chang han nhu Notepad. Tuy nhién, kich
ban 1a mot tap tin ¢ cau tric nén trong qua trinh soan thao c6 thé xay ra céac



Trang 9

sai sOt dan dén qua trinh tu dong hoa cai dit khdng dién ra theo y mudn. Do
d6, Microsoft dd tao ra mot tién ich c6 tén la Setup Manager
(setupmgr.exe) dé gilp cho viéc tao ra kich ban cai dit duoc dé dang hon. Sau
khi ¢ dugc kich ban, c6 thé str dung Notepad dé thém, stra lai mot sb théng tin
dé str dung Kich ban vao qué trinh cai dat tu dong hiéu qua hon.

4.2. Tu dong hoa dung tham bién dong lénh:

Khi tién hanh cai dit Windows 2003 Server, ngoai cach khoi dong va cai
truc tiép tir dia DVD-ROM, con c6 thé ding mot trong hai 1énh sau: winnt.exe
dung vé&i cdc may dang chay hé diéu hanh DOS, windows 3.x hodc Windows
for workgroup; winnt32.exe khi may dang chay hé diéu hanh Windows 9x,
Windows NT hoac mai hon. Hai Iénh trén dugc dat trong thu muc 1386 cua dia
cai dat. Sau day la cu phap cai dat tir 2 1énh trén:

winnt [/s:[sourcepath]] [/t:[tempdrive]] [/u:[answer _file]]
[/udf:id [,LUDB _file]]

Y nghia cac tham sé:

/s

Chi r6 vi tri dat ciia b nguon cai dt (thw muc 1386). Buong dan phai la
dang day du, vi du: e:\i386 hoac \\server\i386. Gia tri mac dinh la thu muc hién
hanh.

It

Hudéng chuong trinh cai dat dat thuy muc tam vao mot 6 dia va cai Windows
vao 6 dia d6. Néu khéng chi dinh, trinh cai dat s& tu xac dinh.

/u

Cai dit khong can theo ddi véi mot tap tin tra 1o tu dong (kich ban). Néu su
dung /u thi phai stir dung /s.

/udf

Chi dinh tén cuaa Server va tap tin co so dir liéu chaa tén, cac thong tin
dac trung cho mdi may

(unattend.udf).

winnt32 [/checkupgradeonly] [/s:sourcepath] [/tempdrive:drive_letter:]
[/unattend[num]:[answer_file]] [/udf:id [[JUDB_file]]

Y nghia cta cac tham sé:

/checkupgradeonly
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Kiém tra xem may c6 tuong thich dé nang cap va cai dat Windows 2003 Server
hay khdng?

/tempdrive
Tuong tu nhu tham sd /t
/unattend

Tuong tu nhu tham sé /u

4.3. Sir dung Setup Manager dé tao ra tap tin tra loi

Setup Manager la mét tién ich giup cho viéc tao cac tap tin tra loi st dung
trong cai dat khdng can theo ddi. Theo mac dinh, Setup Manager khéng duogc
cai dat, ma duoc dit trong tap tin Deploy.Cab. Chi ¢4 thé chay tién ich
Setup Manager trén cac hé diéu hanh Windows 2000, Windows XP,
Windows 2003.

Tao tap tin tra loi ty dong bang Setup Manager:

(1). Giai nen tap tin Deploy.cab dugc luu trong thu muc Support\Tools
trén dia cai dat Windows 2003.

| sie | Type | Date Modifed | atnbutss
SEDEPLOY,CAB 1,726 K6  Cabiret File $/3)2003 7:C0PM R

&%, GBLNICNY E 26Ks  Application 4/320037:C0PM R

gmsncpcu.exf 3,552K5  application 4/320037:C0PM R
FlneTseTur ExE 324Ks  Apglication 4/320037:C0PM R

& sUP_PRC.CAD 923K Catiret File 4{3)20037:C0PM R

U sUP_skv.CaD 925K Catiret File 432003 7:C0PM R

& surPoRT.CAB 3,605KB  Cakinet File 1/320037:C0PM R

i3)suPTooLS Mat 240K3 WindowsInsallerP... 4/2)20037:C0PM R

(2). Thi hanh tap tin Setupmgr.exe
(3). Hop thoai Setup Manager xuat hién, nhan Next d¢ tiep tuc.

(4). Xuat hién hop thoai New or Existing Answer File. Hop thoai ndy cho
phép ban chi dinh tao ra mét tap tin tra 16i ma&i, mot tap tin tra 1oi phan anh cau
hinh ctia may tinh hién hanh hoic 14 chinh sira mot tap tin san cd. Ban chon
Create new va nhin Next.

(5) . Tiép theo 1a hop thoai Type of Setup. Chon Unattended Setup va chon
Next.

(6). Trong hop thoai Product, chon hé diéu hanh cai dit s dung tap tin
tra 101 tu dong. Chon Windows Server 2003, Enterprise Edition, nhan
Next.

(7). Tai hop thoai User Interaction, chon muc d6 tuwong tac véi trinh cai dat
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cia nguoi sir dung. Chon Fully Automated, nhan Next. ,
(8). Xuat hién hop thoai Distribution Share, chon Setup from a CD, nhan
Next.

(9). Tai hop thoai License Agreement, danh dau vao | accept the terms of ...,
nhan Next.

(10). Tai cta s6 Setup Manager, chon muc Name and Organization. bién tén
va to chire sur dung hé diéu hanh. Nhan Next.

(11). Chon muc Time Zone \ chon mui gio (GMT+7:00) Bangkok, Hanoi,
Jarkata. Nhan Next.

(12). Tai myc Product Key, dién DVD-Key vao trong 5 6 trong. Nhan Next.

(13). Tai myc Licensing Mode, chon loai ban quyén thich hop. Nhan Next.

(14). Tai muc Computer Names, dién tén cua cac may du dinh cai dat. Nhan
Next.

(15). Tai muc Administrator Password, nhap,véo password cua nguoi quan
tri. Néu muon ma hda password thi danh dau chon vao muc “Encrypt the
Administrator password...”. Nhan Next

(16). Tai muc Network Component, cau hinh céc thong so cho giao thirc
TCP/IP va cai thém céc giao thirc. Nhan Next.

(17). Tai muc Workgroup or Domain, gia nhap may vao Workgroup hoac
Domain c6 san. Nhan Next.

(18). Cubi cuing, trong thu muc da chi dinh, Setup Manager sé tao ra ba tap tin.
Néu ban khdng thay d6i tén thi cac tap tin 1a:
Unattend.txt: day Ia tap tin tra 1oi, chta tat ca cac cau tra 1oi ma Setup Manager
thu thap duoc.
Unattend.udb: day la tap tin co s& dir liéu chira tén cac may tinh s€ duoc
cai dat. Tap tin nay chi duoc tao ra khi ban chi dinh danh sach céc tap tin va
duoc st dung khi ban thuc hién cai dat khdng can theo ddi.
Unattend.bat: chira dong 1énh véi cac tham s duoc thiét 1ap san. Tap tin nay
cling thiét lap cac bién méi truong chi dinh vi tri cac tap tin lién quan.
4.4. Sir dung tap tin tra loi:

C6 nhiéu cach dé st dung céc tap tin duoc tao ra trong budc trén. Ban c6
thé thuc hién theo mét trong hai cach dudi day:
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4.4.1. Str dung dia CD Windows 2003 Server c6 thé khéi dong dwoc:

Stra tap tin Unattend.txt thanh WINNT.SIF va luu 1én dia mém.

Pua dia CD Windows 2003 Server va dia mém trén vao 6 dia, khoi dong lai may
tinh, dam bao 6 dia CD 14 thiét bi khoi dong dau tién. Chuong trinh cai dat trén dia
CD s€ tu dong tim doc tap tin WINNT.SIF trén dia mém va tién hanh cai dat khong
can theo dai.

4.4.2. Sir dung mgt bg nguén cai dar Windows 2003 Server

Chép céc tap tin da tao trong bude trén vao thu muc 1386 caa ngudn cai dat
Windows 2003 Server. Chuyén vao thu muc 1386.
Tuy theo hé diéu hanh dang sir dung ma sir dung 1énh WINNT.EXE hoic
WINNT32.EXE theo cu phap sau:

WINNT /s:e:\i386 /u:unattend.txt
Hoac

WINNT32 /s:e:\i386 /unattend:unattend.txt
Néu chuong trinh Setup Manager tao ra tap tin Unatend.UDB do ban da nhap
vao danh sach tén cac may tinh, va gia dinh ban dinh dat tén may tinh nay la
server01 thi cu phap 1énh sé nhu sau:
WINNT /s:e:\i386 /u:unattend.txt /udf:server0l,unattend.udf
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Chwong 2: Managing User and Computer Accounts

Bai 2: DICH VU TEN MIEN (DNS)

Muc tiéu:
- Trinh bay duoc ciu tric co sd dir liéu cua he théng tén mlén
- MO ta duoc su hoat dong va phan cap ctia hé théng tén mién;
- Cai dat va cau hinh hé théng tén mién DNS.
- Thuc hién céc thao tac an toan v&i may tinh.

1. Tong quan vé DNS:
1.1. Giéi thiéu DNS:

Mdi may tinh trong mang muén lién lac hay trao doi théng tin, dir liéu cho
nhau can phai biét rd dia chi IP caa nhau. Néu sé lugng may tinh nhiéu thi viéc
nhé nhitng dia chi IP nay rat 1a kho khan. Vi vay, DNS (Domain Name System)
1a giai phap dung t€n thay cho dia chi IP kho nh¢ khi str dung cac dich vy trén mang.
Vi thé, nguoi ta nghi ra cach lam sao anh xa dia chi IP thanh tén may tinh.

Ban dau do quy md mang ARPanet (tién than cua mang Internet) con nho
chi vai trim may, nén chi c6 mot tap tin don HOSTS.TXT luu théng tin vé anh
xa tén may thanh dia chi IP. Trong d6 tén may chi la 1 chudi vin ban khong phan
cap (flat name). Tap tin nay duoc duy tri tai 1 may cha va cac may chi khéc luu
gitt ban sao cua no. Tuy nhién khi quy m6 mang I6n hon, viéc st dung tap tin
HOSTS.TXT c6 c4c nhuoc diém nhu sau:

- Luu lwgng mang va may chu duy tri tap tin HOSTS. TXT bi qué tai do hi¢u

tng “c6 chai”.

- Xung d6t tén: Khéng thé c6 2 may tinh co cung tén trong tap tin
HOSTS.TXT. Tuy nhién do tén may khéng phan cap va khdng c6 gi dam
bao dé ngan chan viéc tao 2 tén trung nhau vi khong cé co ché uy quyén
quan ly tap tin nén c6 nguy co bi xung dot tén.

- Khéng d¢am bao sy toan ven: viéc duy tri 1 tap tin trén mang 16n rat kho khan.
Vi du nhu khi tap tin HOSTS. TXT vura cap nhat chua kip chuyén dén may
chu ¢ xa thi da c6 sy thay d6i dia chi trén mang roi.

Tom lai viéc dung tap tin HOSTS. TXT khéng phu hop cho mang lén vi
thiéu co ché phan tan va maé rong. Do do, dich vu DNS ra doi nham khic phuc
cac nhuoc diém nay. Nguoi thiét ké cau truc cua dich vu DNS la Paul
Mockapetris - USC's Information Sciences Institute, va cac khuyén nghi RFC
ciia DNS la RFC 882 va 883, sau d6 la RFC 1034 va 1035 clng voi 1 sé6 RFC
bd sung nhu bao mat trén hé thong DNS, cap nhat dong céc ban ghi DNS ..

Luwu V: Hién tai trén cadc may chu van sir dung duoc tap tin hosts.txt dé phan

giai tén may tinh thanh dia chi IP (trong Windows tap tin nay nam trong thu

muc WINDOWS\system32\drivers\etc)

Dich vu DNS hoat dong theo mé hinh Client-Server: phan Server goi 1a may
chu phuc vu tén hay con goi 1a Name Server, con phan Client Ia trinh phan giai
tén - Resolver. Name Server chira cac thdng tin CSDL cuaa DNS, con Resolver
don gian chi 1a cac ham thu vién ding dé tao cac truy van (query) va gui chdng
qua dén Name Server. DNS duoc thi hanh nhu mét giao thire tang Application
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trong mang TCP/IP.

DNS la 1 CSDL phéan tan. Diéu nay cho phép nguoi quan tri cuc bd quan ly
phan dir liéu noi bo thude pham vi caa ho, ddng thoi dit liéu ndy ciing dé dang
truy cap duoc trén toan bd hé thong mang theo mé hinh Client-Server. Hiéu
suat st dung dich vu dugc ting cuong thdng qua co ché nhan ban
(replication) va leu tam (caching). Mét hostname trong domain 1a sy két
hop gitra nhitng tir phan cach nhau bai dau cham(.).

So db tb chirc DNS

Céu tric ciia mot tén mién

— Domain s€ c6 dang : lable.lable.label...lable
— Do dai t6i da ctia mot tén mién 1 255 ky tu
— M&i mot Lable tdi da 1a 63 ky tu

— Lable phai bat dau bang chir hodc sd va chi dugc phép chira chit, sd, dau trix(-),
dau chdm (.) ma khong dugc chia cac ky tu khac.

Loai tén

Miéu ta

Vi du

Gbc
(domain root)

No6 la dinh cua nhanh cdy cua tén
mién. N6 x4c dinh két thuc cia
domain (fully qualified domain
names FQDNSs).

Pon gian né chi 1 dau
cham (.) st dyung tai cudi
cua tén vi nhu
"www.microsoft.com."

Tén mién cap 1
(Top-level
domain)

La hai hoiac ba ky tu xac dinh
nudce/khu vuc hoac cac to chirc

".com", xac dinh tén s
dung trong x4c dinh 1a t6
chuc thuong mai .

Tén mién cap 2
(Second-level
domain)

N6 rat da dang trén internet, nd c6
thé 1a tén cta mot cong ty, mot td
chirc hay mdt cd nhan .v.v. dang ky
trén internet.

"microsoft.com.”, la tén
mién cap hai dang ky la
cong ty Microsoft.

Tén mién cap
nho hon

Chia nho thém ra cua tén mién cip
hai xuéng thuong duoc st dung nhu
chi "example.microsoft.com.” la
phan quan 1y tai liéu vi du cia
microsof (Subdomain) nhanh,
phong ban cua mot co quan hay mot
chu dé nao do.

Co s¢ dir lieu(CSDL) cua DNS 1a mot cay dao nguoc. Mdi nit trén cy ciing
lai 1a g6c cua 1 cay con. Mbi cdy con la 1 phan ving con trong toan bo CSDL
DNS goi 1a 1 mién (domain). M6i domain c6 thé phan chia thanh cac phan ving
con nho hon goi 1a c&c mién con (subdomain).

M&i domain c6 1 tén (domain name). Tén domain chi ra vi tri caa no
trong CSDL DNS. Trong DNS tén mién la chudi tuan tu c4c tén nhan tai nt do
di nguoc 18n nit gbc cua cay va phan cach nhau bai dau cham.

Tén nhan bén phai trong mdi domain name dugc goi la top-level
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domain. Trong vi du truéc srvl.csc.hcmuns.edu.vn, vay mién “.vn” 1a top-level
domain. Bang sau day liét ké top-level domain.

Tén mién Mo ta

.com Céc t6 chuc, cong ty thuong mai

.0rg Céc to chirc phi loi nhuan

.net Céc trung tdm hd trg vé mang

.edu Céc to chirc gido duc

.gov CAc to chirc thude chinh phu

.mil Céc to chirc quan su

int Céc to chuc dugc thanh 1ap bai céc hiép uwdc quoc té

Bén canh @6, mdi nudce ciing cé mot top-level domain. Vi du top-leveldomain
cua Viét Nam la .vn, My la .us, ta coOthé tham khao thém théng tin dia chi tén
mién tai dia chi: http://www.thrall.org/domains.htm

Tén mién quf')c Tén quf')c gia
gia

.vn Viét Nam

.US My

.uk Anh

Jp Nhat Ban

ru Nga

.cn Trung Qubc

1.2. Pac diém caa DNS trong Windows Server:

_ Conditional forwarder: Cho phép Name Server chuyén céc yéu cau phan
giai dua theo tén domain trong yéu cau truy van.

- Stub zone: hd trg co ché phan giai hiéu qua hon.
- Pdng bo cac DNS zone trong Active Directory (DNS zone replication in
Active Directory).
- Cung cip mot sd co ché bao mat tét hon trong cac hé théng Windows trude
day.
- Luan chuyén (Round robin) tat ca cé4c loai RR.
- Cung cip nhiéu co ché ghi nhan va theo dbi su c¢b 16i trén DNS.
- H0 trg giao thirc DNS Security Extensions (DNSSEC) dé cung cap céc tinh
nang bao mat cho viéc luu trit va nhan ban (replicate) zone.
- Cung cap tinh niang EDNSO (Extension Mechanisms for DNS) dé cho
phép DNS Requestor quan ba nhitng zone transfer packet co kich thudc 16n
hon 512 byte.


http://www.thrall.org/domains.htm
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2. Cach phan b6 dit liéu quan ly trén tén mién:

Nhitng root name server (.) quan ly nhimg top-level domain trén
Internet. Tén may va dija chi IP caa nhirng name server nay duoc cong bd cho
moi ngudi biét va ching duoc liét ké trong bang sau. Nhitng name server nay
cling c6 thé dat khip noi trén thé gidi.

Tén may tinh Dia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
I.ROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
A.ROOT-SERVERS.NET 198.41.0.4

Thong thudng mot to chirc duoc dang ky mot hay nhiéu domain name. Sau
d6, mdi to chire s& cai diat mot hay nhiéu name server va duy tri co s¢ dir li€u cho
tat ca nhitng may tinh trong domain. Nhirng name server cta to chtcc dugc ding
ky trén Internet. Mot trong nhitng name server ndy duoc biét nhu 1a Primary
Name Server. Nhiéu Secondary Name Server duoc dung dé lam backup
cho Primary Name Server. Trong truong hop Primary bi 16i, Secondary duoc sir
dung dé phan giai tén.

Primary Name Server c6 thé tao ra nhiing subdomain va uy quyén
nhiing subdomain nay cho nhitng Name Server khéc.

3. Hoat ddng ciia hé thong DNS:

Truy van DNS va tra 10i ctia hé thong DNS cho client str dung thii tuc UDP
cong 53, UPD hoat dong ¢ muc thtr 3 (network) ciia mo hinh OSI, UDP la thu tuc
phi két ndi (connectionless), tuong tu nhu dich vu guri thu binh thuong ban cho thu
vao thung thu va hy vong c6 the chuyén dén noi ban can gui toi.

Mbi mot message truy van duoc gui di tur client bao gobm ba phan thong tin :

"] Tén ctia mién can truy van (tén day dia FQDN)

] Xac dinh loai ban ghi la mail, web ...

") Lop tén mién (phan nay thudng duoc xac dinh 1 IN internet, & ddy khong
di sau vao phan nay)

Vidu: tén mién truy van day du nhu "hostname.example.microsoft.com.", va
loai truy véan 1a dja chi A. Client truy van DNS hoi "C6 ban ghi dia chi A cho may
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tinh c¢d tén 14 "hostname.example.microsoft.com" khi client nhan dugc cau tra 101
cua DNS server n6 s€ xac dinh dia chi IP ctia ban ghi A.

C6 mot sd giai phap dé tra 10i cac truy van DNS. Client c6 thé tu tra 101 bang
cach st dung cac thong tin da dugc luu trir trong bd nhd cache cua no tir nhitng truy
van trudc d6. DNS server c6 thé st dung cac thong tin dugc luu trit trong cache ciia
n6 dé tra 1oi hodc dns server co6 thé hoi mot dns server khac lay thong tin d6 dé tra
101 lai client.

Néi chung cdc buéce ciia mot truy van gom cé hai phan nhw sau:

« Truy vén s& bat dau ngay tai client computer dé xac dinh cau tra 1o

« Khi ngay tai client khong c6 cau tra 10i, cau hoi s& dugc chuyén dén DNS
server dé tim cau tra 1oi.

3.1. Ty tim cau tra 1oi truy van:

Budc dau tién ctia qua trinh st ly mot truy van. Tén mién st dung mot chuong
trinh trén ngay may tinh truy van dé tim cau tra 10i cho truy van. Néu truy van co
cau tra 10i thi qua trinh truy van két thuc

Ngay tai may tinh truy van thong tin duoc 13y tir hai ngudn sau:

« Trong file HOSTS dugc cau hinh ngay tai may tinh. Cac thong tin 4nh xa tir
tén mién sang dia chi dugc thiét 1ap ¢ file ndy duoc sir dung dau tién. N6 duoc tai
ngay 1én bd nhd cache cia may khi bat dau chay dns client.

« Thong tin duoc 1ay tir cac cau tra 101 cia truy van trude d6. Theo thoi gian
cac cau tra 10i truy van dugc luu giit trong bd nhé cache cia may tinh va n6 dugce st
dung khi c6 mot truy van 1ap lai mot tén mién trude do.

3.2. Truy van DNS server:

Khi DNS server nhan dugc mét truy van. Pau tién no sé kiém tra cau tra 10i
liéu c6 phai 1a thong tin ctia ban ghi ma nd quan 1y trong cac zone cia server. Néu
truy van phi hop véi ban ghi ma né quan 1y thi né sé& sir dung thong tin d6 dé tra 10i
tra 101 (authoritatively answer) va két thuc truy van.

Néu khong c6 thong tin vé zone ctia nd phi hop voi truy van. N6 s& kiém tra
cac thong tin duge luu trong cache lidu ¢o cac truy van tuong tu ndo trude d6 phu
hop khong néu co thong tin phit hop no sé sir dung thong tin d6 dé tra 101 va két thic
truy van.

Néu truy van khong tim thay thong tin phu hop dé tra 101 tir ca cache va zone
ma DNS server quan ly thi truy van s€ tiép tuc. N6 s& nho DNS server khac dé tra
101 truy van dén khi tim duoc cau tra 10i.

Vi du hoat dong cia DNS:
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yahoo.com |
server

Address of
www.yahoo.com

Gia sit PC A mudn truy cdp dén trang web www.yahoo.com va server vnn

chua luu thong tin vé trang web nay, cac budc truy van s€ dién ra nhu sau:

Dau tién PC A giri mot request hoi server quan ly tén mién vnn hoi thong tin
vé www.yahoo.com. Server quan 1y tén mién vnn giri mot truy van dén server
top level domain.

Top level domain luu trit théng tin vé moi tén mién trén mang. Do d6 no s&
gui lai cho server quan 1y tén mién vnn dia chi IP cta server quan Iy mién com
(goi tat server com).

Khi c6 dia chi IP cta server quan 1y tén mién com thi 1ap tirc server vnn hoi
server com thong tin vé yahoo.com. Server com quan 1y toan bd nhiing trang
web c6 domain 14 com, ching giri thong tin vé dia chi IP cta server yahoo.com
cho server vnn.

Luc nay server vnn da c6 dia chi IP ctia yahoo.com r6i. Nhung PC A yéu cau
dich vu www chir khong phai la dich vu ftp hay mét dich vu nao khac. Do do
server vnn tiép tuc truy van tdi server yahoo.com dé yéu cau thong tin vé
server quan 1y dich vu www cua yahoo.com.

L& duong nhién khi nhan duoc truy van thi server yahoo.com giri lai cho
server vnn dia chi IP cta server quan ly www.yahoo.com.

Cubi cung 12 server vin gui lai dia chi IP cua server quan ly www.yahoo.com.
cho PC AvaPC A két ndi truc tiép dén né. Va bay gio thi server vnn da c6

thong tin vé www.yahoo.com cho nhiing 1an truy van dén sau cua cac client
khac.

4. Mot so khai niém co ban:
4.1. Domain name va zone;

Mot mién gém nhiéu thue thé nho hon goi la mién con (subdomain). Vi

du, mlen ca bao gom nhiéu mién con nhu ab.ca, on.ca, qc.ca,.. . Ban c6 thé uy
quyen mot s6 mién con cho nhiing DNS Server khac quan ly. Nhu:ng mién va
mién con ma DNS Server dugc quyen quan ly goi la zone. Nhu viy, mot Zone
c6 thé gébm mot mién, mot hay nhiéu mién con.
Cac loai zone:

- Primary zone: Cho phép doc va ghi co s& dir liéu.

- Secondary zone: Cho phép doc ban sao co s¢ dir liéu.


http://www.yahoo.com/
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- Stub zone: chira ban sao co s¢ dit liéu cua zone nao do, nd chi chira chi mot
vai RR(Resource Record).

4.2. Fully Qualified Domain Name (FQDN):

Mbi nit trén cay c6 mot tén goi(khong chira dau cham) dai toi da 63 ky tu.
Tén rong danh riéng cho gbc (root) cao nhat va biéu dién bai ddu chidm. Mot tén
mién day du cua mot nat chinh 1a chudi tuén ty cic tén goi cua nat hién tai di
nguoc 18n nat géc, mdi tén goi cach nhau bai du chdm. Tén mién ¢ xuét hién
dau cham sau ciing duoc goi 1a tén tuyét dbi (absolute) khac voi tén twong dbi 1a
tén khong két thic bang dau cham. Tén tuyét ddi ciing duoc xem 1a tén mién day
da da dugc ching nhan (Fully Qualified Domain Name — FQDN).

4.3. Sy ay quyen (Delegation):

Mot trong cac muc tiéu khi thiét ké hé thong DNS 1a kha nang quan ly phan
tan thong qua co che uy quyen (delegation). Trong mot mién co the t6 chirc thanh
nhiéu mién con, mdi mién con cé thé duoc uy quyen cho mét td chirc khac va to
chuc o chiu trach nhiém duy tri thong tin trong mién con nay. Khi do, mlen cha
chi can mot con tro trd den mién con nay dé tham chiéu khi c6 céc truy van.

Khong phai mot mién luén ludn to chitc mién con va uy quyén toan bo cho
cac mién con nay, c6 thé chi cO vai mién con dugc uy quyén.

4.4. Forwarders:

La ky thuat cho phép Name Server no1 bo chuyén yéu cau truy van cho cac
Name Server khac dé phan giai cac mién bén ngoai.

4.5. Stub zone:

La zone chtra bang sao co s& dir licu DNS to master name Server,
Stub zone chi chita céac resource record can thiét nhu : A, SOA, NS, mot hodc
vai dia chi ciia master name server hd trg co ché cap nhat Stub zone, ché ching
thuc name server trong zone va cung cap co ché phan giai tén mién duoc hiéu qua
hon, don gian hoa cong tac quan tri.

4.6. Dynamic DNS:

Dynamic DNS 14 phuong thirc 4nh xa tén mién t6i dia chi IP c6 tan xuat thay
d6i cao. Dich vu DNS dong (Dynamic DNS) cung cdp mot chuong trinh dic biét
chay trén may tinh ctia nguodi st dung dich vu dynamic DNS goi la Dynamic
Dns Client. Chuong trinh nay giam sat sy thay d6i dia chi IP tai host va lién hé
v6i hé thong DNS mdi khi dia chi IP cuia host thay d6i va sau d6 update thong tin
Va0 co s& dit liéu DNS vé sy thay doi dia chi do.

4.7. Active Directory-integrated zone:
Str dung Active Directory-integrated zone c6 mot s6 thuan 191 sau:
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- DNS zone luu trit trong trong Active Directory, nhd co ché nay ma di liéu
duoc bao mat hon.

- Sir dung co ché nhan ban cua Active Directory dé cap nhan va sao chép
co s& dir liéu DNS.

- Sur dung secure dynamic update.

- S dung nhiéu master name server dé quan 1y tén mién thay vi st
dung mdt master name server.

5. Phan loai Domain Name Server:

5.1. Primary Name Server:

MObi mién phai c6 mot Primary Name Server. Server nay dugc ding ki trén
Internet dé quan 1y mién. Moi nguoi trén Internet déu biét tén may tinh va dia chi
IP cta Server nay. Nguoi quan tri DNS s& to chirc nhitng tap tin CSDL trén
Primary Name Server. Server ndy c6 nhiém vy phén giai tit ca cac may trong mién
hay zone.

5.2. Secondary Name Server:

MJdi mién ¢6 mot Primary Name Server dé quan Iy CSDL ctia mién. Néu nhu
Server nay tam ngung hoat dong vi mdt ly do nao do thi viéc phan giai tén may
tinh thanh dia chi IP va nguoc lai xem nhu bi gian doan. Viéc gian doan nay lam
anh huong rat 16n dén nhiing t6 chirc c6 nhu cau trao d6i théng tin ra ngoai Internet
cao. Nham khic phuc nhuoc diém nay, nhitng nha thiét ké da dua ra mot Server
du phong goi 1a Secondary(hay Slave) Name Server. Server nay c6 nhiém vu sao
lwru tat ca nhimg dit liéu trén Primary Name Server va khi Primary Name Server
bi gian doan thi n6 s€ ddm nhan viéc phan giai tén may tinh thanh dia chi IP
va nguoc lai. Trong mot mién co thé c6 mot hay nhiéu Secondary Name
Server. Theo mét chu ky, Secondary s€ sao chép va cap nhat CSDL tir  Primary
Name Server. Tén va dia chi IP ctia Secondary Name Server cling dugc moi nguoi
trén Internet biét dén.

5.3. Caching Name Server:

Caching Name Server khong c6 bat ky tap tin CSDL nao. N6 ¢6 chtic ning
phan giai tén may trén nhirng mang & xa thong qua nhitng Name Server khac. No
luu gitr lai nhitng tén may da dugc phan giai trudc do va duoc st dung lai nhitng
thong tin ndy nham muc dich:

- Lam tang téc do phan giai bang cach sir dung cache.

- Giam bdt ganh ndng phan giai tén may cho cac Name Server.

- Gidm viéc luu thong trén nhitng mang 16n.

6. Resource Record (RR):

RR 1a mau thong tin ding dé mé ta cac thong tin vé co s& dir liéu DNS, céac
miu tin ndy dugc luu trong cac file co s& dit lieu DNS
(\systemroot\system32\dns).
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6.1. SOA(Start of Authority):

Trong mdi tip tin CSDL phai c6 mot va chi mot record SOA (start of
authority). Record SOA chirarang may chu Name Server 1d noi cung
cip thong tin tin cdy tr dir liéu cO trong zone.

Cu phap cua record SOA.

[ttn-mién] IN SOA [tén-server-dns] [dia-chi-email] (

serial number;

refresh number;

retry number;

experi number;

Time-to-live number)

- Serial : Ap dung cho moi dir liéu trong zone va la 1 s6 nguyén. Trong vi du, gia
tri nay bat dau tir | nhung thong thudng ngudi ta str dung theo dinh dang thoi gian
nhu 2012032501. Dinh dang nay theo kiéu YYYYMMDDNN, trong d6 YYYY
1a nam, MM 1a thang, DD 1a ngay va NN s6 1an sira 601 dir liu zone trong ngay.

Bit ké 1a theo dinh dang nao, ludn ludn phai ting sé nay 1én mdi 1an sta doi dir
li¢u zone. Khi may may chu Secondary lién lac vé1 may chu Primary, trude tién
n6 s& hoi sé serial. Néu so serial cia may Secondary nho hon sé serial cia may
Primary tirc 1a dir li€u zone trén Secondary da cii va sau d6 may Secondary s€ sao
chép dit liéu mo1 tir may Primary thay cho dit 1iéu dang c¢6 hién hanh.

- Refresh: Chi ra khoang thdi gian may chu Secondary kiém tra dit liéu zone trén
may Primary dé c4p nhat néu can. Trong vi du trén thi cir mdi 3 giod may chu
Secondary sé& lién lac véi may chu Primary dé cap nhat dit liéu néu cé. Gia tri nay
thay d6i tuy theo tan suat thay doi dit liéu trong zone.

- Retry: néu may chii Secondary khong két ndi duogc véi may cha Primary theo
thoi han mé ta trong refresh (vi du may chu Primary bi shutdown vao lac d6 thi
may chi Secondary phai tim cach két ndi lai véi may cha Primary theo mot chu
ky thot gian mo ta trong retry. Thong thuong gié tri nay nho hon gia tri refresh.

- Expire: Néu sau khoang thdi gian ndy ma may chi Secondary khong két ndi
dugc véi may chu Primary thi dit li¢u zone trén may Secondary sé€ bi qua han. Mot
khi dir li¢u trén Secondary bi qué han thi may cha nay s€ khong tra 161 moi truy
van vé zone nay nita. Gia tri expire nay phai 16n hon gia trj refresh va gia tri retry.
- TTL: Viét tat cia time to live. Gia tri nay ap dung cho moi record trong zone
va duoc dinh kém trong thong tin tra 101 mot truy van. Muc dich cua nd 1a chi ra
thot gian ma cdc may chi Name Server khiac cache lai thong tin tra 101. Viéc
cache thong tin tra 1oi giup giam luu luong truy van DNS trén mang.

6.2. NS (Name Server)

Record tiép theo can co trong zone 13 NS (name server) record. Mi Name
Server cho zone s€ c6 mdt NS record.
Cu phép:
[domain_name] IN NS [DNS-Server_name]
Vi du: Record NS sau:
gtm.com. IN NS dnsserver.gtm.com.
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gqtm.com. IN NS server.gtm.com.
chi ra 2 name servers cho mién gtm.com

6.3. A (Address) va CNAME (Canonical Name)

Record A (Address) anh xa tén mday (hostname) vao dia chi IP. Record
CNAME (canonical name) tao tén bi danh alias tré6 vao mot tén canonical. Tén
canonical 1a té€n host trong record A hodc lai tré vao 1 tén canonical khéac.

Cu phap record A:

[tén-may-tinh] IN A [dia-chi-IP]

Vi du: record A trong tap tin db.qtm
server.gtim.com. IN A 172.29.14.1
diehard.qtm.com. IN A 172.29.14.4

/I Multi-homed hosts
server.gtim.com. IN Al172.29.14.1
server.gtm.com. IN A192.253.253.1

6.4. AAAA

Anh xa tén may (hostname) vao dia chi IP version 6

Cu phap:
[tén-may-tinh] IN AAAA [dia-chi-IPv6]

Vidu
Server IN AAAA 1243:123:456:789:1:2:3:456ab

6.5. SRV:

Cung cép co ché dinh vi dich vu, Active Directory st dung Resource
Record ndy dé x4c dinh domain controllers, global catalog servers,
Lightweight Directory Access Protocol (LDAP) servers.

Céc field trong SVR:

- Tén dich vu service.

- Giao thtre str dung.

- Tén mién (domain name).

- TTL vaclass.

- Priority.

- Weight (h6 tro load balancing).

- Port cua dich vu.

- Target chi dinh FQDN cho host ho tro dich vu.

6.6. MX (Mail Exchange):

DNS dung record MX trong viéc chuyén mail trén mang Internet. Ban dau
chtrc nang chuyén mail dva trén 2 record: record MD (mail destination) va record
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MF (mail forwarder) records. MD chi ra dich cudi cung cua mot thong diép mail
cO tén mién cuy the MF chi ra may chu trung gian s& chuyén tiép mail den duoc
may cha dich cudi cing. Tuy nhién, viéc to chirc ndy hoat ddng khong tét. Do do,
chung dugc tich hop lai thanh mot record 1a MX. Khi nhan dugc mail, trinh
chuyén mail (mailer) s& dua vao record MX dé quyét dinh duong di ctia mail.
Record MX chi ra mét mail exchanger cho mét mién - mail exchanger 1a mot
may chi xtr Iy (chuyén mail dén mailbox cuc b hay lam gateway chuyen
sang mot giao thirc chuyén mail khac nhu UUCP) hodc chuyen tiép mail
dén mot mail exchanger khac (trung gian) gan voi minh nhéat dé dén téi may chu
dich cudi ciing hon dung giao thirc SMTP (Simple Mail Transfer Protocol).

DPé tranh viéc _gui mail bi ldp lai, record MX c6 thém 1 gia tri bd
sung ngodi tén mién cta mail exchanger 1a 1 s6 thr ty tham chiéu. Pay 1a gia
tri nguyén khoéng dau 16-bit (0-65535) chi ra tha tu uu tién cua cic mail
exchanger.

Cu phéap record MX:
[domain_name] IN MX [priority] [mail-host]

Vi du record MX sau :
gtm.com. IN MX 10 mailserver.gtm.com.

Chi ra may chu mailserver.qtm.com 1a mot mail exchanger cho mién
gtm.com véi sO thtr ty tham chiéu 10.

Chu y: cac gia tri nay chi c6 y nghia so sanh véi nhau. Vi du khai bao 2
record MX:

gtm.com. IN MX 1 listo.gtm.com. gtm.com. IN MX 2 hep.gtm.com.

Trinh chuyén thu mailer s& thir phan phét thu dén mail exchanger c6 s6 thtr
ty tham chiéu nho nhét trude. Néu khong chuyén thu duoc thi mail exchanger véi
gia tri ké sau s& duoc chon. Trong trudng hop c6 nhiéu mail exchanger cé clng
s6 tham chiéu thi mailer s& chon ngau nhién gitta chiing.

6.7. PTR (Pointer):
Record PTR (pointer) ding dé anh xa dia chi IP thanh Hostname.
Cu phap:
[Host-1D.{Reverse_Lookup_Zone}] IN PTR [tén-may-tinh]
Vi du:
Cac record PTR cho céc host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.qtm.com.

7. Cai dit va cAu hinh DNS:
C6 nhiéu cach cai dat dich vu DNS trén méi truong Windows nhu: Ta ¢
thé cai dit DNS khi ta nang cip may chu 1én domain controllers hoic cai dat
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DNS trén may stand-alone Windows 2003 Server.
7.1. Cac bwdre cai dat dich vu DNS:

Khi cai ddt dich vu DNS trén Windows 2003 Server doi héi may nay phai

dugc cung cép dia chi IP tinh, sau day la mot s6 budc co ban nhit dé cai dat
dich vu DNS trén Windows 2003 stand-alone Server.

Chon Start | Control Panel | Add/Remove Programs.
Chon Add or Remove Windows Components trong hop thoai Windows

components.
Twr hop thoai & budce 2 ta chon Network Services sau do chon nit Details

Chon tuy chon Domain Name System(DNS), sau d6 chon niit OK

Chon Next sau do hé théng s€ chép cac tap tin can thiét dé cai dat dich vu
(ban phai dam bao c6 dia DVDROM Windows 2003 trén may cuc bd hoac
c6 thé truy xuat tai nguyén nay tir mang). Chon nut Finish dé hoan tat qua
trinh cai dat.

7.2. Cau hinh dich vu DNS:

Sau khi ta cai dat thanh cong dich vu DNS, ta co thé tham khao trinh quan

1y dich vu nay nhu sau:

Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong cai
DNS cung véi qué trinh cai dit Active Directory thi khong c6 zone nao
duoc cau hinh mic dinh.

Event Viewer: Day trinh theo doi sy kién nhat ky dich vu DNS, n6 sé& luu
trit cac thong tin vé: canh giac (alert), canh bao (warnings), 13i (errors).
Forward Lookup Zones: Chira tit ca cac zone thuin cta dich vu DNS, zone
nay duogc luu tai may DNS Server.

Reverse Lookup Zones: Chtra tAt ca cAc zone nghich cua dich vu DNS,
zone nay duoc luu tai may DNS Server.

7.2.1. Tao Forward Lookup Zones:

Forward Lookup Zone dé phan giai dia chi Tén may (hostname) thanh dia chi

IP. B¢ tao zone nay ta thyc hién cac budc sau:

Chon nut Start | Administrative Tools | DNS.

Chon tén DNS server, sau d6 Click chudt phai chon New Zone. Chon Next
trén hop thoai Welcome to New Zone Wizard.

Chon Zone Type la Primary Zone | Next.

Chon Forward Lookup Zone | Next
Chi dinh Zone Name d¢é khai bao tén Zone (Vi du: csc.com), chon Next.
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- Tu hop thoai Zone File, ta c6 qthé tao file luu trir co‘sé du 71iéu,ch0
Zone(zonename.dns) hay ta ¢6 thé chi dinh Zone File da ton tai san (tat ca
cac file nay duogc luu trir tai %systemroot%\system32\dns), ti€p tuc chon
Next.

- Hop thoai Dynamic Update dé chi dinh zone chip nhan Secure Update,
nonsecure Update hay chon khong sir dung Dynamic Update, chon Next.

- Chon Finish dé hoan tét.

1.2.2. Tao Reverse Lookup Zone:
Sau khi ta hoan tat qua trinh tao Zone thuan ta sé tao Zone nghich (Reverse

Lookup Zone) dé hd tro co ché phan giai dia chi IP thanh tén méay(hostname).

- Dé tao Reverse Lookup Zone ta thuc hién trinh tu cac budc sau: Chon Start |
Programs | Administrative Tools | DNS. Chon tén ciia DNS server, Click
chudt phai chon New Zone

- Chon Next trén hop thoai Welcome to New Zone Wizard. Chon Zone Type
la Primary Zone | Next. Chon Reverse Lookup Zone | Next.

- GO phﬁn dia chi mang(NetID) cta dia chi IP trén Name Server | Next.

- Tao méi hay sir dung tap tin luu trir co s¢ dir liéu cho zone nguoc, sau do
chon Next.

- Hop thoai Dynamic Update dé chi dinh zone chap nhan Secure Update,
nonsecure Update hay chon st dung Dynamic Update, chon Next. Chon
Finish dé hoan tat.

7.2.3. Tao Resource Record (RR):
Sau khi ta tao zone thuan va zone nghich, mac dinh hé théng s€ tao ra hai resource
record NS va SOA.

e Tao RRA:
Pé tao RR A dé anh xa hostname thanh tén mdy, dé 1am viéc nay ta Click chudt
Forward Lookup Zone, sau d6 Click chudt phai vao tén Zone | New Host, sau do
ta cung cap mot s thong tin vé Name, Ip address, sau d6 chon Add Host.
Chon Create associated pointer (PTR) record dé tao RR PTR trong zone nghich
(trong hinh vi du ta tao hostname la server c6 dia chi IP 1a 172.29.14.149).

e Tao RR CNAME:
Trong trudng hop ta mudn may chit DNS Server vira c6 tén Server.csc.com vira co
tén ftp.csc.com dé phan anh dung chirc nang 1a moét DNS Server, FTP server,...Dé
tao RR Alias ta thuc hién nhu sau:
- Click chudt Forward Lookup Zone, sau d6 Click chudt phai vao tén Zone | New
Alias (CNAME), sau d6 ta cung cap mdt sb thong tin vé:
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- Alias Name: Chi dinh tén Alias (vi du ftp). ,
- Full qualified domain name(FQDN) for target host: chi dinh tén host muon tao

Alias (ta co thé gd tén host vao muc nay hodc ta chon nut Browse sau d6 chon tén
host).

e Tao RR MX (Mail Exchanger):
Trong truong hop ta t6 chirc may chu Mail hd tro viéc cung cip hé thong thu dién
ttr cho mién cuc bd, ta phai chi dinh rd dja chi cua Mail Server cho tt ca cac mién
bén ngoai biét dugc dia chi nay thong qua viéc khai bao RR MX. Myc dich chinh
ciia RR nay 1a gitip cho hé thong bén ngoai c6 thé chuyén thu vao bén trong mién
ndi bo. Pé tao RR nay ta thyc hién nhu sau:
- Click chudt Forward Lookup Zone, sau d6 Click chudt phai vao tén Zone | New
Mail Exchanger (MX) ..., sau d6 ta cung cap mot sb thong tin ve:
- Host or child domain: Ch1 dinh t€n may hoac dia chi mién con ma Mail Server
quan ly, thong
thuong néu ta tao MX cho mién hién tai thi ta khong sir dung thong sd nay.
- Full qualified domain name(FQDN) of mail server: Chi dinh tén ctia may chu
Mail Server quan 1y mail cho mién ndi b hodc mién con.
- Mail server priority: Chi dinh d6 uu tién ctia Mail Server (Chi dinh may nao uu
tién xur ly mail trudc may nao).
- Trong Hinh bén dudi ta tao mét RR MX dé khai bao may cha mailsvr.csc.com la
may chu quan Iy mail cho mién csc.com.

7.3. Kiém tra hoat dong cua dich vu DNS:
Mubn kiém tra qua trinh hoat dong cua dich vu DNS ta thuc hién cac budc sau:
* Khai bao Resolver:
Pé chi dinh 5 cho DNS Client biét dia chi may chit DNS Server hd tro viéc phan
giai tén mién.

- Pé thuc hién khai bdo Resolver ta chon Start | Settings | Network
Connections | Chon Properties cua Local Area Connection | Chon Properties cta
Internet Control (TCP/IP), sau d6 chi dinh hai thong s6 .

- Referenced DNS server: Dia chi ciia may cha Primary DNS Server.
- Alternate DNS server: Dia chi cua may chu DNS du phong hodc may chu
DNS thtr hai.

* Kiém tra hoat djng:

Ta c6 thé dung cong cu nslookup dé kiém tra qua trinh hoat dong cua dich vu
DNS, phén giai resource record hoidc phan giai tén mién. dé st dung dugc cong
cu nslookup ta vao Start | Run | nslookup.

Can tim hiéu mot vai tap 1énh cta cong cu nslookup.
>set type=<RR_Type>
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Trong 46 <RR_Type> 14 loai RR ma ta muén kiém tra, sau d6 g6 tén ctia RR hodc
tén mién can kiém tra

>set type=any: Dé xem moi thong tin vé RR trong mién, sau d6 ta gd <domain
name> dé xem thong tin vé cac RR nhu A, NS, SOA, MX ciia mién nay.

Bai tap 2: Tao Zone tich hgp véi Active Directory:

Trong qua trinh ning cAp may Stand-Alone Server thanh Domain Controller bang
cach Cal Active Directory ta ¢ thé chon co ché cho phép hé théng tu dong cai dat
va cu hinh dich vu DNS tich hop chung véi Active Directory, néu ta chon theo
cach nay thi sau khi qua trinh nang cap hoan tat, ta c6 thé tham khao co so dir liéu
cta DNS tich hop chung véi Active Directory thong qua trinh quan 1y dich vu DNS.

Trong hinh nay ta tham khao co s& dif liéu ctia DNS quan 1y tén mién csc.com duoc
tich hop chung véi Active Directory.

Tuy nhién khi ta cho hé thong tu dong cau hinh co so dit liéu cho zone thi né chi tao
mot s6 co s& dit liéu can thiét ban dau dé néd thuc hién mdt sb thao tac truy van va
quan 1y co so dit liéu cho Active Directory. Pé cho DNS hoat dong t6t hon thi ta
mo ta thém théng tin resource record can thiét vao, diéu can thiét nht 1a ta tao
Reverse Lookup Zone cho Active Integrated Zone vi ban dau hé thdng khong tao
ra zone nay, mo ta thém thong tin record PTR cho tirng resource record A trong
Forward Lookup Zone.

Ta c6 thé tao mot zone méi tich hop véi Active Directory theo cac budc sau:

Bam chudt phai vao tén DNS Server trong DNS management console, chon New
Zone...| chon Next.

Trong hop thoai zone type ta chon Primary Zone véi co ché luu trit zone trong AD,
tiép tuc chon Next.

Chon tao zone thuan (Forward Lookup Zone) | Next.

Chi dinh tén zone (Zone Name) | Next.

Chi dinh Dynamic Update trong truong hop ta mudn tao DDNS cho zone nay, trong
treong hop nay ta chon Allow both nonsecure and secure dynamic updates | Next.

Chon Finish dé hoan tit qua trinh, sau khi hoan thanh ta c6 thé mé ta resource
record cho zone nay, tao thém Reverse Lookup Zone trong truong hop ta muon ho
trg phan giai nghich.

7.5. Thay doi mét so tuy chon trén Name Server:

Trong phan nay ta khao sat mot vai tiy chon can thiét dé tao hiéu chinh thong tin
cau hinh cho DNS. Thong thudng c6 ba phan chinh trong viéc thay do6i tiiy chon.

- Tuy chon cho Name Server.

- Tuy chon cho tirng zone name.

- Tuy chon cho ting RR trong zone name.
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* Tuy chon cho Name Server.

Cho pheép thay d6i mot sé tuy chon chinh cua Name Server bao gom: Ciu hinh
Forwarder, Cau hinh Root hints, dat mot s6 tily chon cho phép theo ddi log (Event
Logging), quan 1y cac truy van (Monitoring query), debug logging,... va mot sb
hiéu chinh khac.

Pé sir dung tiry chon nay ta chon Properties cua tén server trong DNS management
console.

- CAu hinh Forwader: Chon Tab Forwarders tir man hinh properties cia Name
Server

- CAu hinh Root hints: Ta c6 thé tham khao danh sach cac Root name server quan
ly cac Top- Level domain, thong qua hop thoai nay ta c6 thé thém, x6a, hiéu chinh
dia chi cia Root hints, thong thuong cac dia chi nay hé thong c6 thé tu nhan biét.
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Chwong 3: Managing Groups
Bai 3: DICH VU THU MUC ACTIVE DIRECTORY
Muc tiéu cua bai hgc:
- Trinh bay duoc cu tric cua Active Directory trén windows server;
- Cai dat va ciu hinh dugc méy diéu khién ving.
- Thuc hién cac thao tac an toan v&i may tinh.

1. Active Directory:

1.1. Gi6i thigu:

AD (Active Directory) 1a dich vu thu muc chtra cac thong tin vé cdc tai nguyén
trén mang, c6 thé mo rong va c6 kha niang tu diéu chinh cho phép ban quan 1y tai
nguyén mang hiéu qua. Dé co thé lam viéc tot v6i Active Directory, chiing ta s& tim
hiéu khai quat vé Active Directory, sau d6 khao sat cac thanh phan cta dich vu nay.

Céc d6i twong AD bao gdm dit liéu cua ngudi dung (user data), may in(printers),
may chu (servers), co s& dir licu (databases), cac nhom ngudi dung (groups), cac
may tinh (computers), va cac chinh sach bao mat (security policies).

Ngoai ra mot khai niém méi dugc st dung la container (tam dich 1a tap ddi
tuong). Vi du Domain 1a mét tap doi tuong chira thong tin ngudi dung, thong tin cac
may trén mang, va chlra cac doi tugng khac.

1.2. Chirc nang cua Active Directory:

- Luu gitt mot danh séch tap trung cac tén tai khoan ngudi dung, mat khau
twong tng va cac tai khoan may tinh.

- Cung cip mot Server dong vai trd chimg thuc (authentication server) hoic
Server quan ly dang nhap (logon Server), Server nay con goi la domain controller
(may diéu khién vung).

- Duy tri mot bang huéng dan hoic mot bang chi muc (index) giup cac may
tinh trong mang c6 thé do tim nhanh mat tai nguyén nao do trén cac may tinh khac
trong vung

- Cho phép ching tatao ra nhitng tai khoan nguoi dung véi nhitng muc
d6 quyén (rights) khac nhau nhu: toan quyén trén hé théng mang, chi cd quyén
backup dit liéu hay shutdown Server tir xa...

- Cho phép ching ta chia nho mién cta minh ra thanh cidc mién con
(subdomain) hay cac don vi t6 chic OU (Organizational Unit). Sau d6 ching ta
c6 thé ty quyén cho cac quan tri vién bo phan quan ly tirng bd phan nho.

1.3. Directory Services:
1.3.1. Gidi thiéu Directory Services: ,
Directory Services (dich vu danh ba) la hé thong théng tin chaa trong

NTDS.DIT va cac chuong trinh quan ly, khai thac tap tin nay. Dich vu danh ba
la mot dich vu co s 1am nén tang dé hinh thanh mot hé théng Active Directory.
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Mot hé théng véi nhitng tinh ning vuot troi cia Microsoft.

1.3.2. C4c thanh phan trong Directory Services:
Dau tién, ban phai biét dugc nhitng thanh phan ciu tao nén dich vu danh ba Ia
gi? Ban ¢ thé so sanh dich vu danh ba v&i mét quyén sb luu sb dién thoai. Ca
hai déu chira danh sach cua nhiéu ddi twong khac nhau ciing nhu cac théng tin
va thudc tinh lién quan dén céc dbi tuong do.

a. Obiject (d6i tuong).

Trong hé théng co s& dit liéu, d6i tegng bao gém cac may in, ngudi ding mang,
CAc server, cAc may tram, c&c thu muc ding chung, dich vu mang, ... Déi tuong
chinh 1a thanh t6 can ban nhat cua dich vu danh ba.

b. Attribute (thudc tinh).

Mot thudc tinh mé ta mot ddi twong. Vi du, mat khau va tén 13 thudc tinh cua
ddi twong nguoi ding mang. Cac dbi tuong khac nhau cé danh sach thudc
tinh khac nhau, tuy nhién, cac ddi tuong khéac nhau ciing c6 thé ¢ mot sb
thudc tinh giéng nhau. LAy vi dy nhu mot may in va mot may tram ca hai déu
c6 mot thuoc tinh la dia chi IP.

c. Schema (ciu tric té chuc).

Mot schema dinh nghia danh sach céc thuoc tinh dung dé mé ta mot loai doi
twong nao do. Vi du, cho rang tat ca cac dbi tugng may in déu duoc dinh nghia
bang cac thudc tinh tén, loai PDL va tc d6. Danh sach cac dbi twong nay hinh
thanh nén schema cho 16p d4i tuong “may in”. Schema c6 dic tinh

la tuy bién duoc, nghia la céac thudc tinh ding dé dinh nghia mot 16p d6i tuong
cO thé stra doi dugc. NGi tdm lai Schema cé thé xem 1a mot danh ba cua céi
danh ba Active Directory.

d. Container (vat chua).

Vat chira twong tu vai khai niém thu muc trong Windows. Mét thu muc cd thé
chtra cac tap tin va cac thu muc khéc. Trong Active Directory, moét vat chira c6
thé chira cac dbi tuong va cac vat chira khac. Vat chira ciing ¢é cac thudc tinh
nhu dbi twong mac du vat chia khdng thé hién mot thyc thé that sy nao d6 nhu
dbi twong. CO ba loai vat chua la:

- Domain: khai niém nay duoc trinh bay chi tiét & phan sau.

- Site: mot site 1a mot vi tri. Site duge ding dé phan biét gitra c4c vi tri cuc bo
va c4c vi tri xa x0i. Vi du, cong ty XYZ c6 tong hanh dinh dit ¢ San
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Fransisco, mét chi nhanh dat & Denver va moét van phong dai dién dat ¢
Portland két ndi vé tong hanh dinh bang Dialup Networking. Nhu vay
h¢

théng mang nay co ba site.

OU (Organizational Unit): 1a mot loai vat chira ma ban cd thé dua vao
d6 nguoi dung, nhém, may tinh va nhitng OU khac. Mot OU khong thé chua
cac dbi tugng nam trong domain khac. Nho viéc mot OU ¢ thé chira cac
OU khéc, ban c6 thé xay dung mot mé hinh thir bac cua cac vat chia dé
md hinh hoa céu tric cua mot té chic bén trong mot domain. Ban nén su
dung OU dé giam thiéu sé luong domain can phai thiét 1ap trén hé théng.
Global Catalog. q ,

Dich vu Global Catalog dung dé xac dinh vi tri cia mot doi twong ma nguoi
dung duogc cap quyén truy cap. Viéc tim kiém dugc thuc hién xa hon nhiing
gi d4 c6 trong Windows NT va khéng chi cd thé dinh vi duoc dbi tugng bang
tén ma co thé bang ca nhitng thudc tinh cua doi tuong.

Gia str ban phai in mot tai liéu day 50 trang thanh 1000 ban, chic chin ban
sé¢ khong dung mot may in HP Laserjet 4L. Ban sé& phai tim mot may in
chuyén dung, in véi téc d6 100ppm va c6 kha nang dong tai liéu thanh quyén.
Nho Global Catalog, ban tim kiém trén mang mét may in voi cac thude tinh
nhu vay va tim thiy duoc mot may Xerox Docutech 6135. Ban c6 thé cai
dat driver cho may in d6 va giri print job dén may in. Nhung néu ban ¢
Portland va may in thi & Seattle thi sao? Global Catalog sé& cung cap thong
tin nay va ban cé thé giri email cho cha nhan caa may in, nhd ho in giim.
Mot vi du khac, gia su ban nhan dugc mot thu thoai tor mot nguoi tén Betty
Doe ¢ bo phefm ké toan. Boan thu thoai cua cp ta bi cat xén va ban khﬁnﬁg thée
biét duoc $0 dién thoai cua c0 ta. Ban c6 thé dung (;Iobal Catalog d¢ tim
thong tin vé c0 ta nho tén, va nho d6 ban co duoc so dién thoai cua co ta.
Khi mét d6i twong duoc tao méi trong Active Directory, d6i tuong duoc gan
maot con s6 phan biét goi 1a GUID (Global Unique Identifier). GUID ctua mot
d6i twong luén ludn cb dinh cho di ban ¢6 di chuyén déi tuong di dén khu vuc
khac.
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Chwong 7: Managing Access to Objects in Organizational
Units

2. Cac thanh phan cia AD:
2.1. Cau trac AD logic:

GoOm céc thanh phan domains (ving), organization units (don vi to chirc), trees
(hé ving phan cip ) va forests (tap hop hé ving phan cap) .

|- Domain Tree

t\khkx | Organizational Unit | _‘/
Y
Forest

2.1.1. Organizational Units:

Organizational Unit hay OU la don vi nhé nhat trong hé théng AD, né dugc
xem la mot vat chira cac doi tuong (Object) dugc dung dé sap xép cac doi tuong
khac nhau phuc vu cho muc dich quan tri ctia ban. OU ciing dugc thiét 1ap dua
trén subnet IP va dugc dinh nghia 1a “mot hoic nhiéu subnet két ndi tot véi
nhau”. Viéc st dung OU c6 hai cong dung chinh sau:

- Trao quyén Kiém soat mot tap hop cac tai khoan nguoi ding, may tinh hay
cac thiét bi mang cho mot nhdm ngudi hay mot phu ta quan tri vién nao do (sub-
administrator), tir d6 giam bt cong

tac quan tri cho ngudi quan tri toan L .raPQPﬁ,

bo hé thong. 4 B il
R..5:;1;es u\ ii‘g\/ M\an.;.gement

- Kiém soat va khéa bét mot sd
nguoi dung trong OU thdng qua VIEC | aamiiceter Admimstrotor

chirc nang trén cac may tram cua

st dung cac d6i tugng chinh sach AT_ae2)
nh6m (GPO), cac chinh sach nhom =il
nay ching ta s& tim hiéu & cac
chuong sau. (| o=

Research
Administrator

2.1.2. Domain:
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Domain 1a don vi chirc nang nong cbt cia cau tric logic Active Directory.

N6 1a phuong tién dé qui dinh mot tap hop nhiing ngudi dung, may tinh, tai
nguyén chia sé¢ c6 nhitng qui tic bao mat gibng nhau tir d6 gidp cho viéc quan
ly cac truy cap vao cac Server dé dang hon. Domain dap tung ba chirc ning chinh
sau:
- Poéng vai trd nhu mot khu vuce quan tri (administrative boundary) cac dbi
twong, 12 mot tap hop cac dinh nghia quan tri cho cac ddi tugng chia sé nhu: c6
chung mét co s dir lidu thu muc, cac chinh sach bao mat, cac quan hé uy quyén
véi cac domain khac.

- Giup ching ta quan ly bao mat cac cac tai nguyén chia s¢.

- Cung cap cac Server du phong lam chtc nang diéu khién ving (domain
controller), dong thoi am bao céc théng tin trén cac Server nay duoc duge dong
bo vai nhau.

2.1.3 Domain Tree

Domain Tree 1a cau tric bao gém nhiéu domain dugc sap xép cé cap
bac theo ciu tric hinh cay. Domain tao ra dau tién duoc goi la domain root
va nam & goc cua cdy thu muyc. Tat ca cac domain tao ra sau s& nam bén
dudi domain root va dugc goi la domain con (child domain). Tén cta cac
domain con phai khac biét nhau. Khi mot domain root va it nhat mot domain
con duoc tao ra thi hinh thanh mét cdy domain. Khai niém nay ban s€ thuong
nghe thay khi 1am viéc véi mét dich vu thu muc. Ban c¢6 thé thdy cau trdc s&
c6 hinh dang cia mot cay khi c6 nhiéu nhanh xuat hién.

Cay Domain

-s}——domain root

1
MCMEseE. com
f =
< Pt

sal 85, Mom cSe. com testing. mom cse. com

domain con

2.1.4. Forest:

Forest (rirng) dugc xay dung trén mot hoac nhiéu Domain Tree, noi cach khac
Forest 1a tap hop cac Domain Tree c6 thiét 1ap quan hé va ay quyén cho nhau.
Vi duy gia sit mot cong ty nao do, chang han nhu Microsoft, thu mua mot céng
ty khac. Théng thuong, mdi cong ty déu c6 mot hé thong Domain Tree riéng
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va dé tién quan ly, cac cay nay s& dugc hop nhit véi nhau bang mot khai niém la
reng

: = sy =
ﬁﬂ sollon. moicoe oom Lesinguimcmcse com ﬁ

lECh‘I.I.I“:DI’i;lE.Cﬂ-I‘I‘I // /\ wyzabc. com
= L =

Irsning.sales, cisca, testing.  compliaesting

P IMCTTICSE.COm ITE e, GOy [le=gilE-TURE ] 10
:é‘aﬂl. sfm
corptechtutonals. com admin.xyzabc com

/\ A\
j:_{ gjﬂ ﬁi_l fi‘.

Trong vi du trén, cdng ty mecmcse.com thu mua duoc techtutorials.com va
Xyzabc.com va hinh thanh rirng tir goc mcmcse.com

2.2. Cau triuc AD vatly:

Gom: sites va domain controllers.

* Dia ban (site): la tap hop cua mot hay nhiéu mang con két ndi v6i nhau, tao
diéu kién truyén thong qua mang dé dang, 4n dinh ranh gi6i vat 1y xung
quanh céc tai nguyén mang.

= Piéu khién ving (domain controllers): 1a may tinh chay Windows Server
chtra ban sao dir liéu ving. Mot ving ¢ thé c6 mot hay nhiéu diéu khién
vung. Mbi su thay ddi dit lidu trén mot diéu khién vung s€ dugc tu dong cap
nhat 1én cac diéu khién khac cua vung.

3 Cai dit va cau hinh Active Directory (AD):
3.1. Nang cap Server thanh Domain Controller(DC):
3.1.1. Gidi thi¢u:

Theo mac dinh, tit ca cac may Windows Server 2003 khi méi cai dat
déu la Server doc 1ap (standalone server). Chuong trinh DCPROMO chinh
la Active Directory Installation Wizard va dugc dung dé nang cap mot méy
khong pha1 la DC (Server Stand-alone) thanh mot may DC va nguoc lai giang
cap mot may DC thanh mot Server binh thuong. Chuy dbi vai Windows Server
2003 thi ban c6 thé d6i tén may tinh khi da nang cap thanh DC.
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Trudc khi nang cap Server thanh Domain Controller, ban can khai béo day
du cac thong s6 TCP/IP, dic biét 1a phai khai bao DNS Server cé dia chi chinh
la dia chi IP cua Server can nang cap. Néu ban cd kha niang cau hinh dich vu
DNS thi ban nén cai dat dich vu nay trudc khi nang cip Server, con nguoc lai
thi ban chon cai @it DNS ty doéng trong qué trinh nang cap. C6 hai cach dé
ban chay chuong trinh Active Directory Installation Wizard: ban dung tién
ich Manage Your Server trong Administrative Tools hoic nhap chudt vao
Start\ Run, g6 Iénh DCPROMO.

3.1.2. Cac bwoc cai dat.
Chon menu Start - Run, nhap DCPROMO trong hdp thoai Run, va nhan nat OK.
Khi d6 hop thoai Active Directory Installation Wizard xuét hién. Ban nhin Next
dé tiép tuc.

Chuong trinh xuat hién hop thoai canh bao: DOS, Windows 95 va WIinNT SP3 tro
ve trude s€ bi loai ra khoi mién Active Directory dua trén Windows Server 2003.
Ban chon Next dé tlep tuc.

Trong hop thoai Domain Controller Type, chon muc Domain Controller for a
New Domain va nhan chon Next. (Néu ban mudn bo sung may diéu khién ving vao
mot domain co6 san, ban s& chon Additional domain cotroller for an existing
domain.)

Pén day chuong trinh cho phép ban chon mét trong ba Iira chon sau: chon Domain
in new forest néu ban mudn tao domain dau tién trong mot rirng méi, chon Child
domain in an existing domain tree néu ban muén tao ra mot domain con dua trén
mot cdy domain co san, chon Domain tree in an existing forest néu ban muén tao
ra mot cdy domain moéi trong mot rimg da cé san.

Hop thoai New Domain Name yéu cau ban tén DNS day du cua domain ma ban
can xay dung.

Hop thoai NetBIOS Domain Name, yéu cau ban cho biét tén domain theo chuan
NetBIOS dé twong thich vdi cac may Windows NT. Theo mic dinh, tén Domain
NetBIOS gidéng phan dau cia tén Full DNS, ban c6 thé d6i sang tén khac hodc chap
nhan gia tri mac dinh. Chon Next dé tiép tuc.

Hop thoai Database and Log Locations cho phép ban chi dinh vi tri luu trit
database Active Directory va cac tap tin log. Ban c6 thé chi dinh vi tri khac hoic
chép nhan gia tr1 mdc dinh. Tuy nhién theo khuyén cdo cua cac nha quan tri mang
thi ching ta nén dat tap tin chira thong tin giao dich (transaction log) & mot dia
ctng vat 1y khac véi dia cing chira co sé dir liéu cua Active Directory nham ting
hi€éu nang cua h¢ théng. Ban chon Next dé tiép tuc.
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Hop thoai Shared System Volume cho phép ban chi dinh vi tri cua thu muc
SYSVOL. Thu muc ndy phai nam trén mot NTFS5 Volume. Tat ca dit liéu dat trong
thu muc Sysvol nay s€ dugc tu dong sao chép sang cac Domain Controller khac
trong mién. Ban c6 thé chép nhan gia tri mac dinh hodc chi dinh vi tri khac, sau do
chon Next tiép tuc. (Néu partition khong sir dung dinh dang NTFS5, ban sé& thiy
mot théng bao 16i yéu cau phai doi hé théng tap tin).

DNS la dich vu phan giai tén két hop voi Active Directory dé phan giai tén cac may
tinh trong mién. Do d6 dé hé théng Active DI rectory hoat dong duoc thi trong mién
phai c6 it nhat mot DNS Server phan giai mién ma ching ta can thiét 1ap. Theo diing
Iy thuyét thi ching ta phai cai dit va cdu hinh dich vu DNS hoan chinh trude khi
nang cép Server, nhung do hién tai cac ban chua hoc vé dich vu nay nén ching ta
chép nhan cho hé théng tu dong cai dat dich vu nay. Chung ta s¢ tim hiéu chi tiét
dich vu DNS ¢ gido trinh “Dich Vu Mang”. Trong hop thoai XUt hién ban chon luya
chon thir hai dé hé thong tu dong cai dit va ciu hinh dich vu DNS.

Trong hop thoai Permissions, ban chon gia tri Permission Compatible with pre-
Windows 2000 servers khi hé théng c6 cac Server phién ban trude Windows 2000,
hoac chon Permissions compatible only with Windows 2000 servers or Windows
Server 2003 khi hé théng cua ban chi toan cac Server Windows 2000 va Windows
Server 2003.

Trong hop thoai Di(ectory Services Restore Mode Administrator Password,,ban
s€ chi dinh mat khau dung trong truong hop Server phai khoi dong vao ché do
Directory Services Restore Mode. Nhan chon Next dé tiép tuc.

Hop thoai Summary xuét hién, trinh bay tat ca cac thong tin ban da chon. Néu tat
ca déu chinh xac, ban nhan Next dé bat dau thyc hién qua trinh cai dat, néu c6 thong
tin khong chinh xac thi ban chon Back dé quay lai cac budc trude do.

Hop thoai Configuring Active Directory cho ban biét qua trinh cai dat dang thuc
hién nhing gi. Qua trinh nay s¢ chiém nhiéu thoi gian. Chuong trinh cai dat cing
yéu cau ban cung cap nguon cai dat Windows Server 2003 d¢ tién hanh sao chép
cac tap tin néu tim khong thay.

Sau khi qua trinh cai dat,két thiic, hop thoai Completing the Active Directory
Installation Wizard xuat hién. Ban nhan chon Finish dé két thuc.

Cubi cung, ban dugc yéu cau phai khai dong lai may thi cac thong tin cai dat méi
bat dau co6 hi¢u luc. Ban nhan chon nat Restart Now dé khéi dong lai. Qua trinh
thang cap ket thic.
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3.2. Gia nhap may tram vao Domain:
3.2.1. Gidi thi¢u:

Mot may tram gia nhap vao mét domain thuc su 13 viéc tao ra mot moi
quan hé tin cay (trust relationship) gitra may tram dé vdi cadc may Domain
Controller trong ving. Sau khi da thiét 1ap quan hé tin cay thi viéc chung thuc
nguoi dung logon vao mang trén may tram nay sé do cac may diéu khién ving
dam nhiém. Nhung chd y viéc gia nhap mot may tram vao mién phai co su
ddng y cua ngudi quan tri mang CAp mién va quan tri vién cuc bd tren May tram
d6. N6i cach khac khi ban muén gia nhiap mot may tram vao mién, ban phai
dang nhap cuc bd vao may tram véi vai tro la administrator, sau do gia
nhép vao mién, hé thong s& y&u cau ban xac thuc bang mét tai khoan nguoi ding
Cap mién c6 quyén Add Workstation to Domain (ban co thé ding truc
tiép tai khoan administrator cap mién)

3.2.2. Cac buwdc cai dat.
Pang nhap cuc bo vao may tram véi vai trd ngudi quan tri (c6 thé dung tryc tiép tai
khoan administrator).
Nhép phai chudt trén biéu trong My Computer, chon Properties hop thoai System
Properties xuat hién, trong Tab Computer Name, ban nhap chudt vao nit Change.
Hop thoai nhdp liéu xuat hién ban nhap tén mién clia mang can gia nhap vao muc
Member of Domain.

May tram dua trén tén mién ma ban di khai bao de tim dén Domain Controller gan
nhat va xin gia nhap vao mang, Server s yéu cau ban xac thyc voi mot tai khoan
nguoi dung cap mién c6 quyén quan tri.

Sau khi xac thyc chinh xac va h¢ thdng chap nhan may tram nay gia nhap vao mién
thi hé thong xuat hién thong bao thanh cong va yéu cau ban reboot may lai dé dang
nhdp vao mang.

Pén day, ban thay hop thoai Log on to Windows ma ban ding mdi ngay c6 vai diéu
khac, d6 1a xuét hién thém muc Log on to, va cho phép ban chon mdt trong hai phan
la: NETCLASS, This Computer. Ban chon muc NETCLASS khi ban mubn ding
nhap vao mién, nhé rang lic nay ban phai dung tai khoan ngudi ding cap mién. Ban
chon muc This Computer khi ban mudn logon cuc bd vao may tram nio va nhé
dung tai khoan cuc bo ctia may.

3.3. Cong cu quan tri cac doi tugng trong Active Directory:
Mot trong bdn cong cu quan tri hé théng Active Directory thi cong cu Active
Directory User and Computer 1a cong cu quan trong nhat va ching ta s& gap lai
nhiéu trong trong gido trinh ndy, timg budc ta s& khao sat hét cac tinh ning trong
cong cu ndy. Cong cu nay ¢ chirc ning tao va quan 1y cac ddi tugng co ban cta hé
thong Active Directory.
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Theo hinh trén chung ta thdy trong mién netclass.edu.vn c6 cac myc sau:

- Builtin: chtra cac nhom ngudi ding di dugc tao va dinh nghia quyén san.

- Computers: chtra caic may tram mac dinh dang 1a thanh vién cta mién. Ban cling
c6 thé dung tinh ning nay dé kiém tra mot may tram gia nhdp vao mién c6 thanh
cong khong.

- Domain Controllers: chira cac diéu khién vung (Domain Controller) hién dang
hoat dong trong mién. Ban ciing c6 thé dung tinh ning nay dé kiém tra viéc tao thém
Domain Controller ddng hanh c6 thanh céng khong.

- ForelgnSecu rityPrincipals: 1a mot vat chira mac dinh danh cho cac dbi twong bén
ngoai mién dang xem xét, tir cac mién da thiét 1ap quan hé tin c@y (trusted domain).

- Users: chira cac tai khoan nguoi dung méc dinh trén mién.
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Chwong 4: Managing Access to Resources
Bai 4: QUAN LY TAI KHOAN NGUOI DUNG VA NHOM
Muc tiéu:
- M0 ta duoc tai khoan nguoi dung, tai khoan nhém, cac thudc tinh cua nguoi
dung;
- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhom.
- Thuyc hién céc thao tac an toan vo1 may tinh.

1. Pinh nghia tai khoin nguoi dung va tai khoan nhom:
1.1. Tai khoan nguwoi dung:

Tai khoan nguoi ding (user account) 1a mot ddi tuwong quan trong dai
dién cho nguoi dung trén mang, chung duoc phan biét véi nhau thong qua
chudi nhan dang username. Chudi nhan dang nay giup hé thong mang phan
biét gitra ngudi ndy va nguoi khac trén mang tir d6 ngudi dung co thé dang
nhap vao mang va truy cap cac tai nguyén mang ma minh dugc phep.

1.1.1. Tai khodn ngwoi ding cuc bé:

Tai khoan nguoi dung cuc bo (local user account) la tai khoan nguoi dung duoc
dinh nghia trén may cuc bd va chi dugc phep logon, truy cép cac tai nguyén trén
may tinh cuc bd. Néu muon truy cap cac tai nguyén trén mang thi nguoi dung
nay phai ching thuc lai voi may domain controller hoac may tinh chaa tai
nguyén chia sé. Ban tao tai khoan nguoi dung cuc bd véi céng cu Local
Users and Group trong Computer Management (COMPMGMT.MSC). Céc tai
khoan cuc bo tao ra trén may stand-alone server, member server hoac cac may
tram deu duoc luu trir trong tap tin co so dit ligu SAM  (Security Accounts

Manager). Tap tin SAM nay duoc dat trong thu muc
\Windows\system32\config

Local User Accounts
Administrator

‘|' . Guest
oy User A

T
User B User A

Service Service

Administrator

Guest

UserC

Service

1.1.2. Tai khodn ngwoi diing mién:

Tai khoan nguoi dung mién (domain user account) la tai khoan nguoi
dung dugc dinh nghia trén Active Directory va dugc phep dang nhap (logon)
vao mang trén bat ky may tram nao thudc ving. Bong thoi véi tai khoan nay
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nguoi dung c6 thé truy ciap dén cac tai nguyén trén mang. Ban tao tai khoan
ngudi ding mién voi cdong cu Active Directory Users and Computer
(DSA.MSC). Khac véi tai khoan ngudi dung cuc bd, tai khoan nguoi ding mién
khdng chira trong céac tap tin co so dir liéu SAM ma chira trong tap tin NTDS.DIT,
theo mac dinh thi tap tin nay chaa trong thu muc \Windows\NTDS.

Domain User Accounts

Administrator
Guest
Help-Assistant

I‘ ) User A
Wy User B

User C

User B

User D
SQL Server

1.1.3. Yéu cdu vé tai khodn ngwoi ding:

- M&i username phai tir 1 dén 20 ky tu (trén Windows Server 2003 thi tén
ding nhap c6 thé dai dén 104 ky tu, tuy nhién khi ding nhap tir c&c may cai
hé diéu hanh Windows NT 4.0 vé trudc thi mic dinh chi hiéu 20 ky tu).

- Mbi username la chudi duy nhat caa mdi nguoi ding c6 nghia 13 tat ca
tén cua nguoi dung va nhém khong duoc trung nhau.

- Username khéng chira cac ky tw sau: “/\[]:;|=,+*?<>

- Trong mot username c6 thé chira cac ky tu dic biét bao gdm: dau chim
cau, khoang tring, diu gach ngang, dau gach dudi. Tuy nhién, nén tranh cac
khoang trang vi nhiing tén nhu thé phai dat trong dau ngoac khi ding céc
kich ban hay dong Iénh.

1.2. Tai khoan nhém:

Tai khoan nhém (group account) 1a mot dbi twong dai dién cho mot nhom
ngudi ndo d6, ding cho viéc quan ly chung céc dbi twong nguoi dung. Viéc
phan bd cac ngudi dung vao nhém gilp ching ta dé dang cap quyén trén céc
tai nguyén mang nhu thu muc chia sé, may in. Chu y la tai khoan nguoi dung
c6 thé dang nhap vao mang nhung tai khoan nhém khéng duoc phép diang nhap
ma chi dung dé quan ly. Tai khoan nhém duoc chia lam hai loai: nhém bao
mat (security group) va nhém phan phéi (distribution group)

1.2.1. NhOm bdo mit:

Nhom bao mat la loai nhém dugc ding dé cap phét cac quyeén hé thong
(rights) va quyen truy cap (permission). Giong nhu cac tai khoan ngudi dung,
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cac nhdm bao mat déu duoc chi dinh cac SID. Cé ba loai nhém bao mat chinh
la: local, global va universal. Tuy nhién néu ching ta khao sat k¥ thi cé thé
phan thanh bon loai nhu sau: local, domain local, global va universal.

Local group (nhdm cuc bo) la loai nhdm co6 trén cdc may stand-alone
Server, member server, Win2K Pro hay WinXP. Cac nhdm cuc bd nay chi co
y nghia va pham vi hoat dong ngay tai trén may chira no thoi.

Domain local group (nhém cuc bé mién) 1a loai nhém cuc bo dic biét vi
ching 1a local group nhung nam trén may Domain Controller. Cac may
Domain Controller c6 mét co so dir liéu Active Directory chung va duoc
sao chép ddéng bd véi nhau do d6 mot local group trén mot Domain
Controller nay thi cting s€ c6 mat trén cdc Domain Controller anh em cuaa no,
nhu vay local group nay c6 mit trén mién nén duoc goi véi céi tén nhdm cuc
bd mién. Cac nhdm trong muc Built-in ciia Active Directory la cac domain local.

Global group (nhém toan cuc hay nhdm toan mang) la loai nhém nam trong
Active Directory va dugc tao trén cac Domain Controller. Ching dung dé cap
phat nhitng quyén hé théng va quyén truy cap vuot qua nhitng ranh gidi cia
mot mién. Mét nhém global c6 thé dit vao trong mot nhom local cua cac server
thanh vién trong mién. Cht y khi tao nhiéu nhém global thi cé thé 1am tang tai
trong cong viéc cua Global Catalog.

Universal group (nhém phd quét) 1a loai nhém c6 chac niang gibng nhu
global group nhung n6 dung dé cap quyén cho cac dbi tuong trén khap cac mién
trong mot ring va giira cac mién ¢ thiét 1ap quan hé tin cay véi nhau. Loai nhom
nay tién loi hon hai nhém global group va local group vi ching dé dang long
cac nhom vao nhau. Nhung chl v 1a loai nhém nay chi ¢6 thé dung dugc khi hé
théng cta ban phai hoat dong & ché d6 Windows 2000 native functional level
hoic Windows Server 2003 functional level c6 nghia la tat ca cac may Domain
Controller trong mang déu phai 1a Windows Server 2003 hoic Windows 2000
Server.

1.2.2. Nhém phan phaéi:

Nhém phan phdi 1a mot loai nhom phi bao mat, khong c¢6 SID va khong
xuat hién trong cac ACL (Access Control List). Loai nhom nay khong duoc
dung boi cac nha quan trj ma dugc dung boi cac phan mém va dich vy. Chung
duoc dung dé phan phdi thu (e-mail) hodc cac tin nhin (message). Ban s& gip lai
loai nhom nay khi 1am viéc voi phan mém MS Exchange.

1.2.3. Qui tic gia nhdp nhom:

- Tat ca cac nhoém Domain local, Global, Universal déu cé thé dat vao
trong nhom Machine Local.

- TAit ca cAc nhém Domain local, Global, Universal déu c6 thé dit vao
trong chinh loai nhém cua minh.
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- Nhém Global va Universal c6 thé dit vao trong nhém Domain local.

Nhom Global c6 thé dat vao trong nhém Universal.

Domain Locals

A \_j
Machine Local > Global
\ Universal
2. Cac tai khoan tao sin: ~

2.1. Tai khoan ngwoi dung tao san:

Tai khoan nguoi ding tao san (Built-in) 14 nhitng tai khoan nguoi ding
ma khi ta cai dat Windows Server 2003 thi mac dinh duogc tao ra. Tai khoan
nay 1a hé thong nén ching ta khéng ¢ quyén xo6a di nhung van c6 quyén doi tén
(chu y thao tac ddi tén trén nhitng tai khoan hé théng phtc tap mot chit so voi
viéc doi tén mot tai khoan binh thuong do nha quan tri tao ra). TAt ca C4c tai
khoan nguoi ding tao san nay déu nang trong Container Users cua cong cu
Active Directory User and Computer. Sau day la bang mé ta cac tai khoan
ngudi ding duoc tao san:

Tén tai khoan

Mo ta

Administrator

Administrator 1a mot tai khoan dic biét, cd toan quyén trén
may tinh hién tai. Ban c6 thé dit mat khau cho tai khoan nay
trong lGc cai dat Windows Server 2003. Tai khoan nay co thé
thi hanh tat ca c4c tac vu nhu tao tai khoan nguoi dung, nhém,
quan |y cac tap tin hé thong va cau hinh may in...

Guest

Tai khoan Guest cho phép nguoi dung truy cap vao cac may tinh
néu ho khong c6 mot tai khoan va mat ma riéng. Mic dinh
la tai khoan nay khong dugc st dung, néu duoc s dung thi
thong thu:ong no bi gioi han vé quyén, vi du nhu 12 chi dugc truy

ILS_Anonym
ous_User

La tai khoan dac blet duoc dung cho dich vy ILS. ILS hd tro cho
cac ung dung dién thoai c6 cac dac tinh nhu: caller ID, video
conferencing, conference calling, va faxing. Mubn st dung
ILS thi dich vu IIS phai duoc cai dat.

IUSR_compu
ter- name

La tai khoan dic biét duoc dung trong cac truy cap giau tén trong
dich vu 1S trén may tinh c6 cai I1S.
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IWAM_comp | L& tai khoan dic biét duoc dung cho 11S khéi dong céc tién trinh

uter- name cua cac ung dung trén may co cai 11S.
Laltai khoan dac biét duoc dung cho dich vu trung tdm phan
Krbtgt phoi khoa (Key Distribution Center)

TSInternetUsen La tai khoan dac biét dugc dung cho Terminal Services.
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2.2. Tai khoan nhom Domain Local tao san:

Nhu chding ta da thay trong cng cu Active Directory User and Computers,
container Users chira nhdm universal, nhom domain local va nhém global
la do hé thdng dd mic dinh quy dinh trudc. Nhung mot s6 nhém domain
local dac biét duoc dat trong container Built-in, cac nhém nay khong duoc di
chuyén sang cac OU khac, ddng thoi nod ciing duoc gan mot sé quyén cd dinh
trude nham phuc vu cho cdng tc quan tri. Ban ciing chud y rang 1a khdng c6 quyén
xba cadc nhom dac biét nay.

Tén nhém

Mo ta

Administrators

Nhom ndy mic dinh duoc an dinh sén tat ca cac quyén han cho
nén thanh vién cua nhém nay c6 toan quyén trén hé thong
mang. Nhém Domain Admins va Enterprise Admins la
thanh vién mac dinh ctia nhom Administrators.

Account
Operators

Thanh vién cia nhom nay co thé thém, xda, sira duoc cac tai
khoan nguoi dung, tai khoan may va tai khoan nhém. Tuy nhién
ho khdng co quyén Xx0a, sta cac nhom trong container Built-in
va OU.

Domain
Controllers

Nhom nay chi cO trén cac Domain Controller va mac dinh
khong c6 thanh vién nao, thanh vién caa nhém cé thé dang nhap
cuc bo vao cac Domain Controller nhung khong c6 quyén quan
tri cac chinh sach bao mat.

Backup
Operators

Thanh vién cua nhém nay cé quyén luu tri¥ duy phong
(Backup) va phuc hoi (Retore) hé thng tap tin. Trong truong
hop hé thdng tap tin 1a NTFS va ho khong dugc géan quyen trén
hé thong tap tin thi thanh vién cta nhdm nay chi c6 thé truy cap
hé théng tap tin thong qua cong cu Backup. Néu mudn truy
cap truc tiép thi ho pha1 duoc gan quyen.

Guests

La nhom bi han ché quyén truy cap cac tai nguyén trén mang.
Céac thanh vién nhom nay la nguoi dung vang lai khdng phai la
thanh vién ctia mang. Mac dinh cac tai khoan Guest bi khoa

Print Operator

Thanh vién cia nhdm nay cé quyén tao ra, quan ly va xda
bo cac doi tugng may in dung chung trong Active Directory.

Server Thanh vién caa nhém nay c6 thé quan tri cic may server trong
Operators mién nhu:
Mic dinh moi nguoi dung duogc tao déu thuéc nhém nay,
Users nhém nay cé quyén toi thiéu ciaa mot nguoi dung nén viéc truy

cap rat han ché.
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Nhom nay duoc dung dé hd trg viéc sao chép danh ba trong

Desktop User

Replicator Directory Services, nhom nay khéng co6 thanh vién mac dinh.
Incoming Thanh vién nhém nay c6 thé tao ra cac quan hé tin ciy hudng
Forest Trust dén, mot chiéu vao cac rirng. Nhdém nay khéng cé thanh vién mag

Builders dinh.

Network ‘ q ’
Configuration | Thanh vién nhom nay cé quyeén stra d6i cac thong so TCP/IP tré
Operators cac may

Pre-Windows | Nhém nay c6 quyen truy cip den tat ca cac tai khoan nguoi

2000 dung va tai khoan nhom trong mién, nham ho trg cho cac hé

Compatible |thong WInNT ct.

Remote Thanh vién nhém nay c6 thé dang nhap tir xa vao cac Domain

Controller trong mién, nhém nay khdng cé thanh vién mac dinh.

Performace Log
Users

Thanh vién nhém nay c6 quyén truy cap tir xa dé ghi nhan lai
nhirng gia tri vé hiéu nang cua cac may Domain Controller,
nhom nay ciing khéng cé thanh vién mac dinh.

Performace

Monitor Users

Thanh vién nhdm nay cé kha nang giam sat tr xa cac may
Domain Controller.

Ngoai ra con mot s6 nhém khac nhw DHCP Users, DHCP Administrators, DNS

Administrators...

cac nhdm nay phuc vu chu yéu cho cac dich vy, ching ta s&

tim hiéu cu thé trong tirng dich vu & gi4o trinh “Dich Vu Mang”. Chud y theo
mac dinh hai nhém Domain Computers va Domain Controllers dugc danh
riéng cho tai khoan may tinh, nhung ban vin cd thé dua tai khoan nguoi
dung vao hai nhém nay.

2.3. Tai khoan nhém Global tao séin:

Tén nhém

Mo ta

Domain
Admins

Thanh vién ciia nhdm nay co thé toan quyén quan tri cac may tinh
trong mién vi mac dinh khi gia nhap vao mién cac member server
va cac may tram (Win2K Pro, WinXP) da dua nhdm Domain
Admins la thanh vién ctia nhdm cuc bd Administrators trén cac
may nay.

Domain
Users

Theo mic dinh moi tai khoan ngudi dung trén mién déu la
thanh vién cia nhom nay. Mac dinh nhém nay la thanh vién
cua nhdm cuc bd Users trén cac may server thanh vién va may
tram.
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Group Policy
Creator Thanh vién nhém nay cé quyén sta d6i chinh sach nhéom cua
Owners mién, theo mic dinh tai khoan administrator mién 1 thanh
vién cua nhom nay.
béy la mot nhém universal, thanh vién cua nhom nay cé toan
Enterprise quyen trén tat ca cac mlen trong ring dang xét. Nhém nay chi
Admins xuat hién trong mién géc cua ring théi. Mic dinh nhém nay
la thanh vién cua nhdém administrators trén cac Domain
Controller trong rung.
Nhom universal ndy ciing chi xuat hién trong mién goc cua rung,
Schema thanh vién caa nhoém nay c6 thé chinh stra ciu tric té6 chuc
Admins (schema) cua Active Directory.

2.4. Ca4c nhom tao san dic biét:

Ngoai cac nhdm tao san d trinh bay & trén, hé théng Windows Server 2003
cOn ¢6 mot sé nhom tao sin dit biét, ching khéng xuat hién trén cua sd cua
cdng cu Active Directory User and Computer, ma ching chi xuat hién trén
cac ACL cua cac tai nguyén va dbi tuong. Y nghia cia nhom dic biét nay Ia:

- Interactive: dai dién cho nhitng ngudi ding dang sir dung may tai chd.

- Network: dai dién cho tat ca nhitng nguoi ding dang ndi két mang dén mot

may tinh khéc.

- Everyone: dai dién cho tat ca moi ngudi dung.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhitng nguoi tao ra, nhirng nguoi sé hira
mot tai nguy@n ndo dé nhu: thu muc, tap tin, tac vu in 4n (print job)...

- Authenticated users: dai dién cho nhitng nguoi dung di duoc hé théng

xac thyc, nhom nay duoc dung nhu mot giai phap thay thé an toan hon cho

nhom everyone.

- Anonymous logon: dai dién cho mot ngudi dung da diang nhap vao hé thong
mét cach nic danh, chang han mét ngudi st dung dich vu FTP.

- Service: dai dién cho mot tai khoan ma da dang nhap vai tu cach nhu mot

dich vu.

- Dialup: dai dién cho nhiing nguoi dang truy cap hé thong théng qua Dial-up

Networking.

3. Quan ly tai khoian nguwdi dung va nhom cuc bo:

3.1. Cong cu quan ly tai khoan ngwai dung cuc bo

Mudn t6 chic va quan ly nguoi ding cuc bo, ta ding céng cu Local Users
and Groups. Véi céng cu nay ban c6 thé tao, x0a, sira cac tai khoan nguoi
dung, ciing nhu thay d6i mat ma. C6 hai phuong thuc truy cap dén cong cu
Local Users and Groups:
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- Dung nhu mét MMC (Microsoft Management Console) snap-in.
- Dung théng qua cong cu Computer Management.

Cac budc dung dé chén Local Users and Groups snap-in vao trong MMC:
- Chon Start \ Run, nhap vao hop thoai MMC va an phim Enter d¢ mé ctra
s6 MMC.

Chon Console \ Add/Remove Snap-in ¢é mé hop thoai Add/Remove Snap-

In

- Nhép chuét vao nat Add dé mé hop thoai Add Standalone Snap-in. Chon
Local Users and Groups va nhap chudt vao nit Add. Hop thoai Choose
Target Machine xudt hién, ta chon Local Computer va nhép chudt vao nit
Finish dé tré lai hop thoai Add Standalone Snap-in.

- Nhép chudt vao nut Close dé tro lai hop thoai Add/Remove Snap-in.

- Nhap chudt vao nut OK, ta s& nhin thiy Local Users and Groups snap-in
da chen vao MMC nhu hinh sau.

- Luu Console bang cach chon Console \ Save, sau d6 ta nhap duong dan va
tén file can luu trir. DE tién loi cho viée quan trj sau nay ta co thé luu
console ngay trén Desktop.

- Néu may tinh ctia ban khong c6 ciu hinh MMC thi cach nhanh nhat dé truy
cap cong cu Local Users and Groups thong qua cong cu Computer
Management. Nhap phai chudt vao My Computer va chon Manage tir pop-
up menu va md cua sO Computer Management. Trong muc System
Tools, ta s& nhin thiy muc Local Users and Groups

- Cach khac dé truy cap dén cong cu Local Users and Groups la vao

Start \ Programs\Administrative Tools \ Computer Management

3.2. Cac thao tac co ban trén tai khoan ngwoi dung cuc bg:

3.2.1. Tao tai khodn mgi:

Trong cdng cu Local Users and Groups, ta nhap phai chudt vao Users va
chon New User, hop thoai New User hién thi ban nhap céac thdng tin can thiét
vao, nhung quan trong nhat va bat budc phai c6 1a muc Username.

3.2.2. Xba tai khoan:

Ban nén xoa tai khoan ngudi ding, néu ban chac rang tai khoan nay khong
bao gid can dung lai nita. Mudn xoa tai khoan nguoi dung ban m¢ cong cu
Local Users and Groups, chon tai khoan nguoi ding can x6a, nhap phai
chudt va chon Delete hoac vao thuc don Action \ Delete.

Cha y: khi chon Delete thi h¢ thong xuat hién hop thoai héi ban muon xda
that sy khéng vi tranh truong hqp ban xda nham. Boi vi khi da xda thi tai khoan
nguoi dung nay khéng thé phuc hoi dugc.
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3.2.3 Khoa tai khoan:

Khi mot tai khoan khong st dung trong thoi gian dai ban nén khoa lai vi ly
do bao mat va an toan hé théng. Néu ban x06a tai khoan nay di thi khéng thé phuc
hoi lai dugc do do ta chi tam khoéa. Trong cdng cu Local Users and Groups,
nhip d6i chudt vao nguoi dung can khda, hop thoai Properties cua tai khoan
Xuat hién.

Trong Tab General, danh dau vao muc Account is disabled.

3.2.4 Doi tén tai khoan:

Ban c6 thé d6i tén bat ky mot tai khoan ngudi dung ndo, dong thoi ban
cling ¢6 thé diéu chinh c4c thdng tin cua tai khoan nguoi dung thdng qua chirc
ning ndy. Chatc niang nay c6 vu diém 14 khi ban thay do6i tén ngudi dung
nhung SID cua tai khoan van khdng thay dbi. Muén thay doi tén tai khoan
ngudi dung ban mé céng cu Local Users and Groups, chon tai khoan nguoi
dung can thay doi tén, nhap phai chudt va chon Rename.

3.2.5 Thay doi mat khau:
Mudn doi mat ma ciia ngudi ding ban mé cong cu Local Users and Groups,
chon tai khoan ngudi dung can thay d6i mat ma, nhap phai chudt va chon Reset
password.

4. Quan ly tai khoan ngwdoi dung va nhom trén Active Directory:
4.1. Tao méi tai khoan ngwai dung:

Ban c6 thé dung cong cu Active Directory User and Computers trong
Administrative Tools ngay trén may Domain Controller dé tao cac tai khoan
ngudi ding mién. Céng cu nay cho phép ban quan ly tai khoan ngudi ding tur
xa tham chi trén cac may tram khong phai dung hé diéu hanh Server nhu
WinXP, Win2K Pro. Muén thé trén cac may tram nay phai cai thém bo cong cu
Admin Pack. Bo céng cu ndy nam trén Server trong thu muc
\Windows\system32\ADMINPAK.MSI. Tao moét tai khoan nguoi dung trén
Active Directory, ta lam cac budc sau:

Chon Start\ Programs\ Administrative Tools\ Active Directory Users and
Computers.

4.2. Cac thudc tinh cua tai Khoan ngwoti dung:

Mudn quan ly céc thude tinh cua cac tai khoan nguoi ta diung céng cu Active
Directory Users and Computers (bang cach chon Start\ Programs\ Administrative
Tools\ Active Directory Users and Computers), sau d6 chon thu muc Users va
nhap doi chudt vao tai khoan nguoi ding can khao sat. Hop thoai Properties xuat
hién, trong hop thoai nay chta 12 Tab chinh, ta s& 1an luot khao sat cac Tab nay.
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Ngoai ra ban c6 thé gom nhém (ding hai phim Shift, Ctrl) va hiéu chinh théng
tin cua nhicu tai khoan nguoi ding cung moét ldc.
!ﬁHeIpServices... Security Group ... Group For the Help and Su...

Add bo a groop, ..
Dizable Account
Enable Account
Mave...

pen Home Page

ﬁR.ﬁ.S and IAS ... Security Group ... Serversin
ﬂESchema Admins  Security Group ... Designatec
$&SUPPORT _36.,. User This is a ve

ﬂETeInetCIients Security Group ... Members o

Send Mail
€3 thanh Idser
7 tri Ilser All Tasks r
ﬁ trung User Gl
o, Delete i
Properties
Help

4.2.1 Cac thdng tin me rgng ciia nguoi dung:

Tab General chtra cac thdng tin chung cta ngudi dung trén mang ma ban da
nhap trong IUc tao nguoi dung maéi. Bong thoi ban ¢6 thé nhap thém mot sé  théng
tin nhu: s6 dién thoai, dia chi mail va trang dia chi trang Web ca nhan. ..

Tab Address cho phép ban cd thé khai bao chi tiét cac théng tin lién quan
dén dia chi cta tai khoan ngudi ding nhu: dia chi duong, thanh phd, ma ving,
qudc gia. ..

Tab Telephones cho phép ban khai b4o chi tiét cac s6 dién thoai ctia tai khoan
nguoi dung

Tab Organization cho phép ban khai béo cac théng tin nguoi ding vé: chuc
nang cua cong ty, tén phong ban truc thudc, tén cong ty ...

Bang mo ta chi tiét cac tly chon lién quan dén tai khoan nguwoi ding:

Tuy chon Y nghia
User must change w o
password at next Nguoi dung phai thay doi mat khau lan dang nhap
logon ke tiep, sau d6 muc nay s€ tu dong bo chon.
User cannot change | Néu dugc chon thi ngan khong cho nguoi dung tuy
password y thay d6i mat khau.
Password never Neéu duoc chon thi mat khau cua tai khoan nay
expires khong bao gio hét han.

Store password
using reversible Chi &p dung tuy chon nay doi vaoi nguoi dung dang
encryption nhap tir cac may
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Account is disabled

Néu dugc chon thi tai khoan nay tam thoi bi khoa,
khong st dung duoc.

Smart card is
required for
interactive login

Tuy chon nay duoc dung khi nguoi dung dang nhap
vao mang théng qua mét thé théng minh (smart card),
lUc d6 nguoi dung khéng nhap username va password
ma chi can nhap vao mot s6 PIN.

Account s
trustedfor elegation

Chi &p dung cho cAc tai khoan dich vu nao can
gianh duogc quyén truy cap vao tai nguyén vai vai tro
nhirng tai khoan nguoi dung khac

Account iIs sensitive
and cannot be
delegated

Dung tuy chon nay trén mét tai khoan khach vang
lai hoac tam dé dam bao rang tai khoan dé sé khong
duoc dai dién boi mot tai khoan khac.

Use DES encryption
types for this account

Neu duoc chon thi h¢ thong s& ho tro Data
Encryption Standard (DES) véi nhiéu mac @6 khac
nhau.

Do not require
Kerberos
preauthentication

Néu duoc chon hé thong s& cho phép tai khoan nay
dung mot kiéu thyc hién giao thirc Kerberos khac vei
kiéu cua Windows Server 2003.

Muc cubi cing trong Tab nay 1a quy dinh thoi gian hét han ctia mot tai khoan

nguoi dung. Trong muc Account Expires, néu ta chon Never thi tai khoan
nay khong bi hét han, néu chon End of: ngay thang hét han thi dén ngay nay
tai khoan nay bi tam khoa.

4.2.3 Tab Profile:

Tab Profile cho phép ban khai bao duong dan dén Profile cua tai khoan nguoi
dung hién tai, khai béo tap tin logon script dugc tu dong thi hanh khi nguoi dung
dang nhap hay khai bao home folder. Chu y cac tuy chon trong Tab Profile nay
chu yéu phuc vu cho c4c may tram truéc Windows 2000, con d6i véi cac may
tram tr Win2K tré vé sau nhu: Win2K Pro, WinXP, Windows Server 2003
thi ching ta c6 thé cau hinh céc lua chon nay trong Group Policy.



Trang 51

tuan Properties d b

tember OF I Dial-in I Environment I Sessions
Remote control | Terminal Services Profile
General I Address I Account Profile: I Telephones I Organization

— User profile

Frofile path: I\\S erverbdProfilehTuan

Logon script: Itaodia.bat

— Home folder

" Local path: I

% Connect: IL: ;I To I\\Server\tuan

Ok I Cancel I Apply I

Trudc tién ching ta hay tim hiéu khai niém Profile. User Profiles 1a mot
thu muc chira cac thong tin vé méi truong cua Windows Server 2003 cho tung
nguoi dung mang. Profile chira cac qui dinh vé man h|nh Desktop, ndi dung
ctia menu Start, kiéu cach phdi mau sic, vi tri sap xép cac icon, biéu tuong
chuot...

Mac dinh khi nguoi dung dang nhap vao mang, mot profile s€ dugc mo
cho nguoi dung dd. Néu 1 1an diang nhap lan dau tién thi ho s& nhan duoc mot
profile chuan. Mot thu muc ¢6 tén gidng nhu tén cua nguoi ding diang nhap sé
duogc tao trong thu muc Documents and Settings. Thu muc profile nguoi dung
duoc tao chira mot tap tin ntuser.dat, tap tin nay dugc xem nhu la mét thu muc
con chua cac lién két thu muc dén céc biéu tuong nén cua ngudi dung. Trong
Windows Server 2003 c6 ba loai Profile:

Local Profile: 1a profile caa nguoi ding duge luu trén may cuc bo va ho tu cau
hinh trén profile do.

Roaming Profile: 1a loai Profile dugc chira trén mang va ngudi quan tri mang
thém thong tin duong dan user profile vao trong thong tin tai khoan nguoi
dung, dé tw dong duy tri mot ban sao cua tai khoan ngudi ding trén mang.
Mandatory Profile: nguoi quan tri mang thém théng tin duong dan user profile
vao trong théng tin tai khoan nguoi dung, sau d6 chép mot profile da cau hinh
san vao duong dan d6. Luc d6 cac nguoi ding dung chung profile nay va khong
duoc quyén thay doi profile do.

Kich ban dang nhap (logon script hay login script) la nhitng tap tin chuong
trinh dugc thi hanh mdi khi nguoi ding dang nhap vao hé théng, voi chirc nang
la cau hinh méi truong lam viéc cua ngudi ding va phan phat cho ho nhing tai
nguyén mang nhu 6 dia, may in (duoc anh xa tir Server). Ban c6 thé dung nhiéu
ngdn ngir kich ban dé tao ra logon script nhu: 1énh shell cia DOS/NT/Windows,
Windows Scripting Host (WSH), VBScript, Jscript...

Poéi vai Windows Server 2003 thi ¢6 hai cach dé khai béo logon script 1a:
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khai bao trong thugc tinh cua tai khoan nguoi dung théng qua céng cu Active
Directory User and Computers, khai bao thong qua Group Policy. Nhung chu
y trong ca hai cach, cac tap tin script va moi tap tin can thiét khac phai duoc dat
trong thu muc chia s¢ SYSVOL, nam trong \Windows\SYSVOL\sysvol, néu cé4c
tap tin script ndy phucvu cho cdc may tién Win2K thiphai dit trong thu
muc

\Windows\Sysvol\sysvol\domainname\scripts. Dé céc tap tin script thi hanh
duoc ban nhé cap quyén cho cac ngudi dung mang ¢ quyén Read va Excute
trén cac tap tin nay.

Thu muc ca nhan (home folder hay home directory) la thu muc danh riéng
cho mdi tai khoan nguoi ding, gitp nguoi ding c6 thé luu trit cac tai liéu va tap
tin riéng, dong thoi day ciing 1a thu myuc mac dinh tai ddu nhic 1énh. Mudn tao
maot thu muc nhan cho ngudi ding thi trong muc Connect ban chon 6 dia hién
thi trén may tram va duong dan ma dia nay can anh xa dén (chi y la cac thu
muc dung chung dam bao da chia sé). Trong vi du nay ban chi thu muc
cad nhan cho tai khoan Tuan la “\server\tuan”, nhung ban c6 thé thay thé
tén tai khoan bang bién mdi truong ngudi ding nhu: “\server\%username%”.

4.2.4 Tab Member Of:

Tab Member Of cho phép ban xem va cau hinh tai khoan ngudi dung hién
tai 12 thanh vién cta nhitng nhém nao. Mot tai khoan ngudi ding co thé 1a thanh
vién caa nhiéu nhém khac nhau va nd dugc thira huong quyén cua tat ca cac
nhém nay. Muébn gia nhap vao nhdm nao ban nhap chudt vao nat Add, hop
thoai chon nhom s€ hién ra.

Trong hop thoai chon nhém, néu ban nhé tén nhém thi c6 thé nhap truc
tiép tén nhom vao va sau d6 nhap chudt vao nit Check Names dé kiém tra co
chinh xac khéng, ban c6 thé nhap gan ddng dé hé thong tim céc tén nhom cé
lién quan. Pay la tinh nang méi cua Windows Server 2003 tranh tinh trang tim
kiém va hién thi hét tat ca cac nhom hién c6 trong hé thong. Néu ban khong
nh& tén nhom thi chap nhan nhip chudt vao nit Advanced va Find Now dé tim
hét tat ca cac nhom
Néu ban muén tai khoan nguoi ding hién tai thoat ra khoi mot nhém nao dé thi
ban chon nhdm sau d6 nhap chudt vao nit Remove.

4.2.5 Tab Dial-in:
Tab Dial-in cho phép ban cau hinh quyén truy cap tir xa ctia nguoi ding cho
két ndi dial-in hoic VPN, ching ta s& khao sét chi tiét & chuong Routing and
Remote Access

4.3. Tao méi tai khoan nhom:
Ban tao va quan ly tai khoan nhom trén Active Directory théng qua cong
cu Active Directory Users and Computers. Truéc khi tao nhdm ban phai xac
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dinh loai nhdm can tao, pham vi hoat déng cua nhém nhu thé ndo. Sau khi
chuén bj diy du céc thong tin ban thuc hién cac budc sau:

Chon Start \ Programs \ Administrative Tools \ Active Directory Users and
Computers dé ma cong cu Active Directory Users and Computers 1én. Nhap phai
chu6t vao muc Users, chon New trén pop-up menu va chon Group.

Hop thoai New Object — Group xuat hién, ban nhap tén nhém vao muc
Group name, truong tén nhém cho cac hé diéu hanh truée Windows 2000 (pre-
Windows 2000) tu dong phat sinh, ban c6 thé hiéu chinh lai cho phi hop.

4.4. Cac tién ich dong lénh quan ly tai khoan ngwoi dung
va tai khoan nhom:

Windows Server 2003 cung cip nhiéu c6ng cu dong lénh manh mé, cé
thé dugc dung trong céac tap tin xi ly theo 16 (batch) hoac cac tap tin kich ban
(script) dé quan ly tai khoan nguoi dung nhu thém, xoa, stra. Windows 2003
con hd tro viéc nhap va xuat cac dol tuong tr Active Directory. Hai tién ich
dsadd.exe va admod.exe vai dbi sd user cho phép ching ta thém va chinh sira
tai khoan nguoi dung trong Active Directory. Tién ich csvde.exe dugce dung
dé nhap hoic xuat dir liéu dbi twong 'thong qua cac tép tin kiéu CSV (comma-
separated values). Pong thoi hé thong mai nay van con sir dung hai 1énh net
user va net group cua Windows 2000.

4.4.1 Lénh net user:
Chirc nang: tao thém, hiéu chinh va hién thi thong tin cta cac tai khoan ngudi
dung . Ca phép:
net user [username [password | *] [options]] [/domain]
net user username {password | *} /add [options] [/domain]

net user username [/delete] [/domain]
Y nghia cac tham sé:

- Khong tham sb: dung dé hién thi danh sach cua tat ca cac tai khoan nguoi

dung trén may tinh
[Username]: chi ra tén tai khoan nguoi dung can thém, xda, hiéu chinh
hodc hién thi. Tén cua tai khoan nguoi ding co thé dai dén 20 ky tu.

- [Password]: 4n dinh hoic thay d6i mat ma cua tai khoan ngudi ding. Mot
mat ma phai c6 chiéu dai téi thiéu bang véi chiéu dai quy dinh trong chinh
sach tai khoan ngudi ding. Trong Windows 2000 thi chiéu dai caa mat ma
c6 thé dai dén 127 ky ty, nhung trén hé théng Win9X thi chi hiéu duoc 14
ky tu, do d6 néu ban dit mat ma dai hon 14 ky tu thi c6 thé tai khoan
nay khong thé logon vao mang tir may tram ding Win9X.

- [/domain]: céc tc vu s& thuc hién trén may diéu khién ving. Tham s6
nay chi ap dung cho Windows 2000 Server la primary domain controller
hoac Windows 2000 Professional la thanh vién cua may Windows 2000
Server domain.
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- [/add]: thém mét tai khoan nguoi dung vao trong co so dir liéu tai khoan

nguoi dung.

- [/delete]: x6a mot tai khoan nguoi dung khoi co so dit liu tai khoan nguoi

dung.

- [/active:{no | yes}]: cho phép hoac tam khoa tai khoan ngudi ding. Néu
tai khoan bi khoa thi nguoi ding khdng thé truy cap cac tai nguyén trén may
tinh. Méc dinh la cho phép (active).

- [/comment: "text""]: cung cap md ta vé tai khoan ngudi ding, md ta nay cd

thé dai dén 48 ky tu.

- [/countrycode:nnn]: chi dinh ma quéc gia va ma vang.

- [/expires:{date | never}]: quy dinh ngay hét hiéu luc cua tai khoan nguoi

dung.

- [/fullname:"'name"']: khai bao tén day du cta nguoi ding.

- [/homedir:path]: khai bdo duong dan thu muc ca nhan cua tai khoan, chi
y dudng dan nay da ton tai.

- [/passwordchg:{yes | no}]: chi dinh nguoi ding c6 thé thay d6i mat ma
ctia minh khéng, mic dinh Ia c6 thé.

- [/passwordreq:{yes | no}]: chi dinh mot tai khoan nguoi dung phai c6 mot
mat ma, mac dinh la c6 mat ma.

- [/profilepath:[path]]: khai bao duong dan Profile caa nguoi dung, néu
khdng hé thong sé tu tao mot profile chuan cho ngudi dung lan logon dau
tién.

- [/scriptpath:path]: khai bao duong dan va tap tin logon script. Puong dan
nay c6 thé 1a duong dan tuyét dbi hoic duong dan twong dbi (vi du:
%systemroot%\System32\RepI\Import\Scripts).

- [/times:{times | all}]: quy dinh gio cho phép nguoi dung logon vao mang
hay may tinh cuc bo. Céc thi trong tuin duoc dai dién bai ky tuw : M, T, W,
Th, F, Sa, Su. Gi¢ ta dung AM, PM dé phan biét budi sang hoic chiéu. Vi
du sau chi cho phép nguoi dung lam viéc trong gio hanh chinh tir tha 2
dén tha 6: “M,7AM-5PM; T,7AM-5PM; W,7AM-5PM; Th,7AM-5PM;
F,7AM-5PM;”

- [/workstations:{computernamel,...] | *}]: chi dinh cac may tinh ma
nguoi ding nay co thé sir dung dé logon vao mang. Néu /workstations
khong ¢ danh sach hoic danh sach la ky tu <** thi nguoi dung cé thé st
dung bat ky may nao dé vao mang.

4.4.2 Lénh net group:
Chic nang: tao moi thém, hién thi hoic hiéu chinh nhém toan cuc
trén Windows 2003 Server
Cu phép:
net group [groupname [/comment:"text"]] [/domain]
net group groupname {/add [/comment:"text"] | /delete} [/[domain]
net group groupname username[ ...] {/add | /delete} [/domain]

Y nghia cac tham sé:
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- Khéng tham sé: dung dé hién thi tén ctia Server va tén cia cac nhom trén

Server do.

- [Groupname]: chi dinh tén nhén can thém, ma réng hoic x6a.

- [/comment:"'text'"]: thém thong tin mo ta cho mot nhdm méi hoac co san,
ndi dung nay cé thé dai dén 48 ky tu.

- [/domain]: cac tdc vu s& thuc hién trén may diéu khién vung.
Tham s6 nay chi &p dung cho Windows 2003 Server 14 primary
domain controller hoac Windows 2003 Professional la thanh vién
cua may Windows 2003 Server domain.

- [username[ ...]]: danh s&ch mot hoic nhiéu nguoi ding can thém
hoic xda ra khoi nhom, cac tén nay cach nhau boi khoang tring.

- [/add]: thém mét nhdm hoac thém mét nguoi dung vao nhom.

[/delete]: x6a mdt nhdm hoac x6a mot nguoi dung Khoi nhém.

4.4.3 Céc lgnh hé tro dich vu Active Driectory trong moi trwong Windows
Server 2003:

Trén hé théng Windows Server 2003, Microsoft phat trién them mot sb
lénh nhim hd trg tot hon cho dich vu Directory nhu: dsadd, dsrm, dsmove,
dsget, dsmod, dsquery. Céac lénh nay thao tac chu yéu trén cac ddi tuong
computer, contact, group, ou, user, quota.

- Dsadd: cho phép ban thém mot computer, contact, group, ou hoac
user vao trong dich vu Directory.

Dsrm: x6a mot d6i tuong trong dich vu Directory.

Dsmove: di chuyén mot dbi twong tir vi tri ndy dén vi tri khéac trong dich vu
Directory.

Dsget: hién thi cac théng tin lya chon caa mét dbi tugng computer,
contact, group, ou, server hoac user trong mét dich vu Directory.

Dsmod: chinh stra c&c thong tin cua computer, contact, group, ou hoac
user trong mét dich vu Directory.

Dsquery: truy van cac thanh phan trong dich vu Directory.

Vi du:
- Tao mdt user mai: dsadd user “CN=hv10, CN=Users,
DC=netclass, DC=edu, DC=vn” —samid hv10 —pwd 123

- Xo6a mot user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”

- Xem céc user trong hé théng: dsquery user

- Gia nhap user mai vao nhém: dsmod group “CN=hs, CN=Users,
DC=netclass, DC=edu, DC=vn” —addmbr “CN=hv10, CN=Users,
DC=netclass, DC=edu, DC=vn”
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Chwong 5: Implementing Printing
Bai 5: QUAN TRI MAY IN
Muc tiéu:
- M5 ta vé md hinh va thuét ngit duoc sir dung cho téc vy in an trong Windows;
- Cai d¢at mot may in logic tren mot may chu in an;
- ChUan bi mot may chu in an cho céc may tram;
- Két ndéi mot may tram in an dén mot may in logic trén may chu in an;
- Quan trj hang doi in 4n va cac dic tinh may in;
- Xt ly sy ¢b cac 16i vé may in.
- Thuc hién céc thao tac an toan v&i may tinh.

1. Cai dat may in:

Trudc khi ban c6 thé truy xuat vao thiét bi may in vat Iy thong qua hé dicu
hanh Windows Server 2003 thi ban phai tao ra mdt may in logic. Néu may in
cua ban co tinh nang Plug and Play thi may in d6 sé dugc nhan dién ra ngay
khi né duoc gan vao may tinh dung hé diéu hanh Windows Server 2003.
Tién |'ch~Found New Hardwareq Wizard sé tu dong bat Iér]. Tién ich nay sé
huong dan cho ban tirng bude dé cai dat may in. Neu hé dieu hanh nhan dién
khong chinh xac thi ban ding dia DVD dugc hang san xuat cung cap kem theo
may dé cai dat.

Ngoai ra, ban ciing c6 thé tu minh thuc hién tao ra mét may in logic bang
cach st dung tién ich Add Printer Wizard. Bé c6 thé tao ra mot may in logic
trong Windows Server 2003 thi truéc hét ban phai dang nhap vao hé théng véi
vai tro la moét thanh vién ciaa nhdm Administrators hay nhom Power Users
(trong truong hop day la mot Server thanh vién) hay nhdm Server Operators

(trong truong hop day la mot domain controller).

Ban c6 thé tao ra mot may in logic cuc bo twong ung véi mot may in vat ly
duoc gan truc tiép vao may tinh cuc bd cia minh hoic twong tng véi mot may in
mang (may in mang duoc gan vao mot may tinh khac trong mang hay mot thiét
bi Print Server). Muén thao tac bang tay dé tao ra mot may in cuc bo hay mot
may in mang, ching ta lan lugt thuc hién céc thao tac sau day:

Bai tap 5: Cai dat may in (Printer)

Nhap chuot chon Start, rdi chon Printers And Faxes.

Nhap chuot vao biéu tugng Add Printer, tién ich Add Printer Wizard s&
duoc khai dong. Nhap chuot vao nat Next dé tiép tuc.

Hop thoai Local Or Network Printer xuat hién. Ban nhap vao tly chon
Local Printer Attached To This Computer trong truong hop ban c6 mot may
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in vat ly gan truc tiép vao may tinh ctia minh. Néu truong hop ta dang tao ra
mot may in logic ung véi mot may in mang thi ta nhap vao tly chon A
Printer Attached To Another Computer. Néu may in dugc gan truc tiép vao
may tinh, ban c6 thé chon thém tinh ning Automatically Detect And Install
My Plug And Play Printer. TQy chon nay cho phép hé thdng tu dong quét may
tinh ctia ban dé phét hién ra cac may in Plug and Play, va tu dong cai dit cac
may in d¢6 cho ban. Khi da hoan tat viéc chon lya, nhap chudt vao nit Next dé
sang budéc ké tiép.

Néu may in vat ly dd duoc tu dong nhan dién bang tién ich Found New
Hardware Wizard. Tién ich nay s& huéng dan ban tiép tuc cai dat driver may in
qua tirng budec.

Hop thoai Print Test Page xuat hién. Néu thiét bi may in dugc gan truc tiép
vao may tinh cua ban, ban nén in thir mot trang kiém tra dé xac nhan rang moi
thar déu duoc cau hinh chinh xac. Nguoc lai, néu may in 12 may in mang thi ban
nén bé qua budc nay. Nhap chudt vao nit Next dé sang bude ké tiép.

Hop thoai Completing The Add Printer Wizard hién ra. Hop thoai nay
dem dén cho chiing ta mot co hdi dé xac nhan rang tat ca cac thuoc tinh may in
da duoc xac lap chinh xac. Néu ban phét hién c6 thdng tin nao khéng chinh xéc,
hdy nhap chuot vao nat Back dé quay lai sira chita thong tin cho dung.

Con néu nhan thay moi thir déu on ca thi ban nhap chudt vao nit Finish.

Mot biéu tuong may in mai sé hién ra trong ctra so6 Printer And Faxes.
Theo mac dinh, may in s€ duogc chia sé.
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Chwong 6: Managing Printing
2. Quan ly thugc tinh may in:
2.1.Cau hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau do trong
muc Orientation, ban chon cach thirc in trang theo chiéu ngang hay chiéu doc.
Trong muc Page Order, ban chon in tir trang dau dén trang cudi cua tai liéu
hodc in theo thtr ty nguoc lai. Trong muc Pages Per Sheet, ban chon sé trang
tai liéu s& duoc in trén mot trang gidy.
2.2.Giay va chat lwgng in

Ciing trong hop thoai Printing Preferences, dé qui dinh gidy va chat
lugng in, ching ta chon Tab Paper/Quality. Cac tuy chon trong Tab
Paper/Quality phu thudc vao dic tinh ciia may in. Vi dy, may in chi cé thé cung
cap mot tly chon I1a Paper Source. Con dbi voi may in HP OfficeJet Pro Cxi,
chung ta c6 cac tuy chon la: Paper Source, Media, Quality Settings va Color

2.3.Céc théng s6 mé rong

Nhap chudt vao nit Advanced & gdc dudi bén phai caa hop thoai Printing
Preferences. Hop thoai Advanced Options xuat hién cho phép ban diéu chinh
cac théng sé6 ma& rong. Ching ta c6 thé ¢ cac tly chon cua may in nhu:
Paper/Output, Graphic, Document Options, va Printer Features. Cac
théng s6 ma rong co trong hop thoai Advanced Options phu thudc vao driver
may in ma ban dang st dung.

3. Cau hinh chia sé may in:

Nhap phai chuot 1én may in, chon Properties. Hop thoai Properties xuét
hién, ban chon Tab Sharing. Bé chia s¢ may in nay cho nhiéu nguoi ding,
ban nhap chudt chon Share this printer. Trong muc Share name, ban nhap
vao tén chia sé caa may in, tén ndy s& dugc nhin thay trén mang. Ban ciing co
thé nhap chon muc List In The Directory dé cho phép nguoi dung co6 thé tim
kiém may in théng qua Active Directory theo mot vai thudc tinh dac trung nao
do.

Ngoai ra, trong Tab Sharing, ta c6 thé ciu hinh driver hd trg cho cdc may tram
su dung may in trong truong hop may tram khong phai la Windows Server
2003. bay la mot tinh nang can thi€t vi né cho pheép chi dinh cac driver ho trg
in dé€ cac may tram co thé tai vé mot cach tu dong. Mac dinh, driver duy nhat
duoc nap vao la driver cua hang Intel cho cac may tram la Windows

2000, Windows Server 2003, va Windows XP. B¢ cung cap thém cac driver
cho may tram khac, ban nhap chuét vao nut Additional Drivers nam phia
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dusi Tab Sharing. Hop thoai Additional Drivers xuat hién. Windows
Server 2003 hd trg cac driver thém vao cho cac Client 1a mot trong nhiing
hé diéu hanh sau:

- Itanium Windows XP hay Windows Server 2003.

- x86 Windows 2000, Windows XP, hay Windows Server 2003 (mac dinh).

- x86 Windows 95, Windows 98, hay Windows Millennium Edition.

- x86 Windows NT 4.
4. Cau hinh thong s6 port
4.1. Cau hinh céac théng sé trong Tab Port:

Trong hop thoai Properties, ban chon Tab Port dé ciu hinh tat ca céc
port da duoc dinh nghia cho may in st dung. Mot port dugc dinh nghia nhu
mot interface s& cho phép may tinh giao tiép véi thiét bi may in. Windows
Server 2003 hd tro cac port vat ly (local port) va cac port TCP/IP chuan
(port logic).

Port vat ly chi duoc sa dung khi ta gan truc tiép may in vao may tinh.
Trong truong hop Windows Server 2003 dang duoc trién khai trong mot
nhém 1am viéc nho, hau nhu ban phai gidn may in vao port LPT1.

Port TCP/IP chuan duoc st dung khi may in cé thé két ndi truc tiép vao
mang (trén may in c6 hd tro port RJ45) va may in nay c6 mot dia chi IP dé
nhan dang. Uu diém ctia may in mang la tc do in nhanh hon may in cuc bo
va may in co6 thé dit bat ki noi nao trong hé thong mang. Khi d6 ban can chi
dinh mét port TCP/IP va khai bao dia chi IP caa may in mang. Cung véi viéc
X04 va cau hinh lai mot port da ton tai, ban ciing c6 thé thiét 1ap printer pooling
va diéu hudng cac cong viéc in 4n dén mot may in khéc.

4.2. Printer Pooling:

Printer pool dugc st dung nham phédi hop nhiéu may in vat Iy véi mot
may in logic, dugc minh hoa nhu hinh bén duéi. Loi ich caa viéc st dung printer
pool 1a may in ranh dau tién s& thyuc hién thao tac in 4n cho ban. Tinh nang nay
rat hitu dung trong truong hop ta ¢ mot nhém cac may in vat ly dugc chia sé
cho mgt nhom nguoi dung, vi du nhu 1a nhom céc thu ky
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Print Server
Printer - Sales

Dé cau hinh mot printer pool, ban nhip chudt vao tiy chon Enable Printer
Pooling nam & phia dugi Tab Port trong hop thoai Properties. Sau d6, kiém tra
lai tat ca cac port ma ta du dinh gin cac may in vat ly trong printer pool vao.
Néu ta khéng chon tlly chon Enable Printer Pooling thi ta chi c6 mét port
duy nhéat cho mdi may in. Chl y tat ca cac may in vat ly trong mot printer pool
phai str dung cung mot driver may in.

4.3. Piéu hwéng tac vu in dén mot may in khac

Néu mét may in vat Iy cua ban bi hu, ban c6 thé chuyén tat ca cac tac vu
in 4n ctia may in bi hu sang mét may in khéac. Bé lam duoc diéu ndy, truéc hét
ban phai dam bao may in méi phai ¢6 driver giéng véi may in cii. Sau do, trong
Tab Port, ban nhap chudt vao niut Add Port, chon Local port réi chon tiép
New Port. Hop thoai Port Name xuét hién, gd vao tén UNC cua may in
mai theo dinh dang: \\computername\printer_sharename.

5. C4u hinh Tab Advanced:
5.1. Cac théng sb ciia Tab Advanced

Trong hop thoai Properties, ban nhap chudt vao Tab Advanced dé diéu khién
cac dac tinh caa may in. Ban cé thé cau hinh cac thudc tinh sau:

- Kha nang caa may in

- Do uu tién cua may in

- Driver ma may in s€ str dung

- CAc thudc tinh dong tac (spooling) caa may in
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- Cach thuec in tai liéu
- Ché d6 in mac dinh

- Sir dung bd xu ly in 4n nao
- Cac trang doc lap

5.2. Kha ning sin sang phuc vu ciia may in

Théng thuong, ching ta can kiém tra kha niang sin sang phuc vu ciia may
in trong truong hop ching ta c6 nhiéu may in cing sir dung mot thiét bi in. Mac
dinh thi tuy chon Always Available luén dugc bat 1én. Do @6, ngudi dung co
thé sir dung may in 24 tiéng mot ngay. Bé gisi han kha ning phuc vu cua may
in, ban chon Available From va chi dinh khoang thoi gian ma may in sé phuc
vu. Ngoai khoang thoi gian nay, may in s& khong phuc vu cho bat ki nguoi ding
nao

5.3. Do wu tién (Printer Priority)

Khi ban dat do uu tién, ban sé dinh ra bao nhiéu cong viéc s€ duoc gui
truc tiép vao thiét bi in. Vi du, ban c6 thé st dung tiy chon nay khi 2 nhém
ngudi dung cing chia s¢ mot may in va ban can diéu khién do wu tién doi
véi cac thao tac in 4n trén thiét bi in nay. Trong Tab Advanced cua hop
thoai Properties, ban s& dat ¢ wu tién bang céac gia tri tir 1 dén 99, véi 1 1a c6
d6 uu tién thap nhat va 99 1a c6 do uu tién cao nhat.

Vi du: gia str c6 mot may in dugc phong ké toan st dung. Nhing ngudi
quan ly trong phong ké toan ludn luén muén tai liéu cta ho s& duoc uu tién in
ra trugc cac nhan vién khac. Bé cau hinh cho viéc sap xép tht tu ndy, ta tao ra
mot may in tén 12 MANAGERS gin vao port LPT1 v4i d6 uu tién 1a 99. Sau
dd, ciing trén port LPT1, ta tao thém mot may in nira tén la WORKERS véi
d6 uu tién la 1. Sau d6, ta sé su dung Tab Security trong hop thoai
Properties dé gi6i han quyén st dung may in MANAGERS cho nhitng
nguoi quan ly. Boi véi cac nhan vién con lai trong phong ké toan, ta cho phép
ho st dung may in WORKERS (chding ta s& tim hiéu rd hon vé Security trong
phan sau). Khi cac tac vu in xuat phat tr may in MANAGERS, n6 sé& di vao
hang doi cua cua may in vat Iy véi do uu tién cao hon 1 c4c tac vu xuat phat tir
may in WORKERS. Do do, tai liéu cua nhitng nguoi quan ly sé dugc uvu tién in
truoc.

5.4. Print Driver
Muc Driver trong Tab Advanced cho phép ban chi dinh driver sé dung
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cho may in. Néu ban d& cau hinh nhiéu may in trén mot may tinh thi ban c6 thé
chon bat ki driver nao trong cac driver da cai dit. Thao tdc thuc hién nhu
sau: Nhap chuot vao nat New Driver dé khai dong Add Printer Driver
Wizard. Add Printer Driver Wizard cho phép ban thuc hién cap nhat ciing nhu
thém driver mai.

5.5. Spooling

Khi ban ciu hinh tiy chon spooling, ban can chi dinh r c4c tac vu in 4n
s& duoc day ra duong éng may in hay duoc gui truc tiép dén thiét bi may in.
Spooling cd nghia 1a cac thao tac in 4n s& duoc luu trit xudng dia thanh mot
hang doi truéc khi céc thao tac in nay dugc gui dén may in. C6 thé xem
spooling giéng nhu 12 bo diéu phdi in 4n néu nhu tai mot thoi diém cd nhiéu
ngudi ding cung lic goi yéu cau dén may in. Theo ché do mac dinh, tiy chon
spooling s& duoc bat 1&n san.

5.6. Print Options

Phia dugi Tab Advance cé chia bbn tiy chon in an. 6 1a cé4c tiy chon:

- Hold Mismatched Documents: tuy chon nay hitu dung trong truong hop
ban st dung ché do nhiéu biéu mau trong mot may in. Mic dinh thi tiy
chon nay s& khéng duoc bat 18n. Cac tac vu s& dugc in theo ché do first-in-
first-out (FIFO). Néu ban bat ty chon nay Ién, hé thdng s& chon wu tién
in tredc nhitng tac vu c6 chung mét biéu mau.

- Print Spooled Documents First: tly chon ndy qui dinh rang cac tac vu in
an duoc diéu hudng xong trude cac loai tac vu 16n khac. Diéu nay ¢ nghia
la c4c tAc vu in 4n s& ¢ d6 uu tién Ion hon cac loai tic vu khac trong qué
trinh diéu huéng. Mac dinh thi tdy chon nay ludn duoc bat 18n gilp gia ting
hiéu qua lam viéc cua may in.

- Keep Printed Documents: tuy chon nay qui dinh rang cac tac vu in an
phai duoc x0a khoi hang doi diéu husng in an khi cac tac vy nay da hoan
ta:[ qua trinh in. Thong thuong, ban mudn x6a cac tac vu in an ngay khi no
bat dau in boi vi nu chling ta ti€p tuc luu trir cac tac vu nay trong hang
doi dieu husng va doi cho den khi ching duoc in xong méi xoa thi s€ phai
ton dung luong 6 dia cho viéc luu trit. Mac dinh thi tuy chon nay sé khéng
duoc bat 1én.

- Enable Advanced Printing Features: tly chon nay qui dinh riang bat ki
cac tinh ning mé rong nao ma may in cua ban c6 hd tro vi du nhu Page
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Order va Pages Per Sheet nén duoc bat I1én. Mac dinh thi tay chon nay
lubn dugc bat 18n. Chi trong truong hop xay ra cac van dé& vé twong thich
thi ban c6 thé tat tiy chon ndy. Vi du nhu ban dang sir dung driver cho
maot thiét bi may in twong tu nhung n6 khong hd tro tit ca cac tinh ning
ctia may in. Trong truong hop d6, ban nén tat tdy chon nay di.

5.7. Printing Defaults

NGt Printing Defaults nam & goc trai phia dudi cua Tab Advance.
Néu ban nhip chudt vao nat Printing Defaults, hop thoai The Printing
Preferences s& xuat hién. Day ciing chinh 12 hop thoai s& xuat hién khi ban nhap
chuot vao nat Printing Preferences trong Tab General

5.8. Print Processor

Bo xir ly in 4n duoc sir dung dé qui dinh Windows Server 2003 c6 can
phai thuc hién cac xu Iy bo sung trong cong viéc in an hay khéng. Bo xir ly
in 4&n WinPrint mic dinh dugc cai dit va duwoc Windows Server 2003 st
dung. Bo Xt ly in 4n WinPrint cé thé hd tro mot vai kiéu dir liéu.

Theo mc dinh thi hau hét céc ing dung trén nén Window sir dung chuan
EMF (enhanced metafile) dé goi cac tac vu den may in. Chuan EMF dung
kicu di ligu RAW. Ki€u dit liéu nay s&€ bao v&i bo xtr ly in an la tac vu nay
khdng can phai stra d6i @6 uwu tién khi in. Biéu nay la do nha san xuat phan mém
qui dinh.

Bang danh séach céc kiéu di liéu dugce bd xur 1y in 4n trong Windows Server
2003 hd tro:

Kiéu dir liéu M6 ta

RAW Khong 1am thay doi tai liéu in an

RAW (FF appended) Khong lam thay d6i tai ligu in an ngoai trir viéc thém
vao mot ki tu form- feed

Khong 1am thay d6i tai liéu in an ngoai trir viéc kiém
tra xem c6 can thém vao mot ki tu form-feed hay
NT EMF 1.00x Thuong diéu hudng cac tai liéu dugc gui tir cac may

RAW (FF Auto)

Phién dich tat ca cac kiéu dir liéu van ban don gian
va may in s& thuc hién in bang cach st dung cac Iénh

TEXT

5.9. Separator Pages

Separator pages dugc su dung tai thoi diém béat dau cua mdi tai liéu
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nhim muc dich dinh dang rd nguoi dung ndo da thuc hién viéc in tai liéu
nay. Néu nhu may in khdng dugc chia sé¢ thi ché do Separator pages vo
hinh chung s& gay ra lang phi gidy in. Néu trong truong hop may in dugc chia
sé cho nhiéu nguoi dung thi ché d6 Separator pages s& hitu dung trong viéc
phan phéi cac tac vu in 4n da hoan tat.

Dé thém mét Separator page, ban thuc hién nhu sau: nhap chudt vao nat
Separator page nam & goc phai phia dwéi Tab Advance. Hop thoai Separator
page hién ra, ban nhap chuot vao nat Browse dé chon tap tin Separator page
nao ban muén st dung.

6. Cau hinh Tab Security:
6.1. Giédi thiéu Tab Security

Chling ta c6 thé kiém soat quyén truy cap vao may in Windows Server
2003 caa nguoi dung ciing nhu cac nhdm ngudi ding bang cach cau hinh quyén
in 4n. Chung ta cd thé cho phép hoic khdng cho phép nguoi dung truy xuat may
in. Chling ta cap quyén in 4n cho ngudi dung va nhém nguoi ding théng qua
Tab Security trong hop thoai Properties ctia may in.

Bang phan quyén in 4n cho nguoi ding

Quyén han Mo ta

Cho phép nguoi ding hogc mot nhém ngudi diing c6 thé ket

Print noi va gui tac vu
Cho phép thuc hién thao tac diéu khién, quan ly may in. Voi
quyén nay, ngudi ding hoic nhém ngudi dung cé thé dung
2"‘?‘”?96 hoiic khai dong lai may in, thay déi ciu hinh ctia bé didu tac,
rinters

chia sé hoic khong chia s¢ may in, thay d6i quyén in an, va
guan tri cac thudc tinh cua may in.

Cho phép nguoi dung quan ly céc tai liéu in qua cac thao tac
Manage dirng viéc in, khoi dong lai, phuc héi lai, hodc 1a xo4 tai liéu
Documents | ra khoi hang doi may in. Nguoi dung khong thé diéu khién
trang thai cia may in.

Special

~ . |Bang cach chon Tab Advanced trong hop thoai Print
Permissions

Permissions, ban c6 thé quan Iy cac quyén dic biét
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Theo mic dinh, bat ki khi ndo mot may in duoc tao ra, cac quyén in 4n
mac dinh s& duoc thiét 1ap. Bang cac quyén in 4n mic dinh:

Nhém quyén Dugc phépin | Qudan ly in Quan ly tai licu
in
Administrators X X X
Creator Owner X
Everyone X
Print Operators X X X
Server X X X
Operators

6.2. Cap quyén in cho nguoi dung/nhém nguoi ding

Théng thuong, ban co the chap nhan quyén in an mic dinh da duoc thiét lap
san. Tuy nhién, trong mot s truong hop dic biét, ban can phai hiéu chinh lai
cac quyén in cho thich hop. Vi du: Cong ty cua ban vira trang bi cho phong
Marketing mot may in laser mau dat tién, ban khéng mudn ai ciing duoc phép
st dung may in nay. Trong truong hop nay, trudc tién ban phai bo tuy chon Allow
checkbox for the Everyone group. Sau do, them nhom Marketing vao trong
danh sach cua Tab Security. Cudi cing ban cap cho nhom Marketing quyén
Print. Muén thém cé&c quyén in 4n, ban thyc hién cac budc sau:

1. O Tab Security trong hop thoai Properties ctia may in, nhap chudt vao nat
Add.
2. Hop thoai Select Users, Computers, Or Groups xut hién, ban nhap

vao tén cua nguoi dung hodc nhdm nguoi dung ma ban dinh cap quyén in an
réi nhap chudt vao nat Add. Sau d6, ban chon tit ca cac nguoi ding ma ban
mudn cap quyén va nhap chudt vao nit OK.

3. Chon nguoi dung hodc nhom nguoi dung tir danh sach cac phan quyen
sau do chon Allow dé cap quyén hoic chon Deny dé khong cap quyén in an,
cac quyén quan ly may in hay cac quyén quan ly tai liéu in.

Pé loai bo mot nhém c¢6 san trong danh sach phan quyén, ta s& chon nhom
dd va nhap chuot vao ndt Remove. Nhém vira chon sé khong con duoc liét ké
trong Tab Security nira va khéng thé dugc cap bat ki quyén han in an nao.

7. Quan ly print server:
7.1. Hop thoai quan ly Print Server

Print Server la mot mot may tinh trén do c6 dinh nghia sdn cac may in.
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Khi nguoi ding giri mot yéu cau in 4n dén mot may in mang, thi trude tién, yéu
cau d6 phai dugc giri dén Print Server. N6i cach khac Print Server s& ¢6 nhiém
vu quan ly tit ca cac may in logic d duoc tao ra trén may tinh. Véi tu cach la
maot Print Server, may tinh ndy phai dia manh dé hd tro cho viéc d6n nhan céc
tac vu in 4n va né ciing phai du khéng gian dia tréng dé chira cac tac vu in trong
hang doi.

Ban c6 thé quan ly Print Server bing cach cdu hinh céc thudc tinh
trong hop thoai Print Server Properties. Ching ta mo hop thoai Print Server
Properties biang cach: mé hop thoai Printers And Faxes, chon File 16i chon
tiép Server Properties. Hop thoai Print Server Properties bao gom cac
Tab: Forms, Ports, Drivers va Advanced.

7.2. Cau hinh céc thugc tinh Port ctia Print Server

Trong hop thoai Printer Server Properties, ban m¢ Tab Port. Tab nay
cling tuong tu nhu Tab Port trong hop thoai Properties cia may in. Su khac
nhau gitra hai Tab Port la: Tab Port trong hop thoai Print Server Properties
duoc st dung dé quan ly tat ca cac port trén Print Server. Con Tab port
trong hop thoai Properties caa may in quan |y cac port cua thiét bi may in vat
ly.
7.3.Cau hinh Tab Driver

Trong hop thoai Printer Server Properties, ban m¢o tab Driver. Tab
Driver cho phép ban quan ly cac driver may in da dugc cai dat trén Print
Server. Béi véi mdi driver may in, Tab nay sé hién thi tén, méi truong va hé
diéu hanh ma driver hd tro.

Str dung céc tly chon trong Tab Driver, ban c6 thé thém vao hay loai bo
hay cap nhat driver may in. Bé nhin thay cac thudc tinh caa mot driver may
in, ta chon driver can hién thi va nhap chudt vao nat Properties. Céc thudc tinh
ctia mot driver may in géom co:

- Téndriver.
- Phién ban.
- Boxuly.
- Ngon ngi.
- Loai dir liéu mac dinh.
- buong dan cua driver.
8. Giam sat trang thai hang doi may in:
Chulng ta c6 thé dung tién ich System Monitor dé quan Iy hang
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doi may in. System Monitor duoc ding dé theo déi cac counter lién
quan dén thao tac thuc hién cho nhiéu d6i twong may tinh. Mudn quan
ly hang doi may in bang System Monitor, ta thuc hién theo cac budc sau:

1. Chon Start\ Administrative Tpols \ Performance.
2. Hop thoai Performance sé xuat hién. Mac dinh thi tién ich System
Monitor sé dugc chon nhu hinh sau:

3. Nhap chudt vao nit Add (c6 biéu trong dau +) dé truy xuat vao hop
thoai Add Counters. Sau do, nhap chon Print Queue Performance

Object.

4. Trong hop thoai Add Counters, ban c6 thé chi dinh ra may tinh ma ban

muon giam sat (ca may tinh cuc bo va may tinh & xa). Performance Object
ma ban can theo ddi (trong truong hop nay la hang doi - Print Queue), cac
counter ma ban muén theo ddi, va ban ciing chi ra 1a ban ¢c6 muén theo ddi
tat ca cac thé hién hay 1a ban chi muén theo ddi mét s6 thé hién cua counter
duoc ban lua chon. Néu ban chon tat ca cac thé hién duogc lwa chon s& cho
phép tat ca dir lidu cua tat ca cac hang doi in 4n da duoc dinh nghia trong
may in. Con néu ban chon chi theo d6i mot sé thé hién cua counter thi ban

chi theo ddi duoc dit liéu tir mot sé hang doi in 4n c& nhan.
Bang danh sach cac hang degi in an da dwoc dinh nghia:

Print Queue
Counter

Mo ta

Add Network

Printer Calls

Counter nay sé chi ra bao nhiéu Print Server da duoc
thém vao cac may in dugc chia sé trong mang. Con sb
nay duoc tich lity tir 1an khoi dong cudi cling cua server

Bytes Printed/Sec

SO byte trong thyc té dé duoc in trén mot hang doi trong
moi giay

Chi ra c6 bao nhiéu yéu cau da duoc gui dén Print

Enumerate )
Network Server tr cac danh sach duyét mang. Con s6 nay dugc
Printer Calls tich luy tir lan khoi dong cudi cung cua Server.

Tong sb cac 16i thao tac da dugc tudng trinh bai hang
Job Errors doi in an. Con so nay duoc tich luy tir lan khoi dong cuoi

clng cua Server.

Chi ra con sd hién tai cac thao tac in 4n van con
Jobs trong hang doi chua

_ Chi ra con sb hién tai c4c thao tac in 4n di duoc diéu

Job Spooling huong dén hang doi in an..
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Max Jobs Spooling

Chi ra con s6 tdi da cac thao tac in an da duoc luu triv
trong hang doi in an ké tir lan khai dong cuoi cung caa
Server.

Max References

Chi ra con sb tbi da cac tac vu mo (tham chiéu) da duoc
gui dén may in ké tir 1an khai dong cudi cling cua
Server.

Not Ready Errors

Chi ra sé luong céac 16i may in “chua sin sang phuc
vu” da dugc phét sinh trong hang doi in 4n. Con sé nay
duoc tich luy tir 1an khoi dong cudi cung cua Server.

Out of Paper
Errors

Chi ra s6 luong cac 16i may in khong co gidy da
dugc phat sinh trong hang doi in an. Con s nay duoc
tich luy tir 1an khoi dong cudi cung cua Server.

Total Jobs Printed

Pugc st dung dé hién thi bao nhiéu tac vu in an da duoc
thuc hién thanh cdng. Con sé nay duoc tich luy tir 1an
Khoi dong cudi cling ciia Server.

Total Pages
Printed

Puoc st dung dé hien thi bao nhiéu trang da duoc in
thanh cong. Con s6 nay dugc tich luy tr 1an khoi dong

cudi cling cua Server.
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Chwong 8: Implementing Group Policy
Bai 6: TAO VA QUAN LY THU MUC DUNG CHUNG

Muc tiéu:

- Trinh bay cac loai quyén truy cap dit liéu;
- Tao va quan ly cac thu muc dung chung trén mang.
- Thuc hién céc thao tac an toan véi may tinh.

1. Tao thu muc dung chung:
1.1.Chia sé thw muc dung chung

CAac tai nguyén chia sé 1a c4c tai nguyén trén mang ma cac ngudi ding cé thé
truy xuit va st dung thong qua mang. Mudn chia s¢ mét thu muc dung chung
trén mang, ban phai logon vao hé théng voi vai trd nguoi quan tri
(Administrators) hoic 1a thanh vién ciia nhém Server Operators, tiép theo trong
Explorer ban nhap phai chudt trén thu muc d6 va chon Properties, hop thoai

Properties xuat hién, chon Tab Sharing.
Y nghia ctia cAc muc trong Tab Sharing:

Muc

Y nghia

Do not share this
folder

Chi dinh thu muc nay chi duogc phép truy cap cuc bd

Share this folder

Chi dinh thu muc nay dugc phép truy cap cuc bd va
truy cap qua mang

Share name Tén thu muc ma ngudi ding mang nhin thay va truy
cap

Comment Cho phép nguoi dung md ta thém thong tin ve
thu muc dung chung nay

User Limit Cho phép ban khai béo s6 kqét noi toi da truy xuat
vao thu muc tai moét thoi diém

Permissions Cho phép ban thiét 1ap danh sach quyén truy cap

thong qua mang cua nguoi dung

Offline Settings

Cho phép thu muc duoc luu trir tam tai liéu khi lam
viéc dudi ché do Offline.

1.2.Cau hinh Share Permissions
Ban muén cip quyén cho cic ngudi dung truy cap qua mang thi ding Share

Permissions. Share Permissions chi c6 hiéu luc khi nguoi dung truy cap qua
mang chir khéng c6 hiéu luc khi ngudi dung truy cap cuc bd. Khac véi NTES
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Permissions 1a quan ly ngudi ding truy cap dudi cap do truy xuat dia. Trong
hop thoai Share Permissions, chtra danh séch cac quyén sau:

- Full Control: cho phép ngudoi dung cé toan quyén trén thu muc chia sé.

- Change: cho phép ngudi ding thay doi dit lidu trén tap tin va x6a tap tin trong
thu muc chia sé.

- Read: cho phép nguoi dung xem va thi hanh cac tap tin trong thu muc chia
sé. Ban mudn cap quyén cho nguoi dung thi nhdp chudt vao nit Add.

Hop thoai chon ngudi ding va nhém xuat hién, ban nhap d6i chudt vao cac
tai khoan nguoi dung va nhém can chon, sau dé chon OK.

Trong hop thoai xuat hién, muén cip quyén cho nguoi ding ban danh ddu vao
muc Allow, ngugc lai khoa quyén thi danh dau vao muc Deny.

1.3.Chia sé thw muc dung Iénh netshare:
Chirc ning: tao, X6a va hién thi cac tai nguyén chia sé. Ca phap:
net share sharename
net share sharename=drive:path [/users:number | /unlimited] [/remark:"text"]
net share sharename [/users:number | unlimited] [/remark:"text"]
net share {sharename | drive:path} /delete

Y nghia cac tham sé:

- [Khong tham s6]: hién thi théng tin vé tat ca cac tai nguyén chia sé trén may
tinh cuc bo

- [Sharename]: tén trén mang cua tai nguyén chia sé, néu dung lénh net
share v&i mot tham sb sharename thi hé thong s& hién thi théng tin vé tai nguyén
dung chung nay.

- [drive:path]: chi dinh duong dan tuyét d6i ctia thu muc can chia sé.

- [/users:number]: dit sé luong ngudi ding I6n nhat ¢ thé truy cap vao tai
nguyén dung chung nay.

- [/unlimited]: khéng gidi han sé luong nguoi ding cé thé truy cip vao tai
nguyén dung chung nay.

- [/remark:"text'"]: thém thdng tin md ta vé tai nguyén nay.

- /delete: xba thudc tinh chia sé cua thu muc hién tal.
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Chwong 9: Managing the User Environment bang cach st
dung Group Policy
2. Quan ly cac thw muc dung chung:

2.1.Xem cac thuw muc dung chung:

Muc Shared Folders trong cong cu Computer Management cho phép ban tao
va quan ly cac thu muc dung chung trén may tinh. Mudn xem céc thu muc dung
chung trén may tinh ban chon muc Shares. Néu thu muc dung chung nao c6
phan cudi cua tén chia sé (share name) 1a dau $ thi tén thu muc ding chung
nay duoc an di va khong tim thay khi ban tim kiém théng qua My Network
Places hoac duyét cac tai nguyén mang.

2.2.Xem céac phién lam viéc trén thuw muc dung chung

Muén xem tat ca cac ngudi ding dang truy cap dén cac thu muc dung chung
trén may tinh ban chon muc Session. Muyc Session cung cap cac thdng tin sau:

- Tén tai khoan nguoi ding dang két nbi vao tai nguyén chia sé.

- Tén may tinh c6 nguoi dung két ndi tir do.

- Hé diéu hanh ma may tram dang sir dung dé két néi.

- S6 tap tin ma nguoi ding dang mo.

- Thoi gian két n6i cia ngudi dung.

- Thoi gian cho xt ly caa két ndi.

- Phai la truy cap cua nguoi dung Guest khong?

2.3.Xem cac tap tin dang mé trong cac thu muc dung chung
Mudn xem céc tap dang m& trong cac thu muc ding chung ban nhéap chudt vao
muc Open Files. Muc Open Files cung cap cac thong tin sau:

- Puong dan va tap tin hién dang dugc mé.

- Tén tai khoan nguoi dung dang truy cép tap tin do.

- Hé diéu hanh ma nguoi ding sir dung dé truy cap tap tin.

- Trang thai tap tin c6 dang bi khoa hay khéng.

- Trang thai mé st dung tap tin (Read hoac Write).

3. Quyén truy cap NTFS:

C6 hai loai hé thong tip dugc dung cho partition va volume cuc bo la
FAT (bao gom FAT16 va FAT32). FAT partition khong hd tro bao mat noi
bd, con NTFS partition thi nguoc lai c6 hd trg bao mat; ¢ nghia la néu dia
cimg cta ban dinh dang 1a FAT thi moi nguoi déu cd thé thao tac trén cac file
chura trén dia cing nay, con nguoc lai la dinh dang NTFS thi tay theo nguoi
dung c6 quyén truy cap khdng, néu nguoi ding khéng c6 quyén thi khéng thé
nao truy cap duoc dit liéu trén dia. Hé théng Windows Server 2003 ding cac
ACL (Access Control List) dé quan ly cac quyén truy cp caa d6i tuong cuc
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bo va cac dbi tuong trén Active Directory. Mot ACL c6 thé chia nhiéu
ACE (Access Control Entry) dai dién cho mot nguoi dung hay mot nhém nguoi.

ACL ACE ACL ACE
Everyone Read Everyone Change
Sales Madify Sales Read
Managers Full Contral Managers Change

3.1. CAc quyén truy cip cia NTFS

Tén quyén Chire niing

Traverse Folder/Execute Duyét cac thu muc va thi hanh céc tap tin chuong trinh
File trong thu muc

Liét ké noi dung cua thu muc va doc dir liéu cua cac tap

List Folder/Read Data |..
tin trong thu muc

Read Attributes Poc cac thudce tinh cua cac tap tin va thu muc

Read Extended
Attributes

Poc céc thude tinh mo rong cua cac tap tin va thu muc

Create File/Write Data Tao cac tap tin méi va ghi dir liéu 1én céc tap tin nay

Create Folder/Append Tao thu muc méi va chén thém di liéu vao cac tap tin

Data
Write Attributes Thay d6i thudc tinh cua cac tap tin va thu muc
Write Extendd 2l A et A PSP

Attributes Thay do6i thudc tinh mé rong cua cac tap tin va thu muc
Delete Subfolders and . g

. Xba thu muc con va cac tap tin

Files
Delete Xoba cac tap tin
Read Permissions Poc c4c quyén trén cac tap tin va thu muc
Change Permissions Thay d6i quyén trén cac tap tin va thu muc
Take Ownership Tudc quyén sO hiru cua cac tap tin va thu muc

3.2. Cac mirc quyen truy cap dwoc dung trong NTFS
| Ténquyén | Full |Modify| Read& | List |Read| Write |
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Control Execute | Folder
Contents
X X

Traverse Folder X
/Execute File
List Folder
/Read Data
Read Attributes
Read Extended
Attributes
Create File
/Write Data
Create Folder
/Append Data
Write Attributes
Write Extended
Attributes
Delete
Subfolders and
Files

Delete

Read
Permissions
Change
Permissions
Take
Ownership

X X
X X
X X

XX

XX X| X XX X| X

XX

X[ XIX| X| X| X|X| X

X X XX

3.3. Gan quyén truy cap NTFS trén thw muc dung chung:

Ban mudn gan quyén NTFS, thong qua Windows Explorer ban nhap phai
chudt vao tap tin hay thu muc can cau hinh quyén truy cap roi chon Properties.
Hop thoai Properties xuat hién. Néu 6 dia cta ban dinh dang 14 FAT thi hop
thoai chi c¢6 hai Tab la General va Sharing. Nhung néu dia c6 dinh dang la
NTFS thi trong hop thoai s& c6 thém mét Tab la Security. Tab nay cho phép
ta c6 thé quy dinh quyén truy cap cho tumg nguoi dung hoac mot nhom nguoi
ding Ién céc tap tin va thu myc. Ban nhap chudt vao Tab Security dé cip quyén
cho cac nguoi dung.

Muén cap quyeén truy cap cho mot nguoi diing, ban nhap chudt vao nit Add,
hop thoai chon lya ngudi dung va nhom xuat hién, ban chon nguoi ding va nhém
can cap quyén, nhap chudt vao nit Add dé thém vao danh séch, sau d6 nhap
chudt vao nit OK dé tré lai hop thoai chinh.

Hop thoai chinh s& xuat hién cac ngudi ding va nhém ma ban méi thém vao,
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sau do chon nguoi dung va nhém dé cap quyeén. Trong hop thoai da hién san
danh s&ch quyén, ban muén cho nguoi dung d6 c6 quyén gi thi ban danh dau
vao phan Allow, con ngugc lai mudn cadm quyén do thi danh dau vao muc Deny.

3.4. Keé thira va thay the quyen cua doi twgng con.

Trong hop thoai chinh trén, ching ta cé thé nhip chudt vao nit Advanced dé
cau hinh chi tiét hon cho céc quyén truy cap cua ngudi dung. Khi nhap chudt vao
nat Advanced, hop thoai Advanced Security Settings xuat hién, trong hop thoai,
néu ban danh diu vao muc Allow inheritable permissions from parent to
propagate to this object and child objects thi thw muc hién tai dugc thira
huong danh séch quyén truy cap tir thu muc cha, ban mudn x6a nhing quyén
thira hudng tir thu muc cha ban phai bo danh dau nay. Néu danh sach quyén
truy cap cua thu muc cha thay déi thi danh sach quyén truy cap cua thu muc
hién tai ciing thay doi theo. Ngoai ra néu ban danh dau vao muc Replace
permission entries on all child objects with entries shown here that apply
to child objects thi danh sach quyén truy cap cia thu muc hién tai s& dugc ap
dung xudng céac tap tin va thu muc con c6 nghia la cac tap tin va thu muc con s&
duoc thay thé quyén truy cap giéng nhu cac quyén dang hién thi trong hop thoai.

Trong hop thoai nay, Windows Server 2003 ciing cho phéep chung ta kiém
tra va cau hinh lai chi tiét cac quen cua nguoi dung va nhom, dé thuc hién, ban
chon nhém hay ngudi ding can thao tac, sau d6 nhap chudt vao nat Edit.

3.5. Thay doi quyen khi di chuyén thw muc va tap tin.

Khi chdng ta sao chép (copy) mot tap tin hay thu muc sang mét vi tri méi thi
quyén truy cap trén tap tin hay thu muc nay sé thay doi theo quyén trén thu muc
cha chira ching, nhung nguoc lai néu ching ta di chuyén (move) mét tap tin hay
thu muyc sang bat ki vi tri ndo thi cac quyén trén ching van dugc giit nguyén.

3.6. Giam sat ngwoi dung truy cap thuw muc

Ban mudn giam sat va ghi nhan lai c&c ngudi dung thao tac trén thu muc
hién tai, trong hop thoai Advanced Security Settings, chon Tab Auditing,
nhép chudt vao nit Add dé chon ngudi dung can gidm sat, sau d6 ban mudn
giam sat viéc truy xuat thanh céng thi danh dau vao muyc Successful, nguoc
lai gidm sat viéc truy xuat khong thanh cong thi danh dau vao muyc Failed.

3.7. Thay doi ngwoi sé hiru thur muc

Ban muén xem tai khoan nguodi vad nhém nguoi ding so hita thu muc
hién tai, trong hop thoai Advanced Security Settings, chon Tab Owner. Pong
thoi ban ciing c6 thé thay d6i ngudi va nhdm ngudi sé hitu thu myc nay bang
cach nhap chuot vao nat Other Users or Groups.
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Chwong 10: Preparing to Monitor Server Performance

Bai 5: QUAN LY PiA

Muc tiéu:

- Phan biét duogc cac loai dinh dang dia cling;

- Cong ngh¢ luu trlt méi Dynamic storage;

- Mo ta dugc k¥ thuat nén va ma hoa dir li¢u.
- Thuyc hién céc thao tac an toan vo1 may tinh.

1. Céu hinh h¢ thong tap tin:

Hé thdng tap tin quan Iy viéc luu trir va dinh vi cac tap tin trén dia cing.
Windows Server 2003 hd tro ba hé théng tap tin khac nhau: FAT16, FAT32 va
NTFS. Néu ban dinh sir dung céc tinh ning nhu bao mat cuc bd, nén va ma hoa
cac tap tin thi ban nén dung NTFS. Bang sau trinh bay kha nang cua ting hé
théng tap tin trén Windows Server 2003:

Kha nang FATI16 FAT32 NTFS
‘ ‘ , Windows Windows
Hé diéu hanh H?}u hét cac hé | 95/98/2000/XP/2003 | 2000,2000/XP
hé tro diéu hanh [ Vista/ 7/ 2008 / 2003/
Vista/7/2008
H6 tro tén tap | 256kytu trén
tin dai Windows 256 ky tu 256 ky tu
St dung hiéu
qua dia Khong Co Co
Ho tro nén dia Khéng Khéng Cé
Ho tro han ngach | Khong Khong Cé
Ho tro ma hoa Khéng Khéng Cé
Ho6 tro bao mat | Khong Khéng Cé
cuc bo
H6 trg bao mat | CH Co Cé
trén mang
Kich ,thuc')’c 4GB 32GB 1024GB
Volumg toi  da
duoc ho tro

Trén Windows Server 2003/Windows 2000/NT, ban c6 thé st dung lénh

CONVERT dé chuyén d6i hé thong tap tin tir FAT16, FAT32 thanh NTFS. Cd

phap cua Iénh nhu sau:
CONVERT [6 dia:] /fs:ntfs
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Chwong 11: Monitoring Server Performance

1. Chu hinh dia lvu triv:
Windows Server 2003 hd tro hai loai dia luu trit: basic va dynamic.

2.1. Basic storage:

Bao gdm céc partition primary va extended. Partition tao ra dau tién trén
dia duoc goi 1a partition primary va toan b khéng gian cap cho partition dugc
st dung tron ven. Mdi 6 dia vat ly c6 ti da bdn partition. Ban c6 thé tao ba
partition primary va mot partition extended. Vi partition extended, ban c6 thé
tao ra nhiéu partition logical.

2.2. Dynamic storage:

Day 1a mot tinh nang ma61 cia Windows Server 2003. Pia luu tritr dynamic
chia thanh cac volume dynamic. Volume dynamic khong chwra partition hoac
6 dia logic, va chi c6 thé truy cap bang Windows Server 2003 va Windows
2000. Windows Server 2003/ Windows 2000 hd trg nam loai volume dynamic:
simple, spanned, striped, mirrored va RAID-5. Uu diém cua cong nghé Dynamic
storage so voi cong nghé Basic storage:

- Cho phép ghép nhiéu 6 dia vat ly dé tao thanh cac 6 dia logic (Volume).

- Cho phép ghép nhiéu ving tréng khong lién tuc trén nhiéu dia cung vat ly dé
tao 6 dia logic.

- C6 thé tao ra cac 6 dia logic c6 kha ning dung 16i cao va tang toc do truy
Xuat. ..

2.2.1 Volume simple:

Chira khdng gian lay tir mot dia dynamic duy nhat. Khdng gian dia nay c6 thé
lién tuc hoac khdng lién tuc. Hinh sau minh hoa mot dia vat ly duoc chia thanh
hai volume don gian.

a0 Ta
\hhhh‘_____dafﬁ
Simple Voluma G
100GE
\mhmh‘_____dﬂgf ) _
Simple Voluma D2
100GE
\xmhq_h______FJ,J
Plysical Disk 0

200GE

2.2.2 Volume spanned:

Bao gom mot hoic nhiéu dia dynamic (t6i da la 32 dia). St dung khi
ban mudn ting kich c& cua volume. Dit liéu ghi 1én volume theo thu ty, hét
dia nay dén dia khac. Thong thuong nguoi quan tri st dung volume spanned
khi 0 dia dang s dyng trong volume sap bi day va mudn tang kich thuéc cua
volume bang cach bo sung thém mot dia khéc.
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Phgsical Disk 0 Phryzieal Disk 1 Phig=ical Disk 2 Phigzical Dizk 3
100GB ThGR ThiGE T5E8

b ey s
Y — =
J

- —

Spanned Valume Set D

Do dit liéu dugc ghi tudn ty nén volume loai ndy khdng ting hiéu ning st
dung. Nhugc diém chinh cta volume spanned la néu moét dia bi hong thi toan bo
dwr liéu trén volume khong thé truy xuat duoc.

2.2.3 Volume striped:

Luu trir dit li¢u 1€n cac day (strip) bang nhau trén mot hoac nhiéu dia vat ly
(t6i da 1a 32). Do dir liéu dugc ghi tuan ty 1én ting day, nén ban co thé thi hanh
nhiéu tac vu 1/O dong thoi, 1am ting téc do truy xuat dir liéu. Thong thuong,
nguoi quan tri mang st dung volume striped de két hop dung luong cua nhiéu 6
dia vat ly thanh mot dia logic dong thoi tang téc do truy Xuat.

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Volume Sei DA
Nhuoc diém chinh cta volume striped 1a néu mot 6 dia bi hong thi dit lidu trén
toan bo volume mat gia tri.
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Chwong 12: Maintaining Device Drivers

La hai ban sao ctia mot volume don gian. Ban ding mot 6 dia chinh va mot 6
dia phu. Dir liéu khi ghi 1én dia chinh dong thoi ciing s& duoc ghi lén dia phy.
Volume dang nay cung cip kha niang dung 15i tét. Néu mot dia bi hong thi 6 dia
kia van lam viéc va khong 1am gian doan qua trinh truy xuat dit liéu. Nhugc diém
ciia phuong phap nay 1a b diéu khién dia phai ghi 1an luot 1&n hai dia, 1am
giam hiéu nang.

Disk Mirroring
Physical Disk 0 Physical Disk 0
Primary Secondary

Pé tang toc d6 ghi dong thoi cling ting kha nang dung 18i, ban ¢ thé sir
dung mdt bién thé cua volume mirrored la duplexing. Theo cach nay ban phai
str dung mot bo diéu khién dia khac cho 6 dia thir hai.

C .
onroler Physical Disk O
Primary
Dizk Duplexing
3 —-
S
0 !
ontroler Physical Disk 0
Sacondary

Nhugc diem chinh cua phuong phap nay la chi phi cao. Bé c6 mot volume
AGB ban phai ton dén 8GB cho hai 6 dia.

2.2.5
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Chwong 13: Managing Disaster Recovery
Volume RAID-5:

Tuwong tu nhu volume striped nhung RAID-5 lai dung thém mét day
(strip) ghi théng tin kiém 13i parity. Néu mot dia ctia volume bi hong thi thdng
tin parity ghi trén dia khéac s& gilp phuc hoi lai dir liéu trén dia hong. Volume
RAID-5 sir dung it nhat ba 6 dia (t6i da la 32).

System
and
Boot Partitions
\1___,/

Disk 0 I]Isk 1 Disk 3

-
RAID-5 Volume Set

Uu diém chinh cuaa k¥ thuat nay 1a kha ning dung 13i cao va tbc do truy xuat

cao bai stir dung nhiéu kénh 1/0.

1. St dung chwong trinh Disk Manager :

Disk Manager 1a mot tién ich giao dién dd hoa phuc vu viéc quan ly dia va
volume trén méi treong Windows 2000 va Windows Server 2003. Bé c6 thé sir
dung duoc hét cac chuc ning cia chuong trinh, ban phai diang nhap vao may
bang tai khoan Administrator. Vao menu Start \Programs \ Administrative Tools
\ Computer Management. Sau d6 mdé rong muc Storage va chon Disk
Management. Cira s6 Disk Management xuét hién nhu sau:

3.1. Xem thugc tinh cuaa dia:

Nhép phai chudt 18n 6 dia vat Iy mudn biét thong tin va chon Properties. Hop
thoai Disk Properties xuat hién nhu sau:

Hop thoai cung cap céc théng tin:

- Sé tht tu cua 6 dia vat ly

- Loai dia (basic, dynamic, DVD-ROM, DVD, dia chuyén doi duoc, hoic
unknown)

- Trang thai cia dia (online hoac offline)

- Dung lugng dia

- Luwong khong gian chua cap phat

- Loai thiét bi phan cung

- Nha san xuét thiét bi

- Tén cua adapter

- Danh sach cac volume da tao trén dia



Trang 82

3.2. Xem thugc tinh cia volume hoic dia cuc b:

Trén mot 6 dia dynamic, ban sir dung cac volume. Nguoc lai trén mot 6 dia
basic, ban st dung cac dia cuc bo (local disk). Volume va dia cuc bo déu co
chtc niang nhu nhau, do vdy cac phan sau dua vao dia cuc bo dé minh hoa. Bé
xem thudc tinh ciia mot dia cuc bo, ban nhap phai chudt I&n dia cuc bo d6 va chon
Properties va hop thoai Local Disk Properties xuat hién.

3.2.1 Tab General.

Cung cap cac thong tin nhu nhan dia, loai, hé théng tap tin, dung luong da su
dung, con trong va tong dung lugng. Nut Disk Cleanup dung dé mé chuong
trinh Disk Cleanup ding dé xo0a cé4c tap tin khdng can thiét, giai phong khong
gian dia.

3.2.2 Tab Tools.

Bam nut Check Now dé kich hoat chuong trinh Check Disk dung dé kiém
tra 18i nhu khi khdng thé truy xuat dia hoac khoi dong lai may khdng dung cach.
Nut Backup Now s& mé chuong trinh Backup Wizard, huéng dan ban céc
budc thuc hién viéc sao luu cac tap tin va thu muc trén dia. Nut Defragment
Now m¢ chuong trinh Disk Defragment, dung dé don cac tap tin trén dia thanh
maot khoi lién tuc, gitp ich cho viéc truy xuat dia.

3.2.3 Tab Hardware

Liét ké cac 6 dia vat ly Windows Server 2003 nhan dién dugc. Bén duéi danh
sach liét ké céac thuoc tinh cua 6 dia duoc chon.
3.2.4 Tab Sharing

Cho phép chia sé hoic khong chia sé 6 dia cuc bo ndy. Theo mic dinh, tit ca
cac 6 dia cuc bo déu duogc chia sé dudi dang an (c6 dau $ sau tén chia sé).

3.2.5 Tab Security

Chi xuat hién khi dia cuc bd nay sir dung hé thong tap tin NTFS. Dung dé
thiét 1ap quyén truy cap Ién dia. Theo mic dinh, nhdm Everyone duoc todn quyén
trén thu muc gbc cua dia.
3.2.6 Tab Quota

Chi xuat hién khi st dung NTFS. Ding dé quy dinh luong khong gian dia cap
phat cho nguoi dung.

3.2.7 Shadow Copies

Shadow Copies la dich vu cho phép nguoi dung truy cap hoac khéi phuc
nhitng phién ban trudc ddy cua nhirng tap tin di lwu, bang cach dung mét tinh
nang & Qéy tram goi la Previou§ Versions.
3.3. Bo sung thém mét 6 dia méi:
3.3.1 May tinh khong hé trg tinh niang “hot swap”

Ban phai tat may tinh réi mai lip 6 dia mai vao. Sau dé khoi dong may tinh
lai. Chuong trinh Disk Management s& tu dong phéat hién va yéu cau ban
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ghi mét chir ky dac biét 1én b dia, gip cho Windows Server 2003 nhén di¢n
duoc 6 dia nay. Theo mac dinh, 6 dia mai dugc cau hinh la mét dia dynamic.

3.3.2 May tinh hd trg “hot swap”:

Ban chi can lip thém 6 dia méi vao theo hudng dan ctia nha san xuit ma khong
can tit may. Roi sau d6 dung chirc ning Action [ Rescan Disk cua Disk
Manager dé phat hién 6 dia méi nay.

3.4. Tao partition volume méi:

Néu ban con khéng gian chua cap phat trén mot dia basic thi ban co thé tao
thém partition méi, con trén dia dynamic thi ban c6 thé tao thém volume
moi. Phan sau huéng dan ban sit dung Create Partition Wizard dé tao mot
partition mai:

Nhap phai chuét 1én ving trong chua cip phat cua dia basic va chon Create
Logical Drive.

Xuat hién hop thoai Create Partition Wizard. Nhan n(t Next trong hop thoai
nay.

Trong hop thoai Select Partition Type, chon loai partition ma ban dinh tao. Chi
c6 nhirng loai con kha ning tao méi duoc phép chon (tuy thudc vao 6 dia vat ly
ctia ban). Sau khi chon loai partition xong nhan Next dé tiép tuc.

Tiép theo, hop thoai Specify Partition Size yéu cau ban cho biét dung luong
dinh cap phat. Sau khi chi dinh xong, nhan Next.

Trong hop thoai Assign Drive Letter or Path, ban co thé dat cho partition

nay mot ky tu 6 dia, hodc gan (mount) vao mot thu muc rong, hoic khong lam
dat gi hét. Khi ban chon kiéu gan vao mot thu myc rdng thi ban cd thé tao ra vod
s6 partition mai. Sau khi da quyét dinh xong, nhan Next dé tiép tuc.
Hop thoai Format Partition yéu cau ban quyét dinh c6 dinh dang partition nay
khdng. Néu cd thi dung hé thdng tap tin 1a gi? don vi cip phét 1a bao nhiéu? nhan
cua partition (volume label) la gi? c6 dinh dang nhanh khéng? Cé nén tap tin va
thu muc khéng? Sau khi da chon xong, nhan Next dé tiép tuc.

Hop thoai Completing the Create Partition Wizard tom tat lai cac thao tac
s¢ thuc ‘hién, ban phai kiém tra lai xem da chinh xac chua, sau d6 nhan Finish
dé bat dau thuc hién.

3.5. Thay déi ky tw 6 dia hodc dwong dan.

Muén thay d6i ky tu 6 dia cho partition/volume nao, ban nhap phai chudt
Ién volume do6 va chon Change Drive Letter and Path. Hop thoai Change
Drive Letter and Path xuat hién.

Trong hop thoai ndy, nhan nut Edit dé mo tiép hop thoai Edit Drive Letter
and Path, mé danh sach Assign a drive letter va chon mét ky tu 6 dia mai dinh
dat cho partition/volume nay. Cubi cling dong y xac nhan cac thay déi da thuc
hién.
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3.6. Xoa partition/volume

Pé t6 chic lai mot 6 dia hodc huy cac dit lidu c6 trén mot partition/volume,
ban c6 thé x0a no6 di. Bé thuc hién, trong ctra s6 Disk Manager, ban nhap phai
chudt 18n partition/volume mudn x04 va chon Delete Partition (hoic Delete
Volume). Mot hop thoai canh béo xuét hién, thong béo dit liéu trén partition
hodc volume s& bi x04 va yéu cau ban xac nhan lai 1an nita thao tac nay.

3.7. Cau hinh Dynamic Storage
3.7.1 Chuyén ché a6 luu tri.

Pé sir dung dugc co ché luu trir Dynamic, ban phai chuyén ddi cac dia cing
vat ly trong hé théng thanh Dynamic Disk. Trong céng cu Computer
Management \ Disk Management, ban nhap phai chudt trén cac 6 dia bén cua
s6 bén phai va chon Convert to Dynamic Disk.... Sau d6 danh dau vao tat ca
cac dia cung vat Iy can chuyén dbi ché @6 luu trix va chon OK dé hé théng chuyén
d6i. Sau khi chuyén doi xong hé thong s& yéu cau ban restart may dé ap dung
ché d6 hru trit mai.

3.7.2 Tao Volume Spanned.

Trong cong cu Disk Management, ban nhap phai chudt 1én ving tréng cua dia
ctimg can tao Volume, sau d6 chon New Volume.

Tiép theo, ban chon loai Volume can tao. Trong truong hop ndy ching ta chon
Spanned.

Ban chon nhitng dia cang ding dé tao Volume nay, dong thoi ban ciing nhap
kich thuéc ma mdi dia gianh ra dé tao Volume. Chu y di véi loai Volume nay
thi kich thuéc cua cic dia gianh cho Volume c6 thé khac nhau.

Ban gan ky tu 6 dia cho Volume.

Ban dinh dang Volume ma ban vira tao dé c6 thé chua dit liéu.

Pén day da hoan thanh viéc tao Volume, ban c6 thé luu trit dir liéu trén Volume
nay theo co ché da trinh bay & phan ly thuyét.

3.7.3 Tao Volume Striped

Cac buodc tao Volume Striped ciing tuong tu nhu viéc tao cac Volume
khac nhung chd y la kich thudc cia cac dia ctrng gianh cho loai Volume nay
phai bang nhau va kich thuéc ciia Volume bang tong céc kich thudc ctia cac phan
trén.

3.7.4 Tao Volume Mirror.

Céc budc tao Volume Mirror cling tuong tu nhu trén, chu y kich thudc cua
cac dia cimg gianh cho loai Volume nay phai bing nhau va kich thudc cua
Volume bang chinh kich thudc caa mdi phan trén.

3.7.5 Tao Volume Raid-5.

Céac budc tao Volume Raid-5 ciing twong ty nhu trén nhung chd y la loai
Volume yéu cau téi thiéu dén 3 dia ctimg. Kich thudc cua cac dia cung gianh
cho loai Volume nay phai bang nhau va kich thudc cua Volume bang 2/3 kich
thudc ctia mdi phan cong lai.
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4. Quan ly viéc nén dir liéu:

Nén dit liéu 12 qué trinh luu trix dir liéu dudi mot dang thac chiém it khdng
gian hon di liéu ban dau. Windows Server 2003 hd tro tinh ning nén cac tap
tin va thu muc mot cach ty dong va trong subt. Cac chwong trinh tng dung truy
xuat Cac tap tin nén mot cach binh thuong do hé diéu hanh tu dong giai nén khi
ma tap tin va nén lai khi luu tap tin 1€n dia. Kha nang nay chi c6 trén cac partition
NTFS. Néu ban chép mét tap tin/thw muc trén mét partition cd tinh ning nén
sang mot partition FAT binh thuong thi hé diéu hanh sé& giai nén tap tin/ thu muc
doé truace khi chép di.

Pé thi hanh viéc nén mat tap tin/thu muc, ban sir dung chuong trinh Windows
Explorer va thuc hién theo cac budc sau:

- Trong ctra s6 Windows Explorer, duyét dén tap tin/thw muc dinh nén va
chon tap tin/thu muc do.

- Nhap phai chuét Ién doi twong d6 va chon Properties.

- Trong hop thoai Properties, nhan ntt Advanced trong tab General.

- Trong hop thoai Advanced Properties, chon muc “Compress contents to
save disk space” va nhan chon OK.

Nhéan chon OK trong hop thoai Properties dé xac nhan thao tac. Néu ban dinh
nén mot thu muc, hop thoai Confirm Attribute Changes xuat hién, yéu cau ban
lra chon hodc la chi nén thu muc nay théi (Apply changes to this folder only)
hodc nén ca cac thu muc con va tap tin cé trong thu muc (Apply changes to this
folder, subfolders and files). Thyc hién lya chon ctia ban va nhin OK.

Pé thuc hién viéc giai nén mot thu muc/tap tin, ban thuc hién tuong tu theo céac
budc ¢ trén va bo chon muc Compress contents to save disk space trong hop
thoai Advanced Properties.

5. Thiét 1ap han ngach dia (disk quota).

Han ngach dia duogc dung dé chi dinh luong khdng gian dia toi da ma mot
ngudi dung ¢ thé sir dung trén mot volume NTFS. Ban cd thé 4p dung han
ngach dia cho tit ca nguoi ding hoic chi dbi voi timg ngudi dung riéng biét.

Mot s6 van dé ban phai luu y khi thiét 14p han ngach dia:

- Chi c6 thé 4p dung trén cac volume NTFS.

- Luong khong gian chiém dung duoc tinh theo c4c tap tin va thu muc do nguoi
dung so hitu.

- Khi nguoi ding cai dat mot chuong trinh, luong khéng gian dia con trong
ma chuong trinh thiy duogc tinh todn dwa vao han ngach dia ctua nguoi ding,
khong phai 1a luong khdng gian con tréng trén volume.

- Buoc tinh toan trén kich thudc that su cia tap tin trong truong hop tap tin/thu
muc dugc nén.
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5.1. Cau hinh han ngach dia.

Ban ciu hinh han ngach dia bang hop thoai Volume Propertise di gidi
thiéu trong phan trén. Ban ciing c6 thé mé hop thoai ndy bang cach nhap phai
chudt 1&n ky tu 6 dia trong Windows Explorer va chon Propertise. Trong hop
thoai nay nhép chon tab Quota. Theo mac dinh tinh ning han ngach dia khéng
duoc kich hoat.

Céc muc trong hop thoai c6 y nghia nhu sau:

- Enable quota management: thuc hién hodac khéng thuc hién quan ly han
ngach dia.

- Deny disk space to users exceeding quota limit: ngudi ding s& khong thé
tiép tuc sir dung dia khi vuot quéa han ngach va nhan dugc théng béo out of disk
space.

- Select the default quota limit for new users on this volume: dinh nghia
cac gidi han sir dung. Cac lua chon bao gom “khong dinh nghia giéi han” (Do
not limit disk space), “gidi han cho phép” (Limit disk space to) va “gidi han
canh bao” (Set warning level to).

- Select the quota logging options for this volume: c6 ghi nhan lai cac su
kién lién quan dén sir dung han ngach dia. C6 thé ghi nhan khi nguoi dung vuot
qué giai han cho pheép hoac vuot qua giai han canh bao.

Biéu tuong dén giao théng trong hop thoai co cac trang thai sau:

- Peén d6 cho biét tinh niang quan ly han ngach khdng dugc kich hoat.

- Peén vang cho biét Windows Server 2003 dang xay dung lai thong tin han
ngach.

- ben x&,mh cho biét tinh nang quan ly dang c6 tac dung.

5.2. Thiéet lap han ngach mac dinh.

Khi ban thiét 1ap han ngach mac dinh ap dung cho c4c nguoi dung méi trén
volume, chi nhitng nguoi dung chua bao gio tao tap tin trén volume d6 méi chiu
anh hudng. CoO nghia la nhitng nguoi dung da s¢ hitu cac tap tin/thu muc trén
volume nay déu khdng bi chinh sach han ngach quy dinh. Nhu vay, néu ban du
dinh ap dit han ngach cho tit ca cac nguoi ding, ban phai chi dinh han ngach
ngay tur khi tao lap volume.

Pé thyc hién, ban md hop thoai Volume Properties va chon tab Quota. Panh
dau chon muc Enable quota management va dién vao cé4c gia tri giéi han st
dung va gidi han canh bao.

5.3. Chi dinh han ngach cho tirng ci nhan.

Trong mét vai trudng hop, ban can phai chi dinh han ngach cho riéng mot ngudi
nao do, chang han co thé la cac ly do sau:

- Nguoi dung nay sé& giir nhiém vu cai dit c4c phan mém méi, va nhu vay ho
phai c0 duoc Iugng khdng gian dia trong lon.
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- Hodc la nguoi ding di tao nhiéu tap tin trén volume trude khi thiét lap han
ngach, do vay ho s€ khong chiu tdc dung. Ban phai tao riéng mét gidi han mai ap
dung cho nguoi do.

Pé thiét 1ap, nhan nit Quota Entries trong tab Quota cua hop thoai Volume
Properties. Cira s6 Quota Entries xuat hién.

Chinh sira thong tin han ngach ctia mét ngudi dung: nhan dup vao muyc cua
ngudi dung twong tng, hop thoai Quota Setting xuat hién cho phép ban thay doi
cac gia tri han ngach.

B6 sung thém mét muc quy dinh han ngach: trong cira s6 Quota Entries,
vao menu Quota chon muc New Quota Entry / xuat hién hop thoai Select Users,
ban chon ngudi dung rdi nhan OK / xuét hién hop thoai Add New Quota Entry,
ban nhap céc gié tri han ngach thich hop va nhan OK.

6. Mi hoa dir liéu bang EFS:

EFS (Encrypting File System) la mét ky thuat dung trong Windows Server
2003 ding dé ma hoa céac tap tin luu trén cac partition NTFS. Viéc ma hoa
s& bo sung thém mot 16p bao vé an toan cho hé thong tap tin. Chi nguoi ding
c6 dting khod mai c6 thé truy xuat dugc c4c tap tin nay con nhitng ngudi khéac thi
bi tir chdi truy cap. Ngoadi ra, ngudi quan tri mang con c6 thé ding tac
nhan phuc hdi (recovery agent) dé truy xuat dén bat ky tap tin nao bi ma hoa.
Pé ma hod cac tap tin, tién hanh theo cac budc sau:

Mo cira s6 Windows Explorer.

Trong cira s6 Windows Explorer, chon cé4c tap tin va thuc muc can ma hoa. Nhéap
phai chudt Ién cac tap tin va thu muc, chon Properties.

Trong hop thoai Properties, nhan nit Advanced.

Hop thoai Advanced Properties xuat hién, danh ddu muc Encrypt contents to
secure data va nhan OK.

Tro lai hop thoai Properties, nhan OK, xuét hién hop thoai Confirm Attribute
Changes yéu can ban cho biét s& ma hoa chi riéng thu muc duoc chon (Apply
changes to this folder only) hoic ma hoa toan bo thu muc ké cac cac thu muc
con (Apply changes to this folder, subfolders and files). Sau d6 nhan OK.

Pé thoi khéng ma hoa cac tap tin, ban thuc hién twong tu theo cac budc trén
nhung bé chon muc Encrypt contents to secure data.
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Chwong 14: Maintaining Software by Using Software
Update Services
Bai 10: DICH VU TRUY CAP TU XA
Muc tiéu:
- Trinh bay dugc khai ni¢m vé dich vu truy cap tu xa;
- Chu hinh va sir dung duoc tinh nang Remote Desktop va Remote Assistant.
- Thuc hién céc thao tac an toan véi may tinh.
1. Gi6i thiéu:

Terminal Service 1a mét dich vu cho phép nguoi ding cé thé truy cip vao
server tir may client dit ¢ 1 vi tri khac bang cach st dung giao thitc Remote Desktop
Protocol (RDP). RDP chuyén giao dién ngudi ding cua Server vé cho may Client
va chuyén céc thong tin cta hanh dong phim g va di chuyén chuét vé lai cho Server.

Terminal Services 1a mot dich vu trén Windows 2000, 2003 hd trg ngudi quan
tri thue hién cac cong viée trén He dleu hanh Windows 2000, 2003 thong qua mang
ma khong can thiét phai ngdi truc tiép tai may d6. Pay 1a mot cong cu rat can thiét
d6i voi ngudi quan tri Windows.

Terminal Service st dung RDP (Remote Desktop Protocol) dua trén nén
TCP/IP. Trén Windows XP ciling c6 dich vu Remote Desktop dugc coi 1a ban rut
gon cua Terminal Services trén Windows 2003. Remote Desktop trén Windows XP
chi ho tro 1 session duy nhét. Con trén Windows 2003 hd trg nhiéu session, mdi
session dugc ndi vao mot desktop riéng biét.

Terminal Services client sir dung port 3389 TCP cho viéc truyén thong véi
may tinh tur xa.

Remote Desktop bao gdm céac phan sau :

- Giao thtrc Remote Desktop
- Phan mém Client : Remote Desktop Connection
Cac ché do két n6i Remote Desktop:

e Remote Session: trong ché do nay, server sé danh tai nguyén ctia né 1a bo nho
dé cho mdi user két ndi t6i, do d6 két ndi Remote desktop giita cac user 1a doc
12p v&i nhau, va Remote Desktop Server khong bi khoa lai.

e Console Session: trong ché do ndy, server share bd nhé chung véi user dang
log on locally trén server, do do, tai 1 thoi diém chi logon trén 1 may, néu may
nay logon vao ngay 1ap tcc may kia s€ bi logoff ra ngay va nguoc lai.

* Mic dinh trén cac may c6 HDH Server, n6 cho ca 2 ché do két ndi, con cac may
c6 HPH thuong lam Remote Desktop Server thi chi hd tro mdi kiéu két ndi 1a
Console.

Vd: trong Windows XP, chi cho két ndi theo kiéu Console.

2. Céu hinh dich vu Remote Desktop:

Budce 1: Kich hoat tinh nang '""Remote Desktop'" trén Windows Server 2003
- Trén Windows Server 2003: Start -> Control Panel -> System
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Trong Tag "Remote", danh dau chon vao "Enable Remote Desktop on this
computer" nhu hinh dudi

Budc 2: Xac dinh tai khoan duwgc phép Remote Desktop

Start -> Administrative Tools -> Computer Management

Chung ta quan sat thdy mot Group nguoi ding co tén 1a "Remote Desktop Users",
nhiing user ndo nam trong nhom nguoi dung nay s& dugce phép thuc hién Remote
Desktop

Nhap d6i vao "Remote Desktop Users", Mic dinh Group nay chi c6 mot user la
"Administrator", néu mubn chung ta c6 thé thém user khac vao Group nay dé cho
phép user nay thyc hién Remote Desktop. Vi du bén dudi chiing ta thém mot user
moi 1a "WebAdmin".

Budc 3: Thuc hién Remote Desktop tir may client.

Trong Window 7: Start -> All Programs -> Accessories -> Remote Desktop
Connection

Nhép vao dia chi IP hoac tén may chu. Vi du bén duéi dia chi IP: 192.168.10.117.
Chon "Connect"

Nhép vao User (bat ky user nao nam trong Group noéi dén & trén) va mat khau dang
nhap.

3. Céu hinh dich vu Remote Assistant:

Remote Assistance 1a mot tinh nang trén Windows XP. Co thé thdy n6 gan
gidng nhu Remote Desktop, kha giong voi Net Meeting.

Vi chirc nang Remote Assistance, mot nguoi sir dung XP, khi gap kho khan
s& gtri yéu cau duoc giup do - goi la novice — dén nguoi hd tro - duoc goi 1a expert.
Hai bén c6 thé giao tiép thong qua cira so chat, talking qua micro, hoac diéu khién
truc tiép trén desktop cua novice. Tat ca v6i muc dich dé ngudi hd tro ¢ thé hudng
dan mot cach chi tiét voi nguoi s dung XP.

Huéng dan dudi day thyc hién trén Windows XP, tuy nhién né ciing ¢ thé ap
dung Windows 2003.
Buéc 1: Kiém tra thiét Ip Remote Assistance (trén Novice)
- Trong Control Panel, nhap dap vao biéu tuong System (hodc trén Desktop, chudt
phai vao biéu tugng My Computer, trén menu chudt phai, nhap Properties.
Trong hop thoai System Properties, chon tab Remote. Chic chian da danh dau lua
chon ¢ Allow Remote Assistance invitations to be sent from this computer. Sau
d6 nhip nat Advanced...
Trong hinh bén dudi, chic chin da danh dau lwa chon Allow this computer to be
controlled remotely. O Invitations cho phép xac 1ap thoi gian c6 hiéu luc téi da
ctia mot invitation. Ngam dinh 1a 30 ngay.
Budc 2: Tao mot invitation cia Remote Assistance (trén Novice)
Sau khi kiém tra thiét lap Remote Assistance, ngudi st dung Novice can tao
mot invitation.
Click Start->Programs->Remote Assistance.
click vao Invite someone to help you.
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Trong hinh trén, c6 thé lya chon phwong thirc gui invitation: giri qua Windows
Messenger, qua e-mai, hodc luu invitation dudi dang mot file. O day, ta chon Save
invitation as a file (Advanced).

O hinh trén, nhap tén ma ban mudn xuat hién trong invitation (véi muc dich dé
Expert biét duoc Novice nao) va thoi han ¢6 hiéu luc cua invitation do. Ngém dinh
thoi han 6 hiéu lyc 1a 1 gio. Sau d6 nhip nat Continue dé tiép tuc.

Trong hinh trén, ta nén danh dau Iyra chon Require the recipient to use a password,
sau d6 nhap mat khau vao hai 6 twong tng Type password va Confirm password.
Nhiép nat Save Invitation dé luu lai cac thong tin trén.

Luu lai tén file invitation (file c6 dudi .msrcincident). Sau khi tao file invitation, gtri
dén Expert. Két thuc viéc tao invitation trén Novice.

Budéc 3: Két ndi tir Expert System dén Novice System

Khi Expert nhin duoc file invitation (dudi .msrcincident), Exper dung Explorer dé
Sau khi nhép dup vao file, xuét hién hop thoai Remote Assistance nhu hinh trén véi
cac thong tin: tir Novice nao, thoi gian hét hiéu luc cta invitation va yéu cau nhap
mat khau. Mat khau nay do Novice tao ra & Budc 2. Sau d6 nhip nit Yes dé xéac
nhan.

Sau khi xac nhan, trén may tinh cua Expert s€ chay chuong trinh Remote Assistance
két ndi dén may cta Novice can duoc trg giap. Khi do trén desktop cua Novice Xudt
hién hop thoai yéu cau viéc xac nhan két noi.

Khi do6 Novice nhap Yes dé cho phép két n01 dén may ctia minh. Trén may cia
Novice s& xuat hién hop thoai chtra cira s6 chat va cac diéu khién ciia Remote
Assistance.

Giao dién trén may cta Expert ciling c6 ctra s6 chat, cac diéu khién va Desktop cua
may Novice ( & ché 46 View-Only)

Khi két n6i, Expert khong diéu khién duoc Desktop ctia Novice ma chi theo ddi dugc
cac thao tac ctua Novice trén Desktop. Khi Expert muén diéu khién Desktop cla
Novice, trong hinh trén, Expert nhip chudt vao biéu twong Take Control. Khi d6
trén desktop cua Novice xuét hién hop thoai sau.

Trén may Novice, nhip Yes dé cho phép diéu khién Desktop. Khi Novice muén
cham dut viéc Expert diéu khién Desktop ctia minh, Novice c6 thé 4n phim Esc.
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TAI LIEU THAM KHAO
[1] Tai liéu Quan tri Windows Server 2003 clia trung tam tin hoc Pai hoc Khoa hoc
Tu nhién.
[2] Giao trinh Mang doanh nghiép ctia Pai hoc su pham k¥ thuat Hung Yén.
[3] Cac bai Lab MCSA cua trung tAm Dao tao mang may tinh Nhit Nghé.
[4] Gi4o trinh Quan tri mang va Céc thiét bi mang cta Trung tim Dién toan Truyén
50 liu KV1.

[5] Cac tai liu va bai giang khac tham khao tir Internet.



