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GIOI THIEU VE MO PUN HE PIEU HANH LINUX

. Vi tri, tinh chat, y nghia ciia m6 dun:

Vi tri: M6 dun duge bd tri sau khi sinh vién hoc xong cac mod dun quan tri
mang 1, quan tr1 mang 2, cu hinh quan tri thiét bi mang va cong ngh¢ mang
khong day.

Tinh chit: La mo dun chuyén nganh.

Y nghia: La mé dun gitip sinh vién c6 kién thic va k§ ning vé hé diéu hanh ma
ngudn mo.

Il. Muc tiéu ctia moé dun:

Trinh bay duoc cac khai niém co ban cdu tric, chirc ning cac thanh phan trong
hé diéu hanh Linux;

Giai thich dugc cac khai niém co ban ctia hé diéu hanh Linux;

Mo ta duoc cau triic, chirc niang ciia cac thanh phan trong hé diéu hanh Linux;
Str dung duoc cac chirc nang va dich vu ctua hé diéu hanh Linux phuc vu cong
tac quan tri mang;

B4 tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.

. N¢i dung chinh ciia mé6 dun:

Tong quan vé hé diéu hanh Linux

Cai dat h¢ diéu hanh Linux

Thao tac v&i tap tin va thu muc

Giao dién d6 hoa X

Quan tr1 nguoi dung va nhom

Céu hinh mang

Cai dat dich vu trén may chu Linux
Quan 1y may cha Linux bang Webmin
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BAI 1: TONG QUAN VE HE PIEU HANH LINUX

Muc tiéu:

- Trinh bay dugc lich st phat trién ctia Linux;

- Nam duoc cac dic tinh co ban cua hé diéu hanh;
- Thuc hién céac thao tac an toan vdi may tinh.

Noi dung chinh:

1. Lich sir phat trién Unix va Linux

Muc tiéu: Gio’:i thiéu gho nguoi hoc vé hé dieu hanh ma nguén mo - Linux, nguyén
nhan phat trién hé diéu hanh nay.

1.1. Gi6i thiéu

Linux — Hé diéu hanh ma ngudén mé — dén nay di c6 thé sanh vai véi cac hé
diéu hanh thuong phim nhu MS Windows, Sun Solaris v.v... Linux ra doi tir mot
du 4n dau nhimg nim 1990 c6 muc dich tao ra mot hé diéu hanh kiéu UNIX cai dat
trén may tinh cd nhan tuong hop ho may tinh IBM-PC.

Ngay nay Linux c6 thé cai dit trén nhiéu ho may tinh khac nhau. Qua
Internet, Linux dugc hang nghin nha lap trinh khap trén thé gidi tham gia thiét ké,
xay dung va phat trién, v6i muc tiéu khong 18 thudc vao bat ky thuong pham nao
va dé cho moi ngudi déu co thé st dung. Linux xuét phat tir ¥ tudng cua Linus
Torvalds — sinh vién Dai hoc Helsinki & Phan Lan.

V& co ban, Linux bat chuéc UNIX nén mang nhiéu wu diém cua UNIX.
Tinh da nhiém thuc su cta Linux cho phép chay nhiéu chwong trinh cung lic.

Linux 13 hé diéu hanh da nguoi dung, nghia 1a nhiéu nguoi c6 thé dang nhap
va cung lic sir dung mot hé thong. Uu diém nay c6 vé khong phat huy méy trén
may PC & nha, song & trong cong ty hoac truong hoc thi n6 gitp cho viéc dung
chung tai nguyén, tir 46 giam thiéu chi phi dau tu vao may moc.

Linux khong phai 12 d choi sdn c6, n6 dugc thiét ké nham mang dén cho
ngudi st dung cam giac cung tham gia vao mot du 4n méi. Tuy nhién thuc té cho
thay Linux chay twong d6i 6n dinh.

1.2. Tai sao Linux phat trién?

Linux phat trién vi 1a mot trong nhitng hé diéu hanh mién phi va c6 kha ning
da nhiém cho nhiéu ngudi str dung cing luc trén cac mdy tinh twong thich véi PC.
So voi nhimg hé diéu hanh thuong pham, Linux it phai ning cap va khong can tra
tién, cling nhu phan 16n cac phan mém tmg dung cho néd. Hon nita, Linux va nhimg
tmg dung dugc cung cip voi ca ma ngudn mién phi, sau d6 chinh sira va mé rong
chtrc ning cta chung theo nhu cau riéng.
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Linux c6 kha ning thay thé mot s6 hé diéu hanh thudc ho UNIX dat tién.
Néu tai noi lam viéc sir dung UNIX thi ¢ nha ciling thich st dung mot h¢ nao do
gidng nhu thé nhung ré tién. Linux gitip ta dé dang truy cap, ludt Web va giri nhan
thong tin trén Internet.

Mot nguyén nhan khac 1am cho Linux dé dén véi nguoi dung 1a Linux cung
cdp mi ngudn md cho moi nguoi. Pidu nay da khién mot sé t6 chirc, ca nhan hay
quéc gia dau tu vao Linux nham mé rong su lya chon ngoai cac phén mém doéng
kin ma ngué)n. Linux khong bi I¢ thudc Microsoft Windows.

Tai Viét Nam, vi¢c nghién ctu xay dung mot h¢ diéu hanh tir kernel Linux
d3 thu dugc mot s thanh cong nhat dinh. Chang han Vietkey Linux va CMC
RedHat Linux (phién ban tiéng Viét ciia RedHat Linux 6.2).

Gan day, cac cong ty ndi tiéng nhu IBM, Sun, Intel, Oracle ciing bat dau
nghién ctru Linux va xay dung cac phan mém tng dung cho noé.

2. Cac dong san pham
Muc tiéu: Trinh bay mét sé dong san phdm nguén mé théng dung

Nhiéu nguoi di biét dén cac nha san xuat phan mém RedHat, ManDrake,
SuSE, Corel va Caldera. C6 thé chinh ta cling da ting nghe dén tén cac phién ban
Linux nhu Slackware, Debian, TurboLinux va VA Linux, v.v... Qua that, Linux
dugc phat hanh boi nhiéu nha san xuat khac nhau, mdi ban phat hanh 13 mot bo
chuong trinh chay trén nhom tép 15i (kernel) cia Linus Tordvalds. Mdi ban nhu
viy déu dua trén mot kernel nao d6, thi du ban RedHat Linux 6.2 st dung phién
ban kernel 2.2.4.

Hang RedHat da lam ra chuong trinh quan ly déng g6i RPM (RedHat
Package Manager), mdt cong cu mién phi gitip cho bat ctr ai ciing ¢ thé tu dong
g61 va phat hanh mét phién ban Linux ctia chinh minh. Thi du ban OpenLinux cua
Caldera ciling da dugc tao ra nhu thé.

Linux cung cap cho ta mgt moi truong hoc 1ap trinh ma hién nay chua cé hé
nao sanh dugc. Véi Linux, ta c6 day du ca ma ngudn, trong khi dé cac san pham
mang tinh thuong mai thuong khong tiét 10 ma nguodn.

Song véi su xuat hién cta bo vi xur Iy dau tién (1971) rdi may tinh c nhan
(1975), moi viéc da thay doi. Thoat tién, d6 1a dat dung vo ciia cac tay hacker say
mé vi tinh. Ho tham chi c6 thé tu lam ra nhitng may tinh c4 nhan va hé diéu hanh
don gian, nhung cac hé nay chua lam gi duoc nhiéu ¢ goc d6 hiéu nang. Voi kinh
nghiém tich lity dan theo ndm thang, mot s6 hacker da tré thanh nha doanh nghiép,
roi cung véi kha ning tich hop ngay cang cao ciia cac vi mach, PC di tro thanh
pho bién.
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Tinh kha chuyén cua mét h¢ diéu hanh gitp ta chuyén nd tor mot nén nady
sang nén khac ma van hoat dong tot.

Hién nay UNIX va Linux c6 kha nang chay trén bat ky nén ndo, tir may xach
tay cho dén may tinh 16n. Nho tinh kha chuyén, cic may tinh chay UNIX va Linux
trén nhiéu nén khac nhau c6 thé lién lac véi nhau mét cach chinh xac va hiru hiéu.

Linux da c6 hang ngan Gng dung, tir cdc chuong trinh bang tinh dién tt,
quan tri co s¢ dir li¢u, xr Iy van ban dén cac chuong trinh phat trién phan mém cho
nhiéu ngdn ngit, chua ké nhiéu phan mém vién thong tron goi.

3. Uu khuyét diém
Muc tiéu: Trinh bay cdc wu va khuyét diém chinh ciia hé diéu hanh Linux.
3.1. Linux cgng sinh véi Windows

Vé nguyén tac, tat ca cac phan mém dang chay trén DOS hoic Windows s&
khong chay truc tiép véi Linux, nhung 3 hé diéu hanh niy c6 thé cong sinh trén
cung mdt may PC, di nhién mdi luc chi chay dugc mot hé diéu hanh thoi. Ta cling
c6 thé cai thém mot chuong trinh dic biét tén 1a “VMWARE” dé phong tao mot
hay nhiéu hé diéu hanh khac nhau chay dong thoi trén cing mot may véi diéu kién
may phai c6 cau hinh thich hop va di manh.

3.2. Thwong mai hoa Linux

Linux chua thé khac phyc hét ngay nhiing bat tién va sai sot. Nhung cang
ngay cang c6 thém cong ty mdi dau tu cho Linux va dua ra cc giai phap c6 tinh
thuong mai voi gia ré. Chang han 1a RedHat va Caldera.

Ca hai cong ty nay déu tro giup k¥ thuat qua e-mail, fax va qua mang cho
nhitng ngudi dd mua cac phién ban Linux va san pham cta ho ma khong danh cho
nhing nguoi sao chép cac ban mién phi.

Vi tinh kinh té, Linux va céc chuong trinh kém theo thuong dugc chay trén
mang ndi bo cua nhiéu doanh nghiép, ch:fmg han 1am cac dich vu Web, tén mién
(DNS), dinh tuyén (routing) va tuong ltra. Nhiéu nha cung cap dich vu Internet
(ISP) ciing dung Linux lam hé diéu hanh chinh.

4. Kién tric cia Linux
Muc tiéu: Trinh bay cac thanh phc”in chinh cdu thanh hé diéu hanh Linux va chire
nang chinh ciia moi thanh phan trong cdu tric.

Linux gém 3 thanh phan chinh: kernel, shell va ciu triic tép.

Kernel 1a chuong trinh nhan, chay cic chuong trinh va quan 1y cac thiét bi
phan cimg nhu dia va may in.
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Shell (méi trudng) cung cap giao dién cho nguoi s dung, con duge mo ta
nhu mot bd bién dich. Shell nhan cac cau I¢nh tir nguodi st dung va gui cac cau
lénh d6 cho nhan thyc hién. Nhiéu shell dugc phat trién. Linux cung cap mot sd
shell nhu: desktops, windows manager, va moi truong dong Iénh. Hién nay chu
yéu ton tai 3 shell: Bourne, Korn va C shell. Bourne duoc phat trién tai phong thi
nghiém Bell, C shell dugc phat trién cho phién ban BSD ciia UNIX, Korn shell 1a
phién ban cai tién cua Bourne shell. Nhitng phién ban hién nay cua Unix, bao gdm
ca Linux, tich hop ca 3 shell trén.

Ciu tric tép quy dinh cach luu trit cac tép trén dia. Tép duoc nhom trong
cac thu muc. Mdi thuy muc c6 thé chira tép va cac thu muc con khac. Nguoi dung
c6 thé tao cac tép/thu muc cia riéng minh ciing nhu dich chuyén cac tép giita cac
thu muc d6. Hon nita, v6i Linux ngudi dung cé thé thiét 1ap quyén truy nhép
tép/thu muc, cho phép hay han ché mot nguoi ding hodc mot nhom truy nhap tép.
Céc thu muc trong Linux dugc td churc theo céu trac cay, bat dau bﬁng mot thu
muc gdc (root). Cac thu muc khac dugce phan nhanh tir thu muc nay.

Kernel, shell va cau trac tép cau thanh cdu tric hé diéu hanh. Vi nhimg
thanh phan trén ngudi dung c6 thé chay chuong trinh, quan 1y tép va twong tac voi
hé thong.

5. Cac dac tinh co ban

Muc tiéu: So véi cdc hé dieu hanh khéc, Linux mang mot s6 dac diém chinh dwoc
liét ké sau. Pady la cdc ddc diém co ban givip nguoi ding dinh hwdéng lea chon si
dung.

Mot sb dic diém co ban cta Linux:

5.1. Pa tién trinh

La dic tinh cho phép ngudi dung thyc hién nhiéu tién trinh dong thoi. May
tinh str dung chi mot CPU nhung xir Iy dong thoi nhiéu tién trinh cing luc.
5.2. Téc df cao

Hé diéu hanh Linux dugc biét dén nhu mot hé diéu hanh c6 téc do xir Iy cao,
bdi vi nd thao tac rat hiéu qua dén tai nguyén nhu: b nhé, dia. ..
5.3. B6 nh¢ a0

Khi hé théng sir dung qua nhiéu chwong trinh 16n din dén khong dii bo nhd
chinh (RAM) dé hoat dong, Linux dung b nhé tir dia 13 partition swap. Hé thong
s& dua cac chuong trinh hodc dit lidu nao chua co yéu cau truy xuat xudng ving
swap nay, khi c¢6 nhu cau thi hé théng chuyén 1én bo nhé chinh.
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5.4. Str dung chung thu vién
Hé thong L,inux ,cc') rat nhiéu thu vién dung chung cho nhiéu tmg dung. Diéu
nay s€ gitip hé thong tiét kiém duoc tai nguyén va thoi gian xur 1y.
5.5. Str dung cac chuwong trinh xir ly van ban

Chuong trinh xir 1y vin ban 1a mdt trong nhung chwong trinh rat can thiét
d6i voi nguoi st dung. Linux cung cip nhiéu chuong trinh cho phép ngudi ding
thao tac vo1 van ban nhu vi, emacs, nroff,. ..

5.6. Str dung giao dién cira so

Giao dién cira s6 dung Hé théng X Window, c6 giao dién nhu hé diéu hanh
Windows. Véi hé thong nay nguoi ding rat thuan tién khi lam viéc trén hé thong.
X Window System hay con goi tat 1a X duoc phat trién tai vién Massachusetts
Institute of Technology. Né duoc phat trién dé tao ra moi truong 1am viéc khong
phu thudc phan cing. X chay dudi dang client —server. Hé thong X Window hoat
dong qua hai b0 phan:

- Phan server con goi la X server

- Phan client dugc goi 1a X Window manager hay desktop environment.

X server sir dung trong hau hét cac ban phan phdi cua Linux 1a Xfree86.
Client st dung thuong la KDE (K Desktop Environment) va GNOME (GNU
Network Object Model Environment).

5.7. Network Information Service (NIS)

Dich vu NIS cho phép chia xé céc tap tin password va group trén mang. NIS
1a mot hé théng co s dir liéu dang client-server, chita cac thong tin ctia ngudi
dung va dung dé chimg thuc nguoi dung. NIS xuét phat tir hang Sun Microsystems
voi tén 1a Yellow Pages.

5.8. Lap lich hoat dong chwong trinh, rng dung

Chuong trinh 13p lich trong Linux xac dinh cac Uing dung, script thuc thi
theo mot sy sap xép ciia ngudi dung nhu: at, cron, batch.
5.9. Cac tién ich sao luu dir li¢u

Linux cung cép cac ti¢n ich nhu tar, cpio va dd dé sao luu va backup dir ligu.
RedHat Linux con cung cép tién ich Backup and Restore System Unix (BRU) cho
phép tu dong backup dir liéu theo lich.

5.10. H§ tro nhiéu ngdn ngir 1ap trinh

Linux cung cdp mot moi trudng 14p trinh Unix day di bao gdm cac thu vién
chuan, cac cong cu 1ap trinh, trinh bién dich, chuong trinh debug. Ngon ngit chi
yéu str dung trong cac hé diéu hanh Unix 1a C va C++. Linux dung trinh bién dich
cho C va C++ la gcc, chuong trinh bién dich nay rat manh, hd tro nhiéu tinh nang.
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Ngoai C, Linux ciing cung cap céc trinh bién dich, thong dich cho cic ngon ngir
khac nhu Pascal, Fortran, Java...

Cau héi
1. Linux la gi? Néu cac dac di€m cua h¢ diéu hanh Linux.

2. So sanh cac uu khuyét diém cua hé diéu hanh Linux so v&i hé diéu hanh
Windows.

3. Trinh bay kién trtc va chirc ning cac thanh phan chinh cua Linux.



Trang 8
BAI 2: CAI PAT HE PIEU HANH LINUX

Muc tiéu:

- Nam yéu cu dbi voi hé thong cai dit hé diéu hanh Linux;
- Thuc hién viéc cai dat hé diéu hanh 1én may tinh;

- Thuyc hién cAu hinh thiét bi;

Cai dat cac goi phan mém;

- Thuc hién céc thao tac an toan véi may tinh.

Noi dung chinh:
1. Yéu cau di voi hé thong

Muc tiéu: So véi cdc hé diéu hanh khéc, Linux yéu cau cau hinh hé thong khéng
cao. Phan ndy trinh bay cdu hinh t6i thiéu mét hé thong cdan dam bdo dé hé diéu
hanh Linux hoat déng. Tuy nhién, déy la khuyén cdo toi thiéu,; Trén thuc té, cdu
hinh hé théng cang cao cang tot.

Linux khong doi hoi may c6 cau hinh manh. Tuy nhién néu phan ctng ¢
cau hinh thap qua thi c6 thé khong chay duge X Window hay cac tmg dung c6 san.
CAu hinh tdi thiéu nén dung:

- CPU: Pentium MMX tr¢ |én.

- RAM: 64 MB tr¢ 1€n cho Text mode, 192MB cho mode Graphics.

- Bia cing: Dung luong dia con phu thudc vao loai cai dat.

+ Custom Installation (minimum): 520MB.
+ Server (minimum): 870MB.
+ Personal Desktop: 1.9GB.
+ Workstation: 2.4GB.
+ Custom Installation (everything): 5.3GB.
- 2M cho card man hinh néu mudn st dung mode dd hoa.

2. Qua trinh cai dat

Muc tiéu: Phan nay sé trinh bay chi tiét qud trinh cai ddat hé théng, gitip nguwoi hoc
co thé ty cai dat hé thong voi hé diéu hanh Linux mot cach dé dang.

2.1. Chon phuong thire cai dat
Ngudn cai dat tur:

- CD-Rom: C6 thé khdi dong tir CD-ROM hoic khoi dong bang dia mém
boot.

- Pia cimg: Can sir dung dia mém boot (dung 1énh dd hodc mkbootdisk dé
tao dia mém boot).

- FS image: Str dung dia khoi dong mang. Két ndi toi NFS sever.
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- FTP: Sir dung dia khéi dong mang. Cai truc tiép qua két ndi FTP.
- HTTP: Str dung dia khoi dong mang. Cai tryc tiép qua két néi HTTP.
2.2. Chon ché @ cai dit
Chung ta c6 thé chon cac ché do:
- Linux text: ché do text (Text mode).
- [Enter]: ché d6 dd hoa (Graphical mode)
2.3. Chon ngdn ngir hién thi trong qua trinh cai dit
Chon ngdn ngit “English” r6i chon Next
2.4. Cau hinh ban phim
Chon loai ban phim ctiia minh, chon Next
2.5. Chon cau hinh mouse

Chon loai Mouse phul hgp véi mouse ctia minh. Khi chon luu ¥ cong gan mouse 1a
serial hay PS/2, chon Next.

2.6. Lwa chon loai man hinh

Thong thuong hé diéu hanh s& tu dong nhan dang loai man hinh hién thi, néu
khong ta phai cau hinh lai man hinh hién thi trong hop thoai bén phai. Chon Next.

2.7. Lua chon loai cai dat

Installation Type [ ¥

v Project (LTSP) adds supportfor diskless
e hep:www ) L2857, crg for decals and
Choose the type of Installation
that will best meet your needs.

¥ Personal Deskiop
Perfect for parscmsl ceenputirs. of iglops, salect e nstsbision ype 10
An installation will destroy any o] nstala raphical deskiop emyronmest and crease a sysiem teal for
previously saved information on o er deshicp we.

the sefected partitions.

= Workstation
For more Information concerning Jj | Ogtion mstalk & graphcal des k3op eevioement meh 1ok for
cltware devekpment and system adninstraten
the difierences among these e e Ve e =
installation classes, refer 1o the
product documentation, < Server
| Sekect this nstalunon type £yos moukd e 1o set op e hasing, pont
0 sharing, and Web services. Addiional services cas alvo be erabled
% you can o vt sl

23 Hide b | [@ Release Notes @ Back B et
Mot so loai cai dat thong dung:

- Workstation: Cai dit hé diéu hanh phuc vu cho cong viéc cia mot may
tram.

- Server: Cai dit hé diéu hanh phuc vu cho may chu.

- Custom: c6 thé tich hop cac tiiy chon trén mot cach tly .
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2.8. Chia Partition
Fedora’

Disk Partitioning
Setup

One of the largest obstacles for
a new user during a Linux
installation is pantitioning. This
process s made easier by
providing automatic
partitioning.

By selecting automatic
partitioning, you will not have
10 use partitioning tools to
assign mount points, create
partitions, or allocate space for
your installation.

To pantition manually, choose

the Disk Druid panitioning L
tool.

Use the Back buron to choose

R Hide Help| | [G Redease Notes

Automatic Paritioning sets partitions based on the selected
imstallation type. You also can customize the partitions once
they have been created.

The manual disk pantitioning tocl, Disk Deuid, Allows you 1o
Ccreate partitions in an interactive enviconment. You can set the
file system types, mount ponts, partition sizes, and more.

% Automaticaly parition
Manually pantition with Disk Dnid

4 Bk |

P Next

- Automatically partition: hé théng tu dong phan ving 6 dia hop 1y dé cai
hé diéu hanh (thong thuong theo cach nay thi hé théng s& tao ra hai phan ving:

/boot, /, swap)

- Manually partition with Disk Druid: Chia partition bang tién ich Disk
Druid. Pay 1a cach chia partition dudi dang d6 hoa dé dung.

- Néu ta 1a nguoi moi hoc cach cai dit thi nén lya chon Automatically

partition.

2.9. Lua chon Automatically partition

Automatic
Partitioning

Automatic partitioning allows
yau ta have some control
concerning what data is
removed (if any) from your
system.

To remove only Linux partitions
(partitions created from a
previous Linux installation),
select Remove all Linux
partitions on this system.

To remove all partitions on
your hard drive(s) (this includes
pantitions created by other
operating systems such as
Windows 95/88/NT/2000),
select Remove all partitions
on this system. =

| BB Hide Help| | [ Release Notes

Before automatic partitioning can be set up by the
installation program, you must choase how to use
the space on your hard drives.

| want to have automatic partitioning:

(®) Remove all Linux pantitions on this system
Remove all panitions on this system
) Keep all patiions and use existing free space

Select the dnve(s) to use for this installation.

[ sda 4005 MB VMware, VMware Vinual S
[2 «db 2017 MB VMware, VMware Vitual S
¥l sdc 2047 MB VMware, VMware Virtual S

Lz} Reyjew (and moddy if needed) the panitions created

| Back |

L3
'b Next |

- Remove all Linux partitions on this system: loai bo tat ca cac Linux

partition c6 san trong hé thng.

- Remove all partitions on this system: loai bo tat ca cac partition c6 san

trong hé thong.

- Keep all partitions and use existing free space: giit lai tit ca cac partition
c6 sin va chi sir dung khong gian trong con lai dé phan chia phan ving.

Tuy theo tung yéu cau riéng ma ta c6 the lya chon céc yéu cau trén cho phu

hop, sau d6 chon Next.
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2.10. Chia Partition bang Disk Druid
Trong budc 8 ta chon Manually partition with Disk Druid dé thuc hién phan
chia phan vung st dung tién ich Disk Druid.

Disk Druid hién thi cic partition cta dia dudi ché d6 dd hoa ¢ phia trén, ta
c6 thé chon timg partition dé thao tac.

{2 Drive Mev/ada (4095 MB) (Hodel Viware, Vibware VirtealS) z
: cbata? et
Disk Setup tim* ve hni
Prive Meviydb G047 ME) (Modek Vitwars, Vitwars Virtwal 5)
Choose where you would like [;“ ]
Fedora Core to be installed. 14}
Orive Mev/sdc 2047 Vitware, Vitware Virtsal 5)
Ifyou do not know how to ree ]
partition your system or if you rd!] ]
need help with using the
manual partitioning tools, refer New I [ l Delete I Reset | RAID ] VM I

1o the product documentation. Mount Point/ Size
l 2o Ilwnlvuume i | R e
If you used automatic  Mard Deves
partitioning, you can either

= joev/sda
i 'h“l“:"u“"l parkion {devisdal  fboce extd nY w® 1w
sedings (click blext), ormodily fevisds2 | e v 30 M 4w
the setup using the manual

[devisda3 swip v 188 499 52

partitioning tool.

= [devisdh
i you are manually pariitioning Froe Free space 0871 281
your system, you will see your = jdevjsde
current hard drive(s) and Free Froe space 07 1281

partitions displayed below, Use
the partiboning tool to add, edit, |[v] Hide RAID device/LVM Velume Group members

(@ 1ude | |3 Release Nots| [@ B | [B tea |

Chi tiét cac partition gém kich thudec, loai hé théng tap tin, thu muc dugc
mount vao dugc mo ta trong hinh sau:

Drive Mevisda (4095 MB) (Modek Viware, Viware Virteal 5)
Froe ‘

04 18
Choose where you would like

Deive Mev/sdb (2047 ML) (Model Vitware, VMware Virtsal 5)
Froe
Fedora Core to be installed. L 07 us
Drive Mev) 7 MB) (Model: VMware, VMwase Virtual 5
If you do not know how to Iree
partition your system or if you a7 19

need help with using the I [ ] I 3 l ~
manual panitioning 1ols, refer New Edt Delete R Rall LV
1o the product documentation.

Disk Setup

size [e]e
o ]|

Moun P
| oeee  [Momesa] e [roma

If you used automatic = Haed Drives
partitioning, you can either
accept the current partition
setiings (click Next), or modify
the setup using the manual

pantitioning tool. Free Free space 047 1 261
* [devisde
If you are manually partiioning Free Free space 2087 1 261

your system, you will see your

current hard drive(s) and

pantitions displayed below. Use

the partitioning tool to add, edit, [v] [ Hde RAID device/LVM Volume Group members

@B ice tilp| |3 Botease Nores (€ B | [ tew |

- New: Tao m{t partition mdi, chi dinh tén phan vung (mount point), loai
filesystem (ext3) va kich thudc (size) tinh bang Mbyte (tity chon).

Add Partition

Mount Point: | /boot| ILI

File System Type: | ext3 'J

sda 4095 MB VMware, VMware Virtual S

Allowable Drives:

Size (MB): [100 B
Additional Size Options
@ Fixed size

O Fill all space up to (MB): 1 2l

O Fill to maximum allowable size

[[] Force to be a primary partition

Ilgancel || & OK |

- Edit: Thay d6i lai cac tham sb ctia phan ving duoc chon.
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- Delete: X6a phan viung dugc chon.
- Reset: Phuc héi lai trang thai dia nhu trude khi thao thac.

- Make RAID: Str dung véi RAID (Redundant Array of Independent Disks)
khi ta c6 it nhat 3 dia cing.

2.11. Cai dat chuong trinh Boot Loader

Boot Loader 1a chuong trinh cho phép chon cac hé diéu hanh dé khai dong
qua menu. Khi chiing ta chon, thi chung xac dinh cac tip tin can thiét dé khoi dong
hé diéu hanh va giao quyén diéu khién lai cho hé diéu hanh. Boot Loader c6 thé
dugc cai vao Master Boot record hoidc vao sector du tién cua partition.

Linux cho  phép su dung chuong trinh Boot Loader 1a GRUB hodc LILO. Ca
2 Boot Loader déu hd trg quan 1y nhiéu hé diéu hanh trén mot hé théng.

- Chon cai Boot Loader vao Master Boot Record (MBR) khi chua ¢6 chuong
trinh Boot Loader nao dugc cai, hodc chac chan chuong boot loader ¢6 thé khoi
dong dugce cac h¢ diu hanh khac trong may. Khi cai 1én MBR thi cac chuong trinh
Boot Loader trudc do s€ bi thay thé bang Boot Loader mai.

- Chon cai Boot loader vao sector dau tién cta partition cai dat khi da co
chuong trinh Boot Loader tai MBR va khong muén thay thé né. Trong trudng hop
nay, chuong trinh Boot Loader kia nim quyén diéu khién trudc va tré dén chuong
trinh Boot Loader cua Linux khi ¢ yéu cau khoi dong hé diéu hanh nay. ‘

- Neu khong cai chuong trinh Boot loader thi phai str dung dia  mém
boot dé khéi dong hé¢ diéu hanh.

- C6 thé dat mat khau cho boot loader thong qua nat Change password.

2.12. Cau hinh mang

Network

Configuration B a0 172.29.14,150255.255.255.224

Any network devices you have
on the system will be
automatically detected by the
installation program and shown
in the Network Devices list.
Hostname
To configure the network Set the hostname:
device, first select the device >
and then click Edit. In the Edit
Interface screen, you can © manually
choose to have the IP and
Netmask information Miscellaneous Seftings
configured by DHCP or you s 17 e 77 o
can enter it manually. You can
also choose to make the Bmay ONS: (172 .29 .14 .15
device active at boot time, Secondary DNS. ! L3
Tertary DNS.

nhon (ex, “host.domain.com”)

If you do not have DHCP dlient
ACCeSS Or are unsure as to

B3 Fide Holp| | (9 Release Notes 4 Bxk B Nex

Conflgure using DHCP: Cé thé chon cau hinh TCP/IP dong qua dich vu DHCP
hodc cau hinh cu thé. Khi cau hinh cy thé, phai nhap nhiing thong sé cau hinh
mang trong muc chon edit:
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| CEditmerfaceetho

Configure eth0 - Advanced Micro Devices [AMD]|79c970 [PClkeBZ LANCE]
[] Configure using DHCP
Activate on boot

IP Address: |172 [J20  [[14 150
Netmask: ~|255 /255 |/255 | /12§

‘IganceIH & 0K I

- [PAddress: Chi dinh dia chi IP cua host cai dat.
- Netmask Address: subnet mask cho dia chi IP trén.
Active on boot: Card mang duoc kich hoat khi hé diéu hanh khéi dong.
Host name: Néu co6 tén dns day du thi khai bao tén day du. Trong trudng hop

khong két ndi vao mang, ching ta ciing dit tén cho méy thong qua muc manually.
Néu khong dién tén nao vao thi gia tri mic nhién 1a localhost.
Miscellaneous Settings: chi dinh dia chi gateway va Primary DNS, va mot s6
thong so khac.
Céc truong khong c6 gia trj thi cac truong d6 khong dugc sir dung trong hé thong.
2.13. Cau hinh Firewall

Trong Linux c6 tich hop Firewall dé bao vé hé thong chdng lai mot sb truy
xuat bat hop phap tir bén ngodi. Ta chon Enable Firewall, sau d6 chon loai dich vu
can cho phép bén ngoai truy cap vao Firewall.

Fedora
2 A fisewall can help prevent unauthorized CCes5 10 your compater from the
1 outside wordd. Would you ke 1o enable a feewall”
Firewall ) e
Configuration ¥ Enable firewal *

What services should be allowed to pass theough the firewal?
A firewall sits between your

computer and the nemwork, and ] WWW HTTP)
determines which resources on Ll Frp

YOUr computer remote users on ] sSH

the network are able o access,
A properly configured firewall
can greatly increase the out-of-
the-box secunity of your system,

[] Telnet
(] Mail (SMTP)

Ocher ports:
Choose the appropriate
security level for your system. M you would like o alow all traffic from a device, select it below.
[ eho
No Firewall — No firewall
provides complete access o
your system and does no
security checking. Security
checking is the disabling of
access 1o certain services, This
should only be selected if you |-/

B3 ride telp| |3 Release Notes 4 Bxk B oNex |
b e et o Ll [ L |
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2.14. Chon ngén ngit hd trg trong Linux

Fedora

| Select the defacl laguage fo the system: | Engish (USA) |

Additional
Language Support

Select a language to use as
the default language. The
default language will be the
language used on the system
once installation is complete. If
you choose to Install other
languages, itis possible to
change the default language
after the installation.

The installation program can
install and support several
languages. To use more than

one language on your system,
choose specific languages 10

be installed, or select all |
languages to have all available
languages installed on the

system.

BBtidetich| |3 Beease Nots|

Select addnicmal languages to install on the systam:
Enghsh (Denmark)
English (Great Brtain)
"] English (Hong Kong)
[ English (India)
Engish Oreland) L
[ English (New Zeatand) =
[ English Phiippines)
Enghsh (Segagore)
T English (South Atrica)
[] English Zimbabwe)
[ Essonian

[ Faroese (Fasoe Islands)
Finnsh
[ French (Belges)
[ French (Canada)
French (France)
[ French (Luxemburg)
Erench (Switzedand) =]

4 Back

> e

Chuing ta co thé cai dat va sir dung nhiéu ngdn ngir trong Linux. C6 thé chon
ngdn ngit mic dinh (English (USA)) va c4c ngon ngir khac dé st dung.

2.15. Cau hinh khu vye dia 1y ciia hé thong

Céac vj tri chia theo chau luc. Ta c6 thé chon muc nay mot cach thong qua
viéc dinh vi chudt tai dang vi tri trén ban dd.

Time Zone
Selection

Setyour ime zone by selecting
your computer’s physical
location.

On the Interactive map, click on
a specific ity (marked by a
yellow dot) and a red X will
appear indicating your
selection. You can also scroll
through the available list and
choose a time zone.

You can also seroll through the
city list and choose your
desired time zone.

You can also selectthe
System Clock uses UTC
option (UTC, also known as |

[@BHte tip| (75 Bedoase Notes |

=
Lé Please seloct the nearest city in your smezone

AmarcticaDavis

Davis Statcn, Vestiokd Hils

’me [&unmm 2l

Asia/Riyadh =
CE——
AsiarSakhain Moscows 7 - Sakhalin Istand B

I 0}

«
(] System clock wses UTC

[4 Baar i B et |

2.16. Pat mat khau cho ngudi quan tri

Trén Linux ngudi quan tri duge goi 1a nguodi root. Mat khau cua user root
bét budc co chiéu dai tdi thiéu ctia password 1a 6 ky tu. Luu ¥ password phan biét
chir hoa va thuong. Khi c6 thdng bao “Root password accepted” la duoc.

Fedora

Set Root Password

Use the root account only for
administration. Once the
installation has been completod,
create a non-oot account for your
genaral use and su - o gain
root access when you need 1o fix
something quickly, These basic
rules will ménimize the chances of
a typo or incorrect command
doing damage 10 your system.

[EBroetice|  [[FRetesse ores|

D Enter the 100t (adminestraton pazsword for the system.

Root Password, |+
Confim

Reading package afoomssico.

]



Trang 15
2.17. Cau hinh chirng thuc

Néu khéng sir dung password mang c6 thé bo qua cdu hinh ndy nhung van
stt ché do chon mic nhién (chon Enable MDS5 passwords va Enable shadow
passwords)

- Enable MD5 passwords: cho phép password str dung t&i 256 ky tu thay vi
chi toi 8 ky tu.

- Enable shadow passwords: cung cip co ché luu trit password an toan.
Password dugc luu trit trong tap tin /etc/shadow va chi c¢6 root méi dugce doc.

- Enable NIS: cho phép mot nhom may trong mot NIS domain st dung
chung tap tin passwd va group. Chon céac tham sb sau:

+ NIS domain: Xac dinh NIS domain ma may nay tham gia

+ Use broadcast to find NIS server: Cho phép str dung thong diép
quang ba dé tim NIS server.

+ NIS Server: Xac dinh NIS server.

+ Enable LDAP: Hé théng su dung LDAP cho mdt vai hodc tat ca cac
phép chiing thuc.

+ LDAP Server: Xac dinh LDAP server (dung dia chi IP)

+ LDAP Base DN: cho phép tim kiém thong tin ngudi dung dya trén
DN (Distinguished Name)

+ Use TLS (Transport Layer Security) lookups: cho phép LDAP géi
tén nguoi dung va password ma hoa tdi LDAP server trude khi ching thuec.

- Enable Kerberos: 1a hé thong cung cip cac dich vu chting thuc trén mang.
Cac lua chon:

+ Realm: cho phép truy xuat toi mang st dung Kerberos.
+ KDC: cho phép truy xuat téi Key Distribution Center (KDC).
+ Admin Server: cho phép truy xuat tdi server chay kadmin.

+ Enable SMB Authentication: Cai PAM dé ding mdt Samba server
chung thuc cho cac client.

+ SMB Server: Xac dinh samba server ma cac may tram két noi to1 dé
chung thuc.

+ SMB Workgroup: Xac dinh workgroup ma samba server dugc ciu
hinh tham gia.
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2.18. Chon cac chwong trinh va Package cai dat

Chon céc chuong trinh can cai dit: everything: cai tit ca cac chuong trinh,
Minimal: chi cai mot sé chuong trinh hodc phan mém thong dung.

Néu nam rd cac package can thiét cho cic chuong trinh mong muén thi chon
Select individual packages. Ta c6 thé chon Details dé chon chi tiét cac thanh
phan trong timg phan mém hoic nhom cac cong cu.

Installing Packages
We have gathered all the
information needed to install

Fedora Core on the system, It
may take a while w install

everything, depending on how Fa !
many packages need to be ora
installed. _d

R E

Formarting /usr file system...

B }mmmme; ek | (BN

2.19. Pinh dang filesystem va tién hanh cai dat

. This group is a collection of graphical administration tools s
Package Group Q . for the system, such as for managing user accounts and
- configueing system hardwase
Selection &) System Tools p2a2 Dets
) . This group is a collection of various toals for the system,
Select the package (application) gg such as the client for connecting to SMR shases and toals
groups that you want to install. To 10 monitor network traffic
select a package group, click on ! Printing Support o10)  Detals
the check box beside it. £, Install these tocls 10 enable the system 10 prnt of act as a
2 pien sorver.
Once a package group has been
selected, clck on Details o view | | L
which packages will be installed 7 Lyse By Details
by default and 1o add or remove e The Linux Termindl Service Project
optional packages from that y
group. Everything
o This group includes all the packages available. Note that
s there are substantally more packages than just the ones in —
“all the other package groups on this page.
(] Minimal [N
Choose this group to get the minimal possible set of
packages, Uselul for creating small routes/rewall boxes,
for example.
Total install size: 3,881M
@R thde Help| | [ Release Notes 4 Back P Next

3. Céu hinh thiét bi
Muc tiéu: Trinh bay cac thao tdc cdu hinh cdc thiét bi théng dung. Piéu nay gitip
nguoi hoc co thé cdu hinh cdc thiét bi mot cach dé dang.
3.1. B nho (RAM)

System RAM dugc BIOS nhén biét khi khai dong, Linux kernel c6 kha ning
nhan biét duoc tat ca cac loai RAM (EDO, DRAM, SDRAM, DDRAM).
3.2. Vi tri luu trir tai nguyén

Kernel luu trir thong tin tai nguyén trong thu muc /proc, cac tap tin ta can
quan tam:

+ /proc/dma
+ /proc/interrupt



Trang 17
+ /proc/ioports
+ /proc/pci
3.3. H6 tro USB
Hau hét cac phién ban linux gin day c6 kha ning nhan biét USB device, khi
USB duoc cdm vao USB port thi n6 dugc USB controller diéu khién, Linux hd tro

rat nhiéu USB controller, thiét bi USB dugc Linux kernel nhin biét qua tap tin
/dev/sdal.

3.4. Network Card

Kernel cua linux hd tro hau hét NIC, dé xem chi tiét thong tin hién tai ctia
card mang ta sir dung céc 1énh sau day: Dmesg, Ispci, /proc/interrupts, /sbin/lsmod,
/etc/modules.conf

3.5. Cai dat modem
Sau day la mot s6 budc cai dat serial modem:
+ Budc 1: Dung lénh setserial dé scan serial device.
+ Budc 2: Dung 1énh 1s —s /dev/ttyS1 /dev/imodem

+ Budc 3: cau hinh Dial profile thong qua céng cu wvdial cung cap
script wvdialconfig dé ta scan nhiing thong tin can thiét cho modem va ghi vao file
letc/wvdial.conf.

3.6. Cai dit va cau hinh may in

Trudc khi cai dat may in, can cai thém package system-config-printer-
0.6.98-1 (Fedora Core). Sau d6 dung 1énh #system-config-printer
Queue —] Cre;te a New Queue: Name anleg))e —
Queue Name : [TV

Queue Type

=

Unix Print Queue LPD
Windows Print Queue SMB
Novell Print Queue NCP
Jetdirect Printer JETDIRECT

L

Chon New d¢é cai dit may in

| Red Hat Printer Config [

Queue Aliases Type Details

=

_— —
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bat tén Printer va chon Queue Type

Chon Queue Driver dé chi dinh loai may in

4. Str dung hé thong
Muc tiéu: Viéc dang nhdp va sw dung cac lénh co ban, su dung tro giup la diéu
ddu tién ngwoi dimg phdi thuc hién dwoc. Phan nay trinh bay cdch ddang nhdp,
quan sdt ddu nhdc hé diéu hanh, cach sir dung cdc lénh don gian va cdch goi tro
giip khi can thiét.
4.1. Pang nhap
Dé sir dung hé thdng, trude hét phai ding nhap vao. Khi két ndi téi may thi
man hinh hién thi dong:
+ Login:
+ Password:
C6 2 dang dau nhic 1énh:
+ Dang $ dung cho nguoi dung thuong.

+ Dang # dung cho nguoi dung quan tri (root).
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Khi login vao hé thong, chung ta thdy ddu nhac 1énh xuat hién c6 dang:
[tén-dang-nhap@tén-may thu-muyc-hién-hanh]dau-nhac-lénh
Vi du: [root@serverroot]#
- TUr ddu nhac 1énh ta c6 thé st dung 1énh theo ¢t phap nhu sau:
Tén-1énh [tuy-chon] [tham-sd]
+ Tuy chon c6 dang: —<ky-tu>

+ Néu c6 nhiéu tuy chon thi ta ding ddu khoang tring dé lam dau
ngin cach hoic két hop nhiéu tiiy chon

Vi du: [root@serverls —a —I /etc

- Linux cho phép két hop nhiéu Iya chon chi diung mét du - . Nhu vi du trén
ta co thé ding lénh Is —al /etc thay cho Is —a —I /etc

- Chuyén sang user khac: Pang 1am viéc chung ta c6 thé chuyén sang ngudi
dung khac ma khong phai logout ra, bang cach dung 1énh su.

$su [tén-user]: chuyén sang user méi
- Néu tén-user khong c6 thi mic dinh 13 chuyén qua root
- Thong thuong khi chuyén sang user khéc thi bién moi trudng cta hé thong
van giir nguyén theo user cii. Bé sir dung bién moi truong cla user mdi chung ta
dung thém tham s - trong 1énh su.
Vi du: #su — [user]

4.2. Mt s6 1énh co ban

Tén 1€nh Y nghia
date Hién thi ngay gid hé thong
who Cho biét cac nguoi dung dang dang nhap vao hé thong
tty Xéc dinh tap tin tty ma minh dang login vao
cal Lich
finger Hién thi cac thong tin cila cac ngudi dung: ho tén, dia chi ...
chfn Thay d6i thong tin ciia ngudi ding
head Xem ndi dung tap tin tir dau tap tin
tail Xem ndi dung tir cudi tap tin
hostname | Xem, doi tén may
passwd Do6i mat khau cho user

4.3. Str dung trg giup man

Linux cung cAp mot hé thong thu vién gitp tim cac thong tin theo tir khoa
nhap vao. Céc lénh trong Linux sir dung rat nhiéu tiy chon, ching ta s& kho nhd
hét duoc, Linux cung cép trinh trg giup man:
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$man [tir-khda]
Vi du: Tim kiém cac thong tin vé Iénh Is
$man Is
Pé thoat khéi man: chon phim q

Man phéan dir li€u luu trir thanh nhitng doan (session) khac nhau véi cac chu
dé khac nhau la

Session | Tén chu dé Y nghia

1 user command | cac 1énh thong thudng cia hé diéu hanh
2 system call cac ham thu vién kernel ciia hé théng

3 subroutines cac ham thu vién 14p trinh

4 devices cac ham truy xuat tap tin va xir 1y thiét bi
5 File format cac ham dinh dang tap tin

6 games cac ham lién quan dén tro choi

7 Miscel cac ham khéac

8 Sys. admin cac ham quan tri hé théng

Xac dinh cu thé thong tin cua mot chu dé nao, ching ta dung Iénh man nhu
sau: $man [session] [tir-khoa]

Vi du: man 3 printf Xem cac thong tin vé ham prinf dung trong lap trinh

Néu khong xac dinh session thi session mic nhién 13 1.
5. Cai dit cac géi phan mém
Muc tiéu: Khi sir dung hé thong, viéc cdi dit cac chwong trinh, phdan mém trén hé
thong la thao téc cdn thiét. Phan ndy sé cung cdp cho nguoi dung cdch cai dat, gé
bo, ndng cap phan mém véi cdc dang file nguon khdc nhau.
5.1. Chwong trinh RPM

RedHat Package Manager (RPM) 1a hé thong quan 1y package (g6i phan
mém) dugc Linux hd trg cho nguoi dung. N6 cung cap cho ngudi dung nhiéu tinh
niang dé duy tri hé thong. Nguoi dung c6 thé cai dit, x6a hodc nang cip céc
package truc tiép béng 1énh. RPM c¢6 mot co sé dir li€u chuira cac thong tin cua céac
package da cai va cac tap tin cia chiing, nhd vay RPM cho phép truy van cac thong
tin, cling nhu xéc thuc cac package trong hé thong. Néu sir dung XWindow, c6 thé
dung chuong trinh KDE-PRM hodc Gnome-RPM thay cho viéc st dung 1énh.
5.2. Dac tinh cua RPM

- Kha nang nang cap phan mém: V&1 RPM, c6 thé ning cap cac thanh
phan riéng bi¢t cia hé thong ma khong can phai cai lai. Khi c6 mdt phién ban maoi
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ciia hé diéu hanh dya trén RPM (nhu RedHat Linux chang han) chlng ta khéng
phai cai lai hé théng ma chi can nang cap. RPM cho phép nang cip hé thong mot
cach tu dong, thong minh. Cac tap tin cAu hinh duoc gitr lai qua cac lan nang cép;
vi thé, céc tuy chon sin c6 ctia hé théng duoc nang cip khong bi thay doi.

- Truy van thong tin hiéu qui: RPM ciing dugc thiét ké cho muc dich truy
van cac thong tin vé cac package trong hé thong. Co thé tim kiém thong tin cac
package hodc cac tap tin cai dat trong toan bo co s¢ dir liéu, cling co thé hoi tap tin
cu thé thudc vé package nao va nd & dau. Package RPM co céc tap tin chira cac
thong tin rat hitu ich vé package nay va ndi dung ctia package. Céc tap tin nay cho
phép ngudi dung tim kiém thong tin trong mot package riéng 1é.

- Tham tra hé théng (System Verification): Mot dac tinh rit manh cta
RPM 14 cho phép tham tra lai cac package. Néu nghi ngd mot tap tin ndo bi xda
hay bi thay thé trong package, c6 thé kiém tra lai rat d& dang. Céan phai cht ¥ dén
cac dau hiéu bat binh thuong cua hé théng, nén kiém tra va cai lai néu can thiét.
5.3. Lénh rpm

Luu ¥ rang rpm phai duoc thuc hién boi ngudi dung quan tri (root). RPM ¢6
5 ché @6 thuc hién: cai dat (installing), x6a (uninstalling), nang cap (upgrading),
truy van (querying) va tham tra (verifying).

5.3.1. Cai diat phan mém biang rpm
Package RPM thudng chua céac tap tin gidng nhu foo-1.0-1.i386.rpm Tén tap
tin nay bao gom tén package (foo), phién ban (1.0), s6 hiéu phién ban (1), kién trtc
st dung (1386). Lénh cai dat:
# rpm —ivh tén-tap-tinRPM
Vi du:

#rmp —ivh foo-1.0-1.i386.rpm
fo0 #FHEE AR AR R

Mot sb trudng hop 16 khi cai dit.

o Package di cai r0i.

0 Xung dot véi tap tin cii d3 ton tai.

o Package phu thudc vao package khac.
Vi du: package da duoc cai dat trude

# rpm -ivh foo-1.0-1.i386.rpm

foo package foo-1.0-1 is already installed

Néu mudn cai chong 18n package da cai, sir dung tham s --replacepkgs
#rpm —ivh -—replacepkgs tén-tap-tin-package

Vi du:
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# rpm -ivh --replacepkgs foo-1.0-1.i386.rpm

Vi du: xung dot voi tap tin cii da ton tai
# rpm -ivh foo-1.0-1.i386.rpm
foo /usr/bin/foo conflicts with file from bar-1.0-1

Dé bo qua 16i nay, c6 thé cai dé 1én bang tuy chon --replacefiles.
# rpm -ivh --replacefiles foo-1.0-1.i386.rpm

Vi du: Package phu thudc vao package khac
# rpm -ivh foo-1.0-1.i386.rpm
failed dependencies:
bar is needed by foo-1.0-1

Giai quyét truong hop nay, phai cai cac package duoc yéu cau. Néu mudn
tiép tuc cai ma khong cai cac package khac thi dung tiy chon --nodeps. Tuy nhién
lGc nay cac package c6 thé chay khong tbt.

5.3.2. Loai bé phin mém di cai dit trong hé thong
# rpm -e tén-package

Luu y: khi x6a chdng ta dung tén-package chir khong dung tén tap tin RPM.
Vi du:
# rpm -e foo
removing these packages would break dependencies:
foo is needed by bar-1.0-1

5.3.3. Nang cap phin mém
# rpm —Uvh tén-tap-tinRPM
Vi du:
# rpm -Uvh foo-2.0-1.i386.rpm
fO0 HHHHIHHHHIHHH

Khi upgrade RPM sé& x6a cac phién ban cii ciia package. CO thé dung lénh
nay dé cai dat, khi d6 s& khong c6 phién ban cii nio bi x6a di.

Khi RPM tu dong nang cép voi tap tin c4u hinh, chung thuong xuét hién mot
thdng bdo nhu sau: saving /etc/foo.conf as /etc/foo.conf.rpmsave. Piéu nay co
nghia 14 khi tap tin cau hinh cua phién ban cii khong twong thich vai phién ban méi
thi chung luu lai va tao tap tin cdu hinh méi. Nang cép thuc su 1a su két hop gitra
Uninstall va Install. Vi thé khi upgrade ciing thudng xay ra cac 16i nhu khi Install
va Uninstall va thém mot 16i nita 1a khi upgrade véi phién ban cii hon.

# rpm -Uvh foo-1.0-1.i386.rpm

foo package foo-2.0-1 (which is newer) is already installed
Trong truong hop nay, thém tham so --oldpackage

# rpm -Uvh --oldpackage foo-1.0-1.i386.rpm

fOO HHMHE R G G S L B
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5.3.4. Truy van cic phin mém
# rpm - tén-package

Vi du:
#rpm -q foo ’
fo0-2.0-1 //két qua truy van

Thay vi xac dinh tén package, co thé st dung thém mot sb tham s khac két
hop v6i -q dé an dinh package muén truy van, ching dugc goi la Package
Specification Options

+ -a: Truy vén tat ca cac package.

+ -f <tap-tin>: Truy van nhimg package chua tap-tin. Khi xac dinh tap
tin, phai chi rd dudng dan (vi du: /usr/bin/ls)

+ -p <tén-tap-tin-package>: Truy van package tén-tap-tin-package

Sau day la cac tuy chon st dung dé xac dinh loai thong tin can tim kiém.

Chung dugc goi la Information Selection Options

+ -i: x4c dinh cac thong tin vé package bao gom: tén, md ta, phién
ban, kich thudc, ngdy tao, ngay cai dit, nha san xuét ...

+ -1: Hién thi nhing tap tin trong package.

+ -s: Hién thi trang thai ctia cac tap tin trong package.

+ -d: hién thi danh sach tap tin tai liéu cho package (vi du man,
README, info file ...)

+ --c: hién thi danh sach tap tin cAu hinh.

5.3.5. Kiém tra cac tip tin da cai dit

Céc thong tin dung kiém tra 1a: kich thudc, MD5 checksum, quyén han, loai
tap tin, nguoi sé hiru, nhom s¢ hiru tap tin.

+ rpm —V tén-package: Kiém tra tat ca cac tap tin trong package.

+ rpm —Vvf tén-file: Kiém tra tap tin tén-file

+ rpm —Va: Kiém tra tit ca cac package da cai.

+ rpm —Vp tén-tap-tin-RPM: Kiém tra mot package véi tap tin
package xéac dinh, thuong su dung trong truong hop co sé dir liéu cua RPM bi
hong.

Khi kiém tra néu khong c6 15i thi khong c6 hién thi, néu khong thi s& thong
béo ra. Pinh dang cua dong thong bao gom 8 ky tu va tén tap tin. Mdi ky tu biéu
dién cho két qua cta viéc so sanh mot thudc tinh cia tip tin voi thude tinh luu
trong co s dit liéu RPM. Dau cham (.) nghia 1a da kiém tra xong. Nhiing ky tu dai
dién cho céc 13i kiém tra.

+5— MD?5 checksum

+ S — kich thudce tép tin

+ L — lién két mém

+ T - thoi gian c@p nhat tép tin

+ D - thiét b
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+ U — nguoi so hitu
+ G — nhom sé hitu
+ M - quyén truy xuat va loai tap tin.
+ ? — khong tim thay tap tin

5.3.6. Cai dat phan mém file ngudn *.tar, *.tgz

Ngoai cac phan mém dugc dong goi dang file nhi phan (file *.rpm) con co
cac phan mém dugc ung cip dang file source code nhu: *.tar hodc *.tgz. Thong
thudng dé cai dit phan mém nay ta can phai dua vao trg giup cua file gitp d& trong
ting chuwong trinh hodc phan mém, cac file (README or INSTALL) nay nim
trong cac thu muc con cta thu muyc sau khi ta dung 1énh tar dé giai nén source. Dé
thuc hién viéc cai dat nay ta thuong lam cac budc sau:

Buwdce 1: Giai nén file tar.

Vi du:
[root@bigboy tmp]# tar -xvzf linux-software-1.3.1.tar.gz
linux-software-1.3.1/
linux-software-1.3.1/plugins-scripts/

linux-software-1.3.1/linux-software-plugins.spec
[root@bigboy tmp]#

Tao cac thu muc con chira cac file cai dat
[root@bigboy tmp]# Is

linux-software-1.3.1 linux-software-1.3.1.tar.gz
[root@bigboy tmp]#

Buéc 2: Chuyén vao thu muc con va tham khao cac file INSTALL,
README.

Vi du:
[root@bigboy tmp]# cd linux-software-1.3.1
[root@bigboy linux-software-1.3.1]# Is

COPYING install-sh missing plugins
depcomp LEGAL mkinstalldirs plugins-scripts
FAQ lib linux-software.spec README

Helper.pm Makefile.am linux-software.spec.in
REQUIREMENTS

INSTALL Makefile.in NEWS subst.in
[root@bigboy linux-software-1.3.1]#

Buwéc 3: Sau d6 dya vao chi dan trong file INSTALL, README) dé cai dit
phan mém.
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1. Trinh bay cac yéu cau ddi v6i hé thong dé cai dat hé diéu hanh Linux.

2. Cho biét cac ché do cai dit Linux; Uu va nhuoc diém cua moi ché do cai dat?

Bai tap thuc hanh
1. Cai dat hé diéu hanh Linux cho hé théng.

Cac budc thuc hién:

Boot

Chon ché do cai dat

Kiém tra dia CD

Giai thiéu

Chon ngdn ngix

Chon keyboard

CAu hinh man hinh

Chon kiéu cai dat

Chon co ché phan chia dia

Tao 3 phéan vung

Lwa chon cdu hinh Boot loader dit mat khau

Cau hinh mang

Cau hinh firewal

Chon ngdn ngit hd tro sau cai dit

Cau hinh mui gio

Thiét 1ap mat khau cho user quan tri hé thong

Két ndi phan mém can cai dat:

X Windows System

GNOME Desktop

KDE

Cac phan mém khac (Editors, Graphic Interrnet, Text-based
Interrnet, Office/Productivity, Cac tool khac, Cac cong cu hd tro
cau hinh, Cac dich vu, hé thdng can thiét khac, Cong cu hd tro bién
dich, Cac cdng cu quan tri hé théng Linux

Yéu cau login dé sir dung Linux

Setup cé4c thdng sé co ban (License, ngay gid, co ché hién thi man hinh,
do phan giai)

Tao thém account cho cac user khac

Cai dat cac packet khac

Man hinh d6 hoa hién thi va yéu cau dang nhap

Lwa chon c4c cdng cu trong qué trinh st dung giao dién d6 hoa.

0O O O O

2. Cai dat may in
- Cai dat may in HP 4500 trén moi truong text
- Cai dat may in trén ché d6 graphic
* Thuc hién cai dat mot may in cuc bg:
* Cai dat mot mdy in mang
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3. Cai dit modem trén hé thong hién tai

4. Cai dat Font VNI va Unicode trén may hién hanh
5. Cai dat bo gb tiéng viét

- Cai dat b gb tiéng viét xvnkb tir file nhi phan rpm:
- Cai xvnkb tur file ngudn *.tar.gz

- Cai dat xvnkb trén giao dién dd hoa

6. Cai dat phan mém OpenOffice
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BAI 3: THAO TAC VOI TAP TIN VA THU MUC

Muc tiéu:

Nim céc khai niém co ban vé hé théng tap tin va thu muc cia Linux;
Tao va quan 1y tap tin & thu muc;

Str dung cac Iénh lién quan dén tap tin va thu muc;

Thuc hién cac thao tac an toan v&i may tinh.

Noi dung chinh:

1. Cu triic hé thong tap tin & thuw muc
Muc tiéu: Nhue cac hé diéu hanh khdc, cau triic tdp tin va thu muc la mot phcin co
ban cia hé diéu hanh Linux. Phdn nay cung cdp cho nguwoi hoc cdc thanh phdn
ciia hé thong tdp tin, thw muc cing véi chitc ndng ciia moi thanh phan.
1.1. H¢ thong tap tin

- Hé thong tap tin 13 mot phan co ban cua hé diéu hanh Linux.

- Mot hé thong tap tin 13 thiét bi ma né di duoc dinh dang dé luu trit tap tin
va thu muc.

- Hé thdng tap tin Linux bao gébm: dia mém, CD-ROM, nhiing partition ciia
dia cting. Nhitng h¢ théng tap tin thuong duoc tao trong qua trinh cai dat hé diéu
hanh. Nhung ciing c6 thé thay doi ciu tric hé thdng tap tin khi thém thiét bi hay
chinh stra nhitng partition da tdn tai. Nhu vay, viéc biét va hiéu ciu tric hé théng
tap tin trong Linux 13 rdt quan trong.

Linux hd tro nhiéu loai hé théng tap tin nhu: ext2, ext3, MS-DOS, proc. Hé
thdng tap tin co ban ctia Linux 13 ext2 va ext3 (hién tai 1a ext3). Hé thong tap tin
nay cho phép dit tén tap tin toi da 256 ky tu va kich thudc tbi da 1a 4terabytes. Bén
canh d6, Linux hd trg va cho phép dat tén tap tin dai ddi vai nhirng tap tin MS-
DOS va nhing partition FAT32. Proc 1a mdt hé thong tap tin 4o (/proc) nghia la
khong danh dung luong dia phan phdi cho né. Ngoai ra con c6 nhiing hé thong tap
tin khac nhu 1509660, UMSDOS, Network File System (NFS).

- Cac thanh phan cua hé thong tap tin:

+ Super Block: 1a mot cdu trac duoc tao tai vi tri bat dau hé thdng tap
tin. N luu trit thong tin vé hé théng tip tin nhu: Thong tin vé block-size, free
block, thoi gian gin két (mount) cudi cing cta tap tin.
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+ Inode (256 byte): Luu nhiing thong tin vé nhiing tap tin va thu muc
dugc tao ra trong hé thong tap tin. Nhung chung khong luwu tén tap tin va thu muc
thue sy. Mdi tap tin tao ra sé dugc phan bo mot inode luu thong tin sau:

0 Loai tap tin va quyén han truy cip tap tin

0 Nguoi s¢ hiru tap tin.

0 Kich thudc cua tap tin va sé hard link dén tap tin.
0 Ngay va thoi gian chinh stra tap tin 1an cudi cing.
0 Vi tri lvu ndi dung tap tin trong hé thdng tap tin.

+ Storageblock: La vung luu dir liéu thyc sy cia tap tin va thu muc.
N6 chia thanh nhiing Data Block. Dit liéu luu trit vao dia trong cac data block. Mdi
block thudng chira 1024 byte. Ngay khi tap tin chi c¢6 1 ky tu thi cling phai cap
phat 1 block dé Iuu nd. Khong co6 ky tur két thuc tap tin.

+ Data Block cua tip tin thong thuong luu inode cua tap tin va noi
dung cua tap tin.

+ Data Block cta thu muc luu danh sach nhitng entry bao gdm inode
number, tén cua tap tin va nhirng thu muc con.

1.2. Hé théng thw muc

Common programs —(CX11_) Lok

Kernel and other boo files X

Device files Common progroms

Configuration files Documentation

User's home directory Confiquration files

Shared ibraries Gomes

lost+found )  Damaged files C header files

(_misc ) Miscellaneous files Online documentation

Maunted file systems Shared libraries

E;;f::f::':snd files thot report Other opplications

The raot user's home directory Man pages

System odministration programs System administration

. programs

Temporary files Shared information

—(;T__D T@ Sourcecode

Log files, spool files, and other dynamic files

Hé théng thu muc trong Linux co cdu trac nhu hinh vé& trén. Trong Linux

€¢ 99

khong co khéi niém 6 dia nhu trong Windows, tat ca cac tap tin thu muc bat dau tir
thu muc gbc (/). Linux st dung ddu “.” chi thu myc hién hanh va dau “..” chi thu
muc cha cua thu muc hién hanh. Vi du thu muc hién hanh 1a /usr/bin, duong dan
../local tuong duong /usr/local
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+_ ____________________________
/ |
e ]
fasr
hqme etc nar
i
thrme i e e _E
+_ ____________________________ >
Mmearflaral local bin

Nhu hinh v€ trén thu muc géc dugc mount vao partition thir nhét, /usr duoc
mount vao partition thor 2... Nhitng dit li¢u ghi vao thu muc /home sé& ghi vao
partition thur 3. Tuong tu, dit li¢u ctia thu muc /usr/local ghi vo partition 4, dit licu

O dia vat ly

Ciu tric logic hé thong tip tin

cua thu muc /usr khéng phai thu muc con /ust/local thi ghi vao partion 2.

Linux str dung cac tap tin chi dén cac partition trén 6 dia vat 1y. Nhitng tap
tin nay la nhiing tap tin thiét bi, nam trong thu muc /dev. Tap cac tap tin nay co
dang dau tin 1 ky tu x4c dinh loai 6 dia nhu: dia mém 1a fd, dia cing 13 hd, dia scsi
la sd ... tiép theo la s6 thir tu 6 dia: O dia thtr nhat dung ky hiéu a, thir 2 ky hiéu 1a

b ... va sau cung 1a s6 thir tu partition.

Vi du: tap tin chi dén céc thiét bi:
+ 6 mém thi nhat: /dev/fd0
+ partition thtr nhét cua 6 dia cimg dau tin: /dev/hdal
+ partition thir 3 ctia dia cing thir 2: /dev/hdb3.

Cac thu muc co ban trén Linux

Thuw muc Chirc nang

/bin, /sbin | Chira céc tap tin nhi phan hd tro cho viéc boot va thuc thi cac
1énh can thiét

/boot Chira linux kernel, file anh ho trg load hé diéu hanh

/lib Chtra cac thu vién chia xé cho cac tap tin nhi phan trong thu
muc /bin va /sbin, chira kernel module.

fust/local | Chira cac thu vién, cac phan mém dé chia xé cho cac may khéc
frong mang

/tmp Chtra cac file tam

/dev Chtra cac tap tin thiét bi (nhu CDROM, floppy), va mot so file
dac biét khac.

Jetc Chtra cac tap tin cau hinh hé thong

/home Chtra cac thu muc luu trir home directory ctia nguoi dung

/root Luu trlr home directory cho user root

lusr Lu:u trir tap tin cua cac chuong trinh da dugc cai dat trong hé
thong.
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Ivar Luu trit log file, hang doi ctua cac chuong trinh irng dung,
mailbox ctia nguo1 dung.

/mnt Chtra cac mount point cua céc thiét b1 dugc mount vao trong hé
thong.

Céac thu muc c6 thé str dung lam mount point cho cac thiét bi riéng: nhu:
/boot, /home, /root, /tmp, /usr, /usr/local, /opt, /var.
2. Thao tac véi tap tin, thu muc
Muc tiéu: Trinh bay cdc thao tdc trén tdp tin, thu muc mot cdch chi tiét, tir cii phdp
énh dén chirc nang va cac vi du cu thé.

2.1. Thao tac trén thuw muc

2.1.1. Puwong din twong ddi va tuyét doi
Puong dan trong Linux sir dung 1a diu /

Pé xac dinh mot tap tin hay thu muc ching ta ding dudng dan tuyét ddi hay
tuong d6i. Pudng dan tuyét ddi 1a duong din day du di tir thu muc gbe (/) cia cdy
thu muc. Vi du: /home/hv, /usr/local/vd.txt

Trong mot s trudng hop st dung céc tap tin va thu muc 13 con cua thu muc
minh dang lam viéc, ltic d6 chung ta st dung dudng dan twong dbi. Puong din
tuong ddi duoc tinh tir thu muc hién hanh. Vi du ching ta dang ¢ thu muc
/home/hv khi go 1énh cat test.txt 1a ching ta xem tip tin test.txt trong thu muc
/home/hv.,

Chuong trinh thuc thi trong Linux ¢6 2 dang chinh la tap tin Iénh va tap tin
binary. Tap tin I¢nh 1a tap tin luu cac 1€nh cua shell; tip tin binary chira ma may.
Trong Linux tén tap tin khong c6 khai niém mé rong. Nguoi ta thuong st dung
phan m& rong dé noi 1én tinh chat, y nghia cua tap tin chir khong dé xac dinh
chuong trinh thyc thi tap tin. Vi du .txt chi tap tin dang text, .conf chi tap tin ciu
hinh. Tap tin mudn thyc thi duoc thi phai gan quyén thuc thi (X).

Khi thuc thi chuong trinh phai xac dinh dudng dan chinh xac hodc st dung
duong dan trong bién méi troong PATH. Do vay, mudn thuc thi tap tin trong thu
muc hién hanh phai dung ./tén-file

2.1.2. Lénh pwd
Lénh pwd cho phép xac dinh vi tri thu muc hién hanh.
Vi du:
[natan@netcom bin]$ pwd

/usr/local/bin
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2.1.3. Lénh cd

Lénh cd cho phép thay doi thu muc.
Cu phéap:
$cd [thu-muc]
thu-muc: 14 noi can di chuyén vao.

Vi du: $cd /etc

2.1.4 Lénh Is
Lénh Is cho phép liét ké ndi dung thu muc.
Cu phép: Is [tuy chon] [thu muc]
Is — hién thi trén nhiéu cot.
Is —I hién thi chi tiét cac thong tin cta tap tin.
Is —a hién thi tit ca cac tap tin ké ca tap tin an.

Vidu: $1s -l /etc

-rW-r--r-- 1root |root |920 Jun 25 2001 im_palette-small.pal
-rW-r--r-- 1root |root |224 Jun 25 2001 im_palette-tiny.pal
-rW-r--1-- 1root |root |5464 |Jun 252001 imrc

-rW-r--r-- 1root |root |210326 | Apr1208:42 | info-dir
Irwxrwxrwx | 1root |root |11 Apr 12 07:52 | init.d -> rc.d/init.d

Y nghia cac cot tir trai sang phai

+ Cot 1: ky tu dau tién: - chi tap tin binh thuong, d chi thu muc, I chi
link va phia sau c6 dau -> chi t6i tap tin tht.

+ Céc ky tur con lai chi quyén truy xuat
+ Cot thir 2: Chi s6 lién két dén tap tin nay.
+ Cot thir 3, 4: Nguo1 s& hitu va nhom sé hitu
+ Cot thtr 5: Kich thudce tap tin, thu muc
+ Cot thir 6: Chi ngay gid stra chira cudi cing
+ Cot thtr 7: Tén tap tin, thu muc

Pé xem thong tin 1 hay nhiéu tip tin c6 thé dung
$ls -1 tap-tinl tap-tin2 ...

2.1.5. Lénh mkdir
Lénh mkdir cho phép tao thu muc.
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Cu phap:
$mkdir [tly-chon] [thu-muc]
Vi du: $mkdir /nome/web

2.1.6. Lénh rmdir
Lénh cho phép x6a thu muc rong
Cu phéap:
$rmdir [tuy-chon] [thu-muc]
Vi du: $rmdir /home/web
2.2. Tap tin

2.2.1. Lénh cat

Lénh cat dung hién thi noi dung cua tap tin dang vin ban. Dé xem tép tin,
Chon tén tap tin lam tham $0.

Cu phap:
$cat [tén-tap-tin]

Vi du: $cat myfile

Lénh cat con cho phép xem nhiéu tap tin cing lic
$cat filel file2 ...

Cat cling dugc dung dé tao va soan thao vin ban dang text. Trong trudng
hop nay chiing ta sir dung dau > hay >> di theo sau (ddu > x6a nodi dung cii va ghi
ndi dung méi vao tap tin, ddu >> ghi ndi ndi dung mai vao tap tin).

$cat > <tén-tap-tin> [Enter]
> Céc-dong-dir-liéu-cua-tap tin
> ...

[Ctrl-d: két thuc]

2.2.2. Lénh more
Lénh more cho phép xem ndi dung tép tin theo tirng trang man hinh.
Cu phap:
$more [tén-tap-tin]
Vi du:
$more /etc/passwd
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2.2.3. Lénh cp

Lénh cp cho phép sao chép tap tin
Cu phéap:
$cp <tap-tin-ngudn> <tap-tin-dich>
Vi du: $cp /etc/passwd /root/passwd
2.2.4. Lénh mv
Lénh mv cho phép thay d6i tén tap tin va di chuyén vi tri cua tap tin
Cu phap:
$mv <tén-tap-tin-cti> < tén-tap-tin-méi>
Vi du: $cp /etc/passwd /root/pwd
2.2.5. Lénh rm
Lénh rm cho phép x6a tap tin, thu muyc.
Cu phap:
$rm [tly-chon] [tén-tap-tin/thumuc]
Cac tuy chon thuong dung:

-r x6a thu muc va tat ca céc tap tin va thu muc con

-l xac nhan lai trude khi x6a

2.2.6. Lénh find
Cho phép tim kiém tap tin thoa man diéu kién.
Cu phap:
#find [duong-dan] [biéu-thirc-tim-kiém]
0 duong-dan: 1a duong dan thu muc tim kiém
0 biéu-thtc-tim-kiém: tim céc tap tin hop véi diéu kién tim.
Tim 1 tap tin xac dinh:
#find [thu-muc] —hame [tén-tap-tin] —print
Ngoai ra, c6 thé sir dung nhitng ki hiéu sau:
“*». viét tit cho mot nhom ky tu
“”: viét tt cho mot ky tu

Cé thé st dung man dé€ cé cac lya chon tim kiém day du hon
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2.2.7. Lénh grep
Lénh grep cho phép tim kiém mét chudi nao d6 trong ndi dung tap tin.
Cu phéap:
#grep [biéu-thic-tim-kiém] [tén-tap-tin]
, Tim trong tap tin c6 tén [tén-tAp-tin] nhitng dit liéu théa man [biéu-
thirc-tim-kiém]
Vi du: grep “nva” /etc/passwd
Tim kiém trong tip tin /etc/passwd va hién thi cac dong c6 xuét hién
chuoi “nvan”.
2.2.8. Lénh touch
La Iénh hd tro viéc tao va thay doi ndi dung tap tin
Cu phap: touch <option> file
Vi du: #touch filel.txt file2.txt (tao hai tap tin filel.txt va file2.txt)

2.2.9. Lénh dd
Sao chép va chuyén doi file.

Vi du:
dd if=/mnt/cdrom/images/boot.img of=/dev/fd0
(if 1a input file, of la output file)

3. Quyén truy cip, sé¢' hitu doi véi tip tin va thw muc

Muc tiéu: Trong Linux, cac tdp tin hay thu muc khi duwoc tao ra luén co nguoi so
hitu va quyén truy cdp. Phan nay sé trinh bay cac quyén trén tdp tin va thu muc,
cach gan quyén hay thay doi so hitu cdc tdp tin va thu muc sé dwoc huong dan o
phan nay.

3.1. Quyén han

Tat ca cac tap tin va thu muc cta Linux déu c6 nguoi so hitu va quyén truy
cap. Chling ta co thé thay doi cac tinh chat nay d6i véi tap tin hay thu muc. Quyén
cua tap tin con cho phép xac dinh tap tin c6 phai la chuong trinh (application) hay
khong. Vi du véi 1énh 1s —I:

-rw-r--r-- 1 fido users 163 Dec 7 14 : 31 myfile

Cot dau chi ra quyén han truy cap cua tap tin; vi du trén, cac ky tu -rw-r--r--
biéu thi quyén truy cap cta tap tin myfile. Linux cho phép nguoi st dung xac dinh
cac quyén doc (read), viét (write) va thuc thi (execute) cho timg dbi tuong. C6 3
dang ddi tugng:

+ Nguoi so hitu (the owner)
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+ Nhom s¢ hitu (the group owner)
+ Nguoi khéc (“other users” hay everyone else).

Quyén doc cho phép doc ndi dung cua tap tin. Déi véi thu muc, quyén doc
cho phép di chuyén vao thu muc va xem ndi dung cta thu muc.

Quyén viét cho phép thay doi noi dung hay xoa tap tin. Pi véi thu muc,
quyén viét cho phép tao ra, x6a hay thay doi tén céc tap tin trong thu muc khong
phu thudc vao quyén cu thé cia tap tin trong thu muc. Nhu vdy, quyén viét cia thu
muc s& vo hiéu héa cac quyén truy cap cia tap tin trong thu muc.

Quyén thuc thi cho phép goi chuong trinh 1én bd nhé bang cach nhap tir ban
phim tén cua tap tin. Péi voi thu muc, chi co thé vao thu muc béi 1énh cd néu c6
quyén thyc thi voi thu myc.

-rw-r--r-- 1 fido users 163 Dec 7 14 :31 myfile

¢ 9

Ky tu dau tién ctia quyén 13 ky tu “-” cho biét d6 1a mot tap tin binh thudng.
Néu ky tu d thay thé cho dau “-” thi myfile 1a mot thu muc. Ngoai ra con ¢é ¢ cho
thiét bi ngoai vi dang ky tu (nhu ban phim), b cho thiét bj ngoai vi dang block (nhu
6 dia cung).

Chin ky tu tiép theo chia thanh 3 nhém, cho phép xac dinh quyén cta 3
nhom: nguoi s¢ hiru (owner), nhom s hiru (group) va nhitng nguoi con lai (other).
Moi cdp ba nay cho phép xac dinh quyén doc, viét va thyuc thi theo thir tu ké trén.
Quyén doc viét tat 1a “r” ¢ vi tri dau, quyén viét viét tit bang “w” & vi tri th hai va
vi tri tht ba 1a quyén thuc thi ky hiéu bang chit “x”. Néu mot quyén khong duoc

¢ 9

cho thi tai vi tri d6 s€ co ky tu “-”.

Ky tu r w X rw X r w X

Loai tap tin Owner group owner other users

Trong trudng hop cia tap tin myfile, ngudi so hiru c6 quyén rw tic 1a doc va
viét. Nhém so hiru va nhitng nguoi con lai chi ¢6 quyén doc tap tin (read-only).
Bén canh d6, cac ky tu cho biét myfile khong phai 1a mot chuwong trinh.

Song song véi cach ky hiéu miéu ta bang ky tu & trén, quyén han truy cap
con c6 thé biéu dién dudi dang 3 s6. Quyén han cho ting loai ngudi ding sir dung
mot sd ¢6 3 bit twong tng cho 3 quyén read, write va excute. Theo d6 néu cap
quyén thi bit d6 1a 1, nguoc lai 1a 0. Gia tri nhi phan cua s6 3 bit nay xac dinh cac
quyén cho nhom ngudi do.

Bit 2 Bit 1 Bit0

read write excute

Vi du:
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chi c6 quyén doc 100 c6 giatrila 4
c6 quyén doc va thyc thi 101 cogiatrilas
Vi du: Néu c6 quyén read va excute thi sb ciia quyén la: 4+1 =5

read, write va excute: 4+2+1=7

T hop ctia 3 quyén trén co gia tri tir 0 dén 7.
+ 0 or ---: Khong c6 quyén
+ 1 or --X: execute
+ 2 or -w-: write-only (race)
+ 3 or -wr: write va execute
+ 4 or r--: read-only
+ 5 or r-x: read va execute
+ 6 or rw-: read va write
+ 7 or rwx: read, write va execute

Nhu vy khi cap quyén trén mot tap tin/thu muc, c6 thé dung s6 thap phan
gém 3 con s6. SO dau tién miéu ta quyén cua s hitu, s6 thtr hai cho nhom va sb
thir ba cho nhitng nguo1 con lai.

Vi dy: Mot tap tin v6i quyén 751 ¢ nghia 13 s¢ hitu c6 quyén read, write va
execute bang 4+2+1=7. Nhom c6 quyén read va execute bang 4+1=5 va nhiing
nguoi con lai cd quyén execute bang 1.

Ch( y: Nguoi st dung ¢ quyén doc thi co quyén copy tap tin. Khi do, tap tin sao
chép s€ thude sd hitu nguoi [am copy. Vi du minh hoa sau:

$ Is -1 /etc/passwd

-rw-r--r-- 1 root root 1113 Oct 13 12:30 /etc/passwd

$ cp /etc/passwd ./

$ Is -l passwd

-rw-r--r-- 1 ndhung admin 1113 Oct 15 10: 37 passwd

3.2. Lénh chmod, chown, chgrp

3.2.1. Lénh chmod

Dung cip quyén han truy cap cua tap tin hay thu muc. Chi ¢6 chii s& hitu va
superuser mdi cé quyén thuc hi€n cac I¢nh nay.

Cu phép cua 1énh:
$chmod [nhém-ngudi-dung] [thao-tac] [quyén-han] [tén-tap-tin]

Nhoém-nguoi-dung Thao tac Quyén

U — user + : thém quyén r— read
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g — group -: x0a quyén W — write
0 — others = : gin ngang quyén X — excute
a—all

Mot sb vi du: gan quyén trén tap tin myfile
Gan thém quyén write cho group: $ chmod g+w myfile
Xba quyén read trén group va others: $ chmod go-w myfile

Cép quyén x cho moi ngudi:
$ chmod ugo+x myfile hodc
$ chmod a+x myfile hoic
$ chmod +x myfile

Pay 1a cach thay doi twong d6i vi két qua cudi cung phu thudc vao quyén da
c6 trude d6 ma l1énh nay khong lién quan dén. Trén quan diém bao mat hé thong,
cach thay doi tuyét doi dan dén it sai s6t hon. Thay doi quyén truy cap ctia mot thu
muc ciling dugc thyc hién giong nhu dbi véi mot tap tin. Cha y 1a néu khong co
quyén thuc hién (execute) ddi v6i mot thu muc, thi khong thé cd vao thu myc do.
Moi ngudi st dung cd quyén viét vao thu muc déu c6 quyén xoa tap tin trong thu
muc d6, khéng phu thude vao quyén cua ngudi d6 ddi voi cac tip tin trong thu
muc. Vi viy, da sd cac thu muc c6 quyén drwxr-Xr-x. Nhu vay chi ¢6 nguoi sd hitu
ctia thu muc méi cd quyén tao va xoa tap tin trong thu muc.

Ngoai ra, thu muc con c6 mot quyén dac biét, do 1a cho phép moi nguoi déu
¢ quyén tao tap tin trong thu muc, moi nguoi déu cd quyén thay doi ndi dung tap
tin trong thu muc, nhung chi c6 ngudi tao ra mdi co quyén xo6a tap tin. D6 1a dung
sticky bit cho thu muc. Thu muc /tmp thuong co sticky bit bat 1én.

drwxrwxrwt 7 root root 16384 Oct 21 15:33 tmp

Ta thiy chif t, cudi cung trong nhém cac quyén, thé hién cho sticky bit ciia

Ngoai ra, chung ta ciing c6 thé gan quyén truc tiép thong qua 3 chir sé xac
dinh quyén nhu sau:

$chmod [gia-tri-quyén] [tén-tap-tin]
Vi du: Cap quyén cho tap tin myfile

Quyén Lénh
-WIXT-Xr-X $chmod 755 myfile
~[-XI--I -- $chmod 522 myfile
~MWXIWXIWX $chmod 777 myfile
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3.2.2. Lénh chown

Lénh chown dung dé thay d6i ngudi sé hitu trén tap tin, thu muc

Cl phap:  $chown [tén-user:tén-nhdm] [tén-tap-tin/thu-muc]

$chown —R [tén-user:tén-nhom] [thu-muc]

Dong 1énh cubi cung voi tiiy chgn —R (recursive) cho phép thay (T(;)i nguoi s&
hiru cua thu muc <tén thu muc> va tat ca cac thu muc con cia nd. Diéu nay ciling
dang véi 1énh chmod, chgrp.

3.2.3. Lénh chgrp
Lénh chgrp dung dé thay d6i nhom s& hitu ciia mot tap tin, thu muc
Cu phép: $chgrp [nhdm-so-hiru] [tén-tap-tin/thu-muc]
4. Lién két tap tin
Muc tiéu: 'I',rinh bay cdc dang lién két tdp tin trong Linux va cdch s dung cdc
dang lién ket nay.

Link (Lién két) mot lién két, hiéu theo cach don gian nhat, 13 tao ra mot tén
tap tin thtr hai cho mot tap tin. Vi du, khi c6 mot tap tin /usr/lib/testfile va mudn c6
mot tap tin giéng nhu vay trong thu muc /usr/tim thi khong can phai copy né ma
chi can tao mot lién két véi 1énh sau:

#In /usr/bill/testfile /usr/tim/testfile
Cu phap cua Iénh In:
$In <nguon> <dich>

Ly do co ban cua viéc tao lién két 12 nhan tap tin lén nhiéu lan. Trong vi du
trén, ca hai tap tin chinh 1a mét. Do do, néu c6 bat ky su thay ddi nao trén mot tap
tin s& anh huong ngay dén tap tin con lai.

Hard Link: 1a mot lién két trong cung hé thong tap tin voi hai inode entry
tuong tng tré dén cing mot ndi dung vat 1y (cung inode number vi ching tré dén
cung dir liéu). Néu mudn thay diéu nay, dung 1énh sau:

$ Is -i testfile
14253 testfile

Sau d6 tao mot lién két co tén khac va hién thi thong tin cila inode entry.
$ In testfile test2

$ Is -i testfile test2
14253 testfile 14253 test2

Ca hai tap tin déu c6 inode number gidng nhau
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Symbolic Link: La mot lién két khac ma khong st dung inode entry cho viéc
lién két. Su dung lién két nay khi mudn tao ra nhitng driver thiét bi, nhu
/dev/imodem thay cho /dev/cual. Tuy chon —s cua lénh In cho phép tao ra mot
symbolic link.

Vi du:
$ Is -i bigfile
6253 bigfile
$ In -s bigfile anotherfile
$ Is -i bigfile anotherfile
6253 bigfile 8358 anotherfile

Theo vi du trén, ndi dung inode number cua cic tap tin khac nhau. Liét ké
mot thu muc s& thdy symbolic link:
Irwxrwxrwx 1 root root 6 Sep 16:35 anotherfile -> bigfile
-rw-rw-r-- 1 root root 2 Sep 17:23 bigfile

Luu y: khi x6a tap tin gdc, ndi dung cua tap tin hard link khong bi anh hudng
nhung nd1 dung tap tin symbolic link khong xem dugec.

5. Luu trir tap tin
Muc tiéu: Trinh bay cach lwu trit cdc tdp tin trong Linux mot cach hiéu qua.
5.1. Lénh gzip/gunzip
gzip dung dé nén tap tin, gunzip ding dé giai nén céac tap tin di nén.
Cu phap:
$gzip [tuy-chon] [tén-tap-tin]
$gunzip [tuy-chon] [tén-tap-tin]

gzip tao tap tin nén v4i phan mo rong .gz

Céc tuy chon dung cho gunzip va gzip:

-C Chuyén céc thong tin ra man hinh
- d Giai nén, gzip —d tuong duong gunzip
-h Hién thi gitip d6.

Vi du:
#gzip /etc/passwd
#gunzip /etc/passwd.gz

5.2. Lénh tar

Lénh dung dé gom va bung nhiing tip tin/thu muc (tao ra mot tip tin co
phan mé rong .tar)

CU phép: #tar [tly-chon] [tap-tin-dich] [tap-tin-ngudn/thu-muc-ngudn ...]
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Trong do:
+ —cvf: gom tap tin/ thu muc
+ —xvf: bung tép tin/ thu muc
+ tap-tin-dich: tap tin .tar s€ duogc tao ra.
+ tap-tin-ngudn/thu-muc-ngudn: nhimg tap tin va thu myc can gom.

Vi du:
#tar —cvf /home/backup.tar /etc/passwd /etc/group
#tar —xvf /home/backup.tar

Cau hoi
1. Trinh bay hé thong tap tin va thu muc trong Linux. Cho biét cac thanh phan cta
hé thong tap tin.

2. Trinh bay h¢ théng thu muc trong Linux; cho biét cac thu muc co ban va chirc
ning ciia moi loai.

Bai tap thuc hanh
1. Login vao ché do text véi user root va thue hién céc 1énh co ban:

+ Pbi mat khau

+ Hién thi thu muc hién tai dang truy xuét

+ Hién thi thong tin chi tiét vé cAu hinh mang trén may tinh cuc bo

+ Xem tén mdy dang dung, d6i tén may thanh linux

+ Kiém tra két néi mang — ping.

Xem dia chi cuc bd
Kiém tra may c6 lién thong internet hay khong

+ Xem va dit lai ngay gio hé thong

+ Khoi dong lai hé théng

+ Thiét 1ap shutdown hé thong sau khoang thoi gian 1 phut
2. Thuc hién cac thao tac trén file system

+ Xac dinh thu muc hién hanh cuta user root

+ mount dia CD3 cua Fedora Core 2 vao thu muc /mnt/cdrom

+ Tao thu muc /root/software, /root/dataserver

+ Copy tap tin c6 ky tur bit dau 1a mc trong thu muc
/mnt/cdrom/Fedora/RPMS cua dia CDROM vao thu muc /root/software

+ Cho biét hai tap tin passwd va group dugc luu tai vi tri nao. Sau do, copy
ching vao thu muc /root/dataserver

+ Trong thu muc /root tao thu muc data. Sau do, copy hai tap tin trong thu
muc dataserver vé thu muc ndy véi tén méi 1a pwd va grp

+ Tao tap tin lylich.txt luu trong thu muc data vé1 ndi dung khoang 5 dong

+ Thém dong “Chao cac ban” vao cudi tap tin lylich.txt

+ Gom c4c tap tin trong thu muc data thanh tép tin backup.tar. Sau d6, nén
tap tin nay thanh backup.tar.gz

+ Dung 1€nh giai nén va bung file backup.tar.gz vao thu muc /root
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+ Dung man tim hiéu 1énh head, tail, wc, call, finger, tty. Sau do, tao mot
file c6 tén /mancmd c6 ndi dung giai thich cong dung cua cac 1énh tail, head, wc,
tty

+ Dung 1énh dé xem toan bo ndi dung tap tin /etc/passwd

+ Xem noi dung hai tap tin pwd va grp dong thoi

+ Tinh tong s6 dong va tong sb ky tu trong tap tin pwd va grp

+ Tim trong tap tin /etc/paswd va hién thi ra man hinh nhitng dong c6 chudi
“root”

+ Tim trong hé thng c¢6 céc file nao c6 dung luong 16n hon 200KB hay
khong. Néu c6 thi in ra man hinh.

+ Xem va ghi nhan tit ca cac thugc tinh lién quan dén file /et/passwd (chi s6
lién két, chu sé hitu, nhom s& hitu, quyén cuau, g, o trén file, dung lugng file)

+ Tao file /permissiontest, sau do cap quyén chi cho ngudi dung root moi
dugc quyén xem ndi dung file nay

+ Xem tat ca cac chi sb inode cua cac file va thu myc ctia thu muc /root

+ Liét ké tat ca cac file va thu muyc trong thu muc /etc/ theo timg trang man
hinh

+ Xem trong thu muc /root c6 bao nhiéu file an, hién thi chi tiét thong tin
cta céc file ndy. Sau d6 cho két xut ra file /root/filelist.txt

3. Thiét 1ap quyén ngudi ding trén file va thu myc

+ Tao file /test

+ Xem thudc tinh file /test

+ Thém quyén thuc thi cho ngudi dung chi s¢ hitu cho file /test

+ Gan quyén thyuc thi cho moi dbi tuong trén file /test

+ B0 quyén thuc thi cho moi dbi tugng trén file /test

+ Kiém tra lai file /test

+ Thuc hién thao tac thay doi quyén bang chi sb bit nhi phan

+ Thay d6i chu so hitu file /test thanh chi s¢ hiru 13 hv2

+ Thay d6i nhém s¢ hiru thanh nhém hocvien

+ Thay d6i quyén: ngudi khac khong c6 quyén nao trén file /test, chi c6 hv2
va nhém hocvien méi co quyén.

+ Logout, sau d6 login vao bang userl dé doc file /test

+ Logout, sau d6 login trd lai bang root

+ Tao file /testl

+ Xem quyén han trén file nay

+ Thay d6i quyen mic dinh dé khi tao mdi file, hé théng ty dong gan quyén
cho phép nhom c6 quyén read write, chu s¢ hitu co quyén read write, ngudi khac
khong cé quyén gi

+ Tao thu muc mkdir /abc

+ Kiém tra quyén trén thu muc /abc

+ Chuyén vé quyén mic dinh ban dau umask 022

+ Tao thu muc /cde

+ Kiém tra quyén trén thu muc /cde
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BAI 4: GIAO DIEN PO HQA

Muc tiéu:

Phén biét va chuyén d6i gitta cac giao dién KDE, GNOME;
Thao tac trong giao dién dd hoa KDE;

CAu hinh moi truong lam viéc;

Str dung céc trinh ti¢n ich;

- Thuc hién céc thao tac an toan véi may tinh.

N0i dung chinh:
1. Gi6i thiéu X Window

Muc tiéu: Cung cdp cho nguwoi hoc cdc logi giao dién do hoa trong Linux, cdch
khoi dong giao dién do hoa.

1.1. Giéi thi¢u

Giao dién dd hoa trong Linux dugc xay dung trén co s X Window System
(goi 1a X) véi muyc dich tiéu chuin hoa giao dién d6 hoa cho cic hé diéu hanh
UNIX.

Hé théng X Window duoc xdy dung trén co sé mo hinh chi/khach. Trong
do, chuong trinh may chu X lam viéc trén may tinh nguo1 dung ma khong phai trén
may chil. Chuong trinh chii X lam viéc truc tiép voi phan cing. Chuong trinh chil
X chiém linh cac thiét bi phan ciimg va cung cap cho cac chuong trinh khac ¢ dang
tai nguyén riéng theo mét giao thirc dic biét (X Network Protocol — Giao thurc két
nbi mang X). May tinh chi dung dé chay chwong trinh chit X dugc goi 1a may X
Terminal.

Béan than chuong trinh chu X khong tao ra hinh anh trén man hinh ma chi
cung cap hinh anh cho card man hinh. Dé dua hinh anh ra man hinh, can phai chay
mot trinh quan ly ctra s6 va mot chuong trinh khach dé tao ra hinh anh trén man
hinh. Chuong trinh khach cua chi X c6 thé 1a cac tmg dung lam viéc dudi X
Window.

Giita chuong trinh khach va chuong trinh chii con c¢6 hai thanh phan cua
giao dién dd hoa; d6 1a thu vién cac ham dd hoa X-1ib va trinh quan ly ctra s6. Thu
vién X-lib gém cac ham dd hoa cho phép thuc hién cac thao tac bac thép vO1 cac
hinh mau d6 hoa, trinh quan 1y cira s6 goi cac ham trong X-lib dé diéu khién man
hinh va thuc hién thao tac chuyén ddi hinh anh trong cac cira so.
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Application

Window Manager

X-tended
Graphical
Envinronment

X Window System

Kién trac cua hé thdng d6 hoa X Window System

Khi tmg dung X khoi dong, ctra s6 chuyén quyén diéu khién dén trinh quan
Iy ctra s6. Trinh quan 1y cira s6 cung cp cac phuong tién dé thao tac voi cira so.
Trinh quan 1y ctra s6 con goi cac ham cho cac chuong trinh khach khi ngudi dung
thao tac voi cac img dung bang phim va chudt.

Cac moi truong 1am viéc d6 hoa mé nhu KDE, GNOME, ... khong thé thay
thé cac thanh phan trén cua hé thong X Window ma chi mé rong va thém vao.

1.2. Khéi dong hé thong X Window

Khi cai dit Linux, c6 thé ddng ¥ véi dé nghi cta trinh cai dit dé hé thong tu
dong chay. Tuy nhién, sé la bat loi do bi chiém bd nhG va st dung tai nguyén.
Nguoi dung ciing c¢6 thé khoi dong bang cach khac:

- Sau khi khéi dong may chu, chay chuong trinh Xorg tir thu muc
fust/bin/X11/; sau d6, nhan t6 hop phim Ctrl+Alt+Backspace dé dimg chay may
chu va quay vé ché d6 vin ban.

- Hodc str dung cau 1€nh xinit trong thu muc /usr/bin/X11/

Sau do, thuc hién Iénh twm hoac fvwm.

Néu trén may co cai cac trinh quan 1y ctra s6 va méi trudng lam viée khac
(KDE hodac GNOME) thi thuc hién 1é€nh startkde hoac gnome-session.

2. Moi trwong lam viéc KDE

Muc tiéu: Cung cdp méi trwong lam viéc trén giao dién dé hoa voi cdc thiét lap cd
nhan.
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Trén hé diéu hanh Linux, ngudi dung c6 thé tao ra méi truong lam viéc phu
hop véi ca nhan. Tuy nhién, GUI (Graphical User Interface) — giao dién dd hoa
nguoi dung da duoc phat trién. Pay 13 bd cac chuong trinh img dung da duoc kiém
tra va nhom lai véi nhau dé lam viéc trong ché d6 dd hoa; no bao gém trinh quan
Iy ctra s6 va cac chuong trinh khac c6 cling giao dién.
2.1. Gioi thiéu

KDE — K Desktop Environment — méi trudng dd hoa cho Linux gdm cac
tmg dung va dugc hd tro cac ngodn ngit khac nhau. KDE duogc phan phdi mién phi
cing v6i mi ngudn.
2.2. Khéi dong KDE

Khoi dong KDE dugc thuc hién qua 1énh startx. Pé su dung KDE lam moi
truong lam viéc mac dinh, mo tap tin cdu hinh hé théng
(/etc/sysconfig/windowmanager) 1i thay thé gia tri di c6 trong DEFAULT WM
thanh kde (DEFAULT_WM=“kde").

Sau khi khéi dong KDE, nguoi dung phai dang nhap véi user va password
tuong ung. Khi di ding nhap thanh céng, man hinh xuét hién véi hai thanh phan
chinh:

- C4c thanh panel — dung dé chay cac tng dung.

- Man hinh Desktop — cho phép dit cac biéu twong dé chay cac tng dung,
cac tap tin, thu muc,...

3. Trung tAm diéu khién KDE
3.1. Gidi thiéu

Trung tam diéu khién KDE (Personal Settings — thiét 1ap c4 nhan) la chuong
trinh cho phép thay d6i cac cau hinh ctia méi trudng lam viéc KDE.
3.2. Khéi d9ng trung tam diéu khién KDE

Trung tam diéu khién KDE c6 thé dugc chay tu trinh don chinh hodc qua
biéu tuong trén thanh panel, hoic tir dong 1énh, gb tén chuong trinh kcontrol.

4. Cac trinh tién ich
Muc tiéu: Cung ccfp cho nguoi hoc cdc trinh tién ich thong dung trén hé diéu hanh
Linux.

4.1. Trinh soan thao vi

4.1.1. Giéi thi¢u vi

vi la chuong trinh soan truc quan, hoat dong & 2 ché d6: ché do 1énh
(command mode) va ché d6 soan thao (input mode). Dé soan thao tap tin mdi hodc
xem hay stra chira tap tin cii, dung 1énh:
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$vi [tén-tap-tin]

Khi thyc hién, vi s& hién 1én man hinh soan thao ¢ ché d6 1énh. Trong ché do
nay, chi co thé st dung cac phim dé thue hién cac thao tic nhu: Dich chuyén con
tro, luu dir liéu, md tap tin mai... ma khong thé soan thao van ban. Néu mudn soan
thdo van ban, phai chuyén tir ché d6 1énh sang ché d6 soan thao. Ché dd soan thao
gitip str dung ban phim dé soan thao ndi dung van ban.

4.1.2. Mt s6 ham Iénh ciia vi
Vi tép tin Bit dau dong 1
vi+ntiptin  Bat dau ¢ dong n
vi +/pattern ~ Bét ddu & pattern
Vi -r tap tin Phuc hoi tap tin sau khi hé thdng bj treo

4.1.3. Chuyén ché d 1énh sang ché d6 soan thao

' trude ddu con tro

trude ky tu dau tién trén dong

sau dau con tro

sau ky tu dau tién trén dong

dudi dong hién tai

trén dong hién tai

thay thé 1 ky tu hién hanh

thay thé cho dén khi nhan <ESC>

T 0o »e =<

4.1.4. Chuyén ché @ soan thio sang ché do 1énh
Dung phim ESC, sau d6 st dung cdc nhom I¢énh thich hop sau:

a. Nhém énh di chuyén con tré

h sang trai mot khoang trang
e, <space> sang phai mot khoang trang
W sang phai 1 tu

b sang trai 1 tu

k 1én mot dong

J, <return> xuéng mot dong

) cuoi cau

( dau cau

} dau doan van

{ cudi doan van

Ctrl+w dén ky tu dau tién chén vao
Ctrl+u cu6n 1én 1/2 man hinh
Ctrl+d kéo xubng 1/2 man hinh

Ctrl+z kéo xuéng 1 man hinh
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Ctrl+b kéo 1én 1 man hinh
b. Nhom lénh xoa
dw Xoba 1l tu
do X6a dén dau dong
d$ X6a cudi dong
3dw Xoa 3 tir
dd Xo6a dong hién hanh
5dd Xdba 5 dong
X Xoa 1 ky tu
C. Nhém énh thay thé
cwW Thay thé 1 tir
3cw Thay thé 1 tir
cc Dong hién hanh
5cc 5 dong
d. Nhom lénh tim kiém
*/and Tir ké tiép cua and
* 2and Tir két thuc 1a and
*/nThe Tim dong ké bat ddu bang The
n Lap lai 1an do tim sau cung

e. Nhém 1énh tim kiém va thay thé

:s/textl1/text2/g Thay textl thanh text2

:1,$s/tap tin/thu muc Thay tap tin bﬁng thu muc tir hang 1
dén cudi

:glone/s//1/g Thay thé one bang 1

f. Copy and paste

Dé copy ta dung 1énh y va dé paste dung 1énh p
y$ copy tir vi tri hién tai cta cursor dén cudi dong
yy copy toan bg dong tai vi tri cursor
3yy copy ba dong lién tiép

g. Undo
Str dung phim u cho phép huty thao tac hién tai, quay vé thao tac trudc do.

h. Thao tac trén tap tin

W ghi vao tap tin
‘X luu va thoat khoi ché d6 soan thao
‘w(q luu va thoat khoi ché d6 soan thao

‘w <filename> luu vao tap tin mai
:q thoat néu khong co thay doi noi dung tap tin
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:q! thoat khong luu néu co thay doi tap tin
T mo tap tin doc
4.2. Trinh tién ich mail
Linux cung cip cho ngudi dung tién ich mail hd trg viéc giri va nhan mail
bang cach st dung 1énh:
$mail
Lénh cho phép hién thi ndi dung cac mail trong mailbox. Sau khi hién thi
mail, man hinh & trang thai chd 1énh tir nguoi st dung (hién thi ddu ?)

Cac thao tac co ban:
newline, +  Hién thi mail ké, néu khong con thi thoat khoi 1énh

p In thdng bao

s [tap tin] luu mail vao tap tin khac hoac mailbox

w [tap tin] gidng nhu s nhung khong luu dau thong bao
d x0a mail

q thoat khoi tién ich

X thoat khoi tién ich ma khong thay d6i mail
Vi du:

Gui mail voi noi dung 13 <ndi dung> dén nguoi dung c6 dia chi mail 1a
giaovienl@danavtc.edu.vn
$mail giaovienl@danavtc.edu.vn
<noi dung>
"D
Gui mail cung luc voi nhiéu ngudi:
$mail giaovienl@danavtc.edu.vn giaovien2@danavtc.edu.vn
Nhan mail: Khi login vao hé théng néu c6 thu hé thong sé thong bao “You
have mail”; dé nhan mail, gd 1énh $mail. C6 thé dung cac tién ich nhu: sendmail,
pine thong qua trg gilip man.
4.3. Trinh ti¢n ich tao dia boot
Pé tao dia mém khai dong hé théng, st dung 1énh mkbootdisk. Cac budc
thuc hién:
- Bang nhép vao hé théng bang user root;
- Xem phién bang kernel cua Linux (I¢nh Is /lib/modules/ hodc 1énh uname —

- Str dung 1énh /sbin/mkbootdisk 2.2.12-20 tir ddu nhéc shell;
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- Pua dia mém vao 6 dia khi dugc hé théng yéu cau (Insert a disk in
/dev/fd0. Any information on the disk will be lost).
4.4. Trinh tién ich setup

Tién ich setup hd tro cai dat thiét bi, filesystem, thiét 1ap cdu hinh mang,
dich vu hé théng.

Tir dau nhic 1énh ta enter vao 1énh setup, hop thoai hién thi cho phép chon

cong cu:
—| Choose a Tool |———

Firewall configuration
Mouse configuration
Network configuration
Printer configuration
System services
Timezone configuration

Tu hop thoai nay, co thé lua chon cac cong cu dé cAu hinh cac thiét bi:
- Authentication configuration: C4u hinh xac thuc hé théng;
- Firewall configuration: C4u hinh tudng lira;
- Mouse configuration: Cau hinh chuét;
- Network configuration: Cau hinh mang TCP/IP;
- Printer configuration: Cau hinh may in;
- System services: Cau hinh céc dich vu hé thong;
- Timezone configuration: Cau hinh mai gio.
4.5. Trinh tién ich fdisk
fdisk 1a trinh tién ich cho phg’:p quan 1y 6 dia cimg nhu: tao mdi, xem thong
tin va xda cac parttition trong h¢ thong.
Cu phap: #fdisk <device_name>q
Trong,dé <device name> c0 thé 1a /dev/hda hoac /dev/sda.
Mot s6 Iénh fdisk co ban:
Lié¢t ké danh sach cac parttition table
Tao méi 1 parttition
Xba parttition
Thoat khoi trinh tién ich

QO 0O Z T
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W Tao méi parttition

A Thiét 1ap boot parttition

T Thay d6i system parttition 1D

L Liét ké loai partition (bao gdm ID)

Lueu ¥ Sau khi dung fdisk dé tao mot partition, phai reboot hé théng roi dung 1énh
mkfs —t ext3 <filesystem> dé dinh dang lai partition trudc khi sir dung.

4.6. Trinh tién ich iptraf
iptraf |2 trinh tién ich ho tro viée theo ddi va gidm sat cac traffic trén mang;
lwu y rang, chuong trinh nay phai cai tir dia CDROM bang 1énh:
rpm —ivh iptraf...rpm
Vi du: str dung tién ich iptraf dé theo ddi luu luong mang.
Tir ddu nhéc 1énh enter vao l1énh iptraf

[P traffic monitor

General interface statistics
letailed interface statistics
Statistical breaskdowns,..
LAH =tation monitor

Filters, .,
Configure,..
Exit
Y nghia:
IP traffic monitor Theo ddi ip trafic va TCP connection

General interface statistics ~ Xem céc thong tin tong quat trén cac interface
Detailed interface statistics ~ Xem thong tin chi tiét trén timg interface (tong
sd byte goi, tong sb byte nhan,...)

Statistical breakdown ... Théng ké cac packet bi huy bo trén cac interface
do mdt sd su ¢d mang

LAN station monitor Théng ké thong tin tir may mang goi vao may
no1 bo

Filters... Cho phép thiét 1ap bo loc thong tin dua theo cac
giao thirc mang TCP/UDP...

Configure... CAu hinh cac thong s6 cho trinh tién ich iptraf

4.7. Trinh ti€n ich lynx

lynx trinh duyét Web qua giao dién text thay vi sir dung giao dién do hoa
ciia Xwindows.

Cu phép: #lynx <URL>
4.8. Trinh tién ich mc

mc — Midnight Commander 12 trinh quan 1y tap tin cho phép xem cu tr(ic
cay thu muc va thuc hién cac thao tac diéu khién hé thong tap tin.
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Céc phim chtrc nang cua trén mc:
F1 Goi trg giup
F2 Goi menu cta nguoi dung
F3 Xem tap ndi dung tap tin dang dat dong sang
F4 Stra ndi dung tap tin dang dat dong sang
F5 Sao chép cac tap tin dang chon
F6 Di chuyén cac tap tin dang chon
F7 Tao thu muc trong thu muc hién hanh
F8 Xoa tap tin, thu muc dang chon
F9 Goi kich hoat menu chinh
F10  Thoat chuong

Cau héi
1. X Window 1a gi? Cho biét kién trtc ctia hé thong dd hoa X Window System.
2. KDE la gi? Trinh bay cach khéi dong KDE

Bai tap thuc hanh
1. Tim hiéu giao dién db hoa
Login vao Xwindow thong qua giao dién GNOME Desktop hoac KDE Desktop
Str dung cac cong cu co ban trén giao dién desktop (truy cp cac biéu tuong trén
Computer, Root’s home, Trash, Start Here)
Biéu tuong Computer: Floppy, CDROM, Filesystem (dai dién b dia cuc bo),
Network (truy cdp cadc may tinh khac trén mang)
Céc thanh phan trén taskbar: Gid, ngay hé thong, nit Startmenu, Web browser,
Email, OpenOffice, ...
Biéu tugng Root’s Home cho phép truy cdp vao home directory cua ngudi ding
root (dugc dat trong thu muc root)
Biéu tuong Trash: luu trit cac file da xoa trén giao dién d6 hoa
Start Here: cic cong cu can thiét dé truy cap, cau hinh h¢ thong
- Application: chira cac cng cu can thiét dé truy cap cac ang dung trén
Linux
- Preferences: cung cap cac cong cu dé cau hinh cac thanh phan trong may
tinh: ¢6 phan giai man hinh, hiéu chinh hinh login, cau hinh chuét, thay
doi mat khau,...
- Systen settings: cac céng cu cau hinh hé thdng: dich vu DNS, HTTP,
Samba,...
Khoi dong Terminal, tim hiéu dau nhic [root@linuxserver root]#
Khoi dong trinh duyét web dé truy cap 1 vai trang web
Logon va st dung giao dién KDE Desktop (gan véi giao dién Windows).
2. Str dung céc tién ich
- Khéi dong me, tim hiéu cac phim chirc ning
- Khéi dong trinh tién ich setup; CAu hinh cho hé théng tur giao dién text
+Hiéu chinh céu hinh Firewall
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+ Céu hinh mang
Dia chi IP 192.168.7.200
bat Default gateway 192.168.7.1
DNS 203.162.4.1
Cap nhat cAu hinh mang
Céu hinh X
- Cai dat va str dung trinh tién ich thong ké mang iptraf
Kiém tra iptraf di cai dat hay chua
Cai dat iptraf
Khoi dong iptraf va st dung cac cong cu:
+ IP traffic monitor
+ General interface statistics
+ Detail interface statistics
+ Statistical breakdowns
+ LAN station monitor
- Str dung tién ich lynx
Cai dat lynx
Khoi dong lynx
Truy nhap mot trang web (www.vietnamnet.vn)
Truy nhap mot trang web khac
- Str dung cong cu tepdump dé theo ddi traffic trén mang

- Str dung tién ich netconfig dé thay doi, cdu hinh dia chi cho card mang trén may

tinh cuc bd

3. Vao giao d6 hoa, str dung ethereal dé phan tich géi tin (thong ké cac goi tin da
bat va theo doi dugc; thong ké vé mot goi tin dang chon; xem dir liéu chi tiét cuia

goi tin), sir dung cong cu service dé quan 1y dich vu.
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BAI 5: QUAN TRI NGUOI DUNG VA NHOM

Muc tiéu: .
- Hiéu co ché quan ly nguoi dung trong hé diéu hanh Linux;
- Thuc hién viéc tao 1ap, quan 1y nguoi dung.

Noi dung chinh:

1. Théng tin ciia ngudi dung

Muc tiéu: Trinh bay co ché quan Iy ngwoi ding trong hé diéu hanh Linux, gitip
nguoi hoc biét dwoc cach quan Iy va luu triv cdc thong tin nguoi dimg trén hé
thong.

1.1. Superuser

Trong Linux, tai khoan root ¢6 quyén cao nhat dugc sir dung boi ngudi quan
tri. Tai khoan nay thuong duoc sir dung vao cac muc dich ciu hinh, bao tri hé
théng. Khi quan tri hé théng, can tao ra céc tai khoan (account) cho nguoi sir dung
thuong sém nhat co thé dugc. V&i nhimg server quan trong va c6 nhiéu dich vu
khac nhau, ¢ thé tao ra cac superuser thich hop cho timg dich vu, tranh ding root
cho cac cong viéc nay. Vi du nhu superuser cho cong viéc backup chi can chuc
nang doc (read-only) ma khong can chirc ning ghi.

Tai khoan root c6 quyén han rat 16n nén né thudong 1a muc tiéu chiém doat;
do vay, nguoi str dung tai khoan root phai can than, khong sir dung bira bai trén
qua telnet hay két ndi tir xa ma khong c6 cong cu két ndi an toan.

Trong Linux, chiing ta c6 thé tao tai khoan c6 tén khac nhung c6 quyén cia
root, bang cach tao user c6 UserID bang 0. Can phan biét tai khoan dang ding
nhap str dung 14 tai khoan root hay ngudi sir dung thuong thong qua dau nhéc cia
shell.

Pé thay doi tai khoan dang nhap, stir dung 1énh su [tén tai khoan]

Vi du:

login: nsd1

Password:****=*>*
[nsd1@DanaVTC nsd1]$ su -
Password: ******

[root@DanaVTC /root]#
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Trong vi du trén, dong thir ba ([nsd1@DanaVTC nsd1]$) v6i dau $ cho thay
nguoi str dung thuong (nsdl) dang két ndi; dong cudi cung v6i déu # cho thiy
dang thuc hi¢én cac 1énh véi root.

1.2. User

Pé dang nhdp va st dung hé thdng Linux can phai c¢6 1 tai khoan. Trir tai
khoan root, cac tai khodn khac do nguoi quan tri tao ra.

MGi tai khoan nguoi dung cin c6 tén st dung (username) va mat khau
(password) riéng. Céc thong tin vé tai khoan ngudi dung ciia hé théng chua trong
tap tin /etc/passwd.

1.2.1. Tap tin /etc/passwd

Tap tin /etc/passwd duoc luu dudi dang van ban, nd ¢6 vai tro rat quan trong
trong hé théng Unix/Linux. Moi ngudi déu co thé doc dugc tap tin ndy nhung chi
c6 root méi c6 quyén thay doi né.

Vi dy sau cho thay ndi dung ctia mot tap tin passwd:
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:
daemon:x:2:2:daemon:/shin:
halt:x:7:0:halt:/sbin:/shbin/halt
mail:x:8:12:mail:/var/spool/mail:
news:x:9:13:news:/var/spool/news:
ftp:x:14:50:FTP User:/var/ftp:
nobody:x:99:99:Nobody:/:
nscd:x:28:28:NSCD Daemon:/:/bin/false
mailnull:x:47:47::/var/spool/mqueue:/dev/null
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/bin/false
xfs:x:43:43:X Font Server:/etc/X11/fs:/bin/false
nthung:x:525:526:nguyen tien hung:/home/nthung:/bin/bash
natan:x:526:527::/home/natan:/bin/bash

Trong d6, cac thong tin bao gom:

- DOng déau tién cua tap tin /etc/passwd mo ta thong tin user root (tit ca
nhimg tai khoan c6 user ID = 0 déu 13 root hodc c6 quyén nhu root), tiép theo 1a
cac tai khoan khac cua hé thong (ddy 1a cac tai khoan khong c6 that va khong thé
login vao hé thong), cudi cung 1a cac tai khoan ngudi dung thudng.
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- Cot 1: Tén nguoi su dung;

- Cot 2: Ma lién quan dén mat khau cua tai khoan va “x” déi voi Linux.
Linux luu ma ndy trong mot tap tin khac /etc/shadow ma chi ¢6 root méi co6 quyén
doc;

- Cot 3, c¢ot 4: Ma dinh danh tai khoan (user ID) va ma dinh danh nhém
(group ID);

- Cot 5: Tén day du cta ngudi sir dung;

- Cot 6: Thu muc ca nhan (Home Directory);

- C6t 7: Chuong trinh sé& chay dau tién sau khi ngudi dung dang nhap vao hé
théng.

1.2.2. Username va UserlID

Pé quan 1y ngudi dung, Linux sir dung tén ngudi ding (user name) va dinh
danh ngudi dung (user ID) dé dang nhap va truy xuét tai nguyén.

Trong d6, tén nguoi dung 1 chudi ky tu xac dinh duy nhat mot ngudi dung;
s6 dinh danh nguoi dung dung dé kiém soat hoat dong cua ngudi dung. Theo qui
dinh, nguoi dung c6 dinh danh 0 13 nguoi ding quan tri (root); sd dinh danh tir 1-
99 str dung cho céc tai khoan hé thong, s6 dinh danh ctia nguoi dung binh thudng
str dung gia tri bat dau tir 100-500.

1.2.3. Mt khau nguoi ding

Mdi nguoi dung c6 mat khau twong ing, mat khau co6 thé dugc thay doi tiy
theo nguoi dung; tuy nhién, ngudi quan tri c6 thé thay do6i mat khau cta nhiing
nguoi dung khéc.

Mat khau ngudi dung duge luu trong tap tin /etc/passwd.

1.2.4. Group ID

Group ID (GID) dung dé dinh danh nhém cta nguoi dung. Thong qua
Group ID c6 thé xac dinh ngudi dung d6 thudc nhom ndo. Thong thudng, trén
Linux, GID dugc méac dinh tao ra khi tao mot user va cé gia tri >= 500.

1.2.5. Home directory

Khi login vao h¢ théng nguoi dung dugc dat lam vi¢e tai thu muc ca nhan
ctia minh (home directory). Théng thuong mdi ngudi dung c6 mot thu muc ca
nhan riéng va nguoi dung c6 toan quyén trén d6. N6 dung dé chta dir liéu c4 nhan
va cac thong tin hé thong cho hoat dong ciia ngudi dung nhu bién méi truong,
script khoi dong, profile khi st dung X Window,... Home directory ctia nguoi
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dung thuong 1a /home, cua root 1a /root. Tuy nhién, ching ta ciing c6 thé dit vao vi
tri khac thong qua 1€nh useradd hodc usermod.

2. Quan ly ngudi dung
Muc tiéu: Trinh bay cdc thao tac quan tri nguoi dung thong qua tai khoan nguoi
dung.
2.1. Tao tai khoan nguoi dung
Dé tao tai khoan, root c6 thé st dung 1€nh useradd v&i ci phap:
#useradd [-c md_ta nguoi dung] [-d thu_ muc ca nhan] [-m]
[-g nhdm_ nguoi dung] [tén_tai khoan]
Trong do:
- Tham s6 —m st dung dé tao thu muc c4 nhan néu né chua ton tai.
- Chi c¢6 root dugc phép str dung 1é€nh nay.
Vi du: # useradd —c “Nguyen van B*“ nvb
Pé dit mat khau cho tai khoan, dung 1énh passwd <username>.
Vi du: # passwd nvb

Changing password for user nvb

New password: ****

Retype new password: ****

passwd: all authentication tokens updated successfully

Luuy:
Khi dat password nén:
- bt v6i do dai toi thiéu 6 ky ty;
- Phéi hop gitra ky tu hoa, thuong, Ky s6 va ky tu dic biét.
- Khong nén dit password lién quan dén tén tudi, ngdy sinh,... cta
minh va nguoi than.

Khi nhiéu nguoi ding c6 cing mot chic ning va cung chia xé nhau dit liéu,
nén nhom nhiing nguoi dung nay vao trong cung nhém. Mac dinh, khi tao mot tai
khoan, Linux s& tao cho mdi tai khoan mdt nhoém, tén nhom trung voi tén tai
khoan. Chang han, doc tap tin /etc/passwd ta thay:

nvb:x:1013:1013::/home/nvb:/bin/bash nghia 1a nguoi dung nvb co6 user_ID
1012 va thuoc nhém 1013.

Xem tap tin /etc/group ta thay:

# more /etc/group
root:x:0:root
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............

nvb:x:1013:

Ldc nay, c6 thé két nap tai khoan nvb vao nhom users bang cach thay sb
1013 bang 100, 1a group_ID ctia nhém users.

C6 thé dung 1énh useradd —d dé xem cac théng sé mic dinh khi ta tao tai
khoan nguoi dung (cac thong tin nay duoc luu trong thu muc /etc/default/useradd):

# useradd -d
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel

2.2. Thay d6i thong tin ciia tai khoan

Pé thay d6i thong tin cia tai khoan, c6 thé thay doi tir tap tin /etc/passwd hodc
dung 1énh usermod. Cu phap 1énh usermod:

#usermod [-c thong_tin_nguoi_dung] [-d thu_muc cd nhan] [-m]
[-g nhdm_ nguoi_dung] [tén tai khoan]
Vi du: Cho tai khoan nvb vao nhém admin
#usermod —g admin nvb
2.3. Tam khoa tai khoan nguoi dung

Pé tam thoi khoa tai khoan trong hé thong ta c6 thé dung nhiéu cach:

Khéa (locking) Mo khoa (unlock)
passwd —| <username> passwd —u
usermod —L <username> usermod —U

C6 thé tam khoa tai khoan bang cach chinh stra tap tin /etc/shadow va thay
thé tir khoa x bang tir khoa * hodc c6 thé gan /bin/false vao shell mic dinh cua user
trong file /etc/passwd.

2.4. Huy tai khoan

Lénh userdel dung dé x6a mot tai khoan. Ngoai ra, cling c6 thé x6a mot tai
khoan bang cach x6a di dong dit liéu tuong tng véi tai khoan dé trong tap tin
/etc/passwd. CU phép:

#userdel <option> [username]
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Vi du: x6a tai khoan nvb (dung tiy chon —r dé xéa toan bo thong tin lién
quan to1 user d6): #userdel —r nvb

3. Nhom ngudi dung

Muc tiéu: Khi nhiéu nguoi dimg cé cung mét chirc ndng, ciing chia xé nhau dir
liéu, co chung quyén trén tai nguyén, thuong dwoc nhom thanh mot nhom.

Trong Linux, mdi nhém dugc xac dinh badi tén riéng va dinh danh nhom;
mot nhom c6 thé c6 nhiéu ngudi dung va ngudi dung co thé 1a thanh vién cua
nhiéu nhom khéc nhau. Tuy nhién tai mot thoi diém, mot nguoi dung chi co thé 1a
thanh vién ciia mot nhém duy nhét.

Thong tin vé nhom luu tai tip tin /etc/group. Mdi dong dinh nghia mot
nhom, cac truong trén dong cach nhau bai dau :

<tén-nhom>:<password-ctia-nhoém>:<dinh-danh-nhom:céc-user-thugc-nhom>
3.1. Tao nhom

Pé tao mot nhom, co thé chinh sira truc tiép trong tap tin /etc/group hodc
dung 1énh groupadd.

Cu phap: #groupadd [tén-nhom]
3.2. Thém nguoi ding vao nhom

Khi mubn thém ngudi ding vao nhom, cé thé stra tir tap tin /etc/group, cac

tén tai khoan nguoi dung cach nhau bang dau “;”, hodc ¢ thé thém nguoi ding
vao nhom bang lénh:

#usermod —g [tén-nhom tén-tai-khoan]
3.3. Hiy nhom

Pé hay nhom, co thé xoa truc tiép nhom trong tap tin /etc/group, hodc ding
1énh: #groupdel [ tén-nhom]

3.4. Xem thong tin vé user va group
Cu phép: #id <option> <username>
Lénh cho phép xem thong tin vé tai khoan hay nhom trong hé thong.
Trong d6, tham s -g cho phép xem thong tin vé nhom.
Vi du: xem grouplD ctia mot user vanphong: #id —g vanphong
Pé xem tén nhém ctia mot user nao d6, dung 1énh: groups <username>
Vi du: [root@server root]# groups root
root: root bin daemon sys adm disk wheel



Trang 58
Cau hoi
1. Trinh bay cac loai tai khoan trén Linux.

2. Cho biét ¥ nghia cac thanh phan trén tap tin /etc/passwd.

Bai tap thuc hanh
1. Quén ly nguoi dung Linux trén giao dién text
- Xem thong tin chi tiét lién quan dén ngudi dung trong tap tin /etc/passwd.
- Xem thong tin chi t1et lién quan dén nhom nguoi dung trong tap tin /etc/group.
- Xem thong tin chi tiét vé mat khau trong tap tin /etc/shadow.
- Tao user va nhom:
Tao nhom hocvien gém cac user hvl, hv2, hv3 va dat mat khau cho céc user
vua tao
Tao nhém admin gém cac user adminl, admin2 dat mat khau cho cac user
vua tao
Thay d6i UID cua hai user adminl, admin2 13 0
- Thay doi thong tin mo ta ctia nguoi ding
Thong tin mo ta hvl 1a hoc vién th nhat, hv2 13 hoc vién tht 2, hv3 1a hoc
vién thu 3
Thong tin mo ta adminl 1a nguo1 quan tri 1, admin2 1a nguot quan tri 2
- Thay d6i mat khau cho nhirng ngudi dung trén
- Khoa tai khoan nguoi dung hv3
- Thtr dang nhap bang tai khoan hv3
- M¢ khoa tai khoan nguoi dung hv3
- Thtr dang nhap bang tai khoan hv3
- Xo6a tai khoan nguoi dung hv3
2. Quan 1y nguoi dung trén giao dién d6 hoa
- Tao nguoi dung va nhom:
- hocvien (tung, thuy, thanh)
- admin (adml, admz2)
- user (ul, u2)
- Thay di cac thudc tinh lién quan dén nguoi dung
- Thay d6i nhom ctia ngudi ding
- G161 han thoi gian st dung tai khoan
- Tam khoa tai khoan nguoi ding
- G161 han thoi han st dung mat khau
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BAI 6: CAU HINH MANG

Muc tiéu:

- Nam duoc cach khai béo va thay doi cdu hinh mang cho may tinh;
- Truy cap va diéu khién may tinh tir xa;

- Thuc hién céac thao tac an toan vdi may tinh.

Noi dung chinh:
1. Céu hinh dia chi IP cho card mang

Muc tiéu: Trinh bay céc thao tac : Xem dia chi IP, cau hinh dia chi IP, kiém tra
trang thdi cia tdt cd cde card mang.

1.1. Xem dia chi IP
Lénh ifconfig cho phép xem thong tin dia chi IP ctua PC.
Vi dy: dé xem thong tin cdu hinh mang, dung Iénh ifconfig -a

# ifconfig —a
ethO Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D
inet addr:172.29.14.150 Bcast:172.29.14.159
Mask:255.255.255.224
inet6 addr: fe80::20c:29ff:fe6d:f03d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500
Metric:1
RX packets:6622 errors:0 dropped:0 overruns:0 frame:0
TX packets:1425 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:793321 (774.7 Kb) TX bytes:240320 (234.6 Kb)
Interrupt:10 Base address:0x1080
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets: 76 errors:0 dropped:0 overruns:0 frame:0
TX packets:76 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:8974 (8.7 Kb) TX bytes:8974 (8.7 Kb)

Trong do, eth0 1a tén cua card mang trong, lo 1a tén cua loopback interface.
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1.2. Thay d6i dia chi IP

Trong bai 4 — muc 4, trinh tién ich cho phép thiét 14p cau hinh mang; ngoai
ra, ¢ thé sir dung cac cach sau dé thay dbi dia chi IP:

Str dung 1€nh:

ifconfig <interfacename> <IPaddress> netmask <netmaskaddress> up
Vi du:

[root@bigboy tmp]# ifconfig ethO 10.0.0.1 netmask 255.255.255.0 up

Ch0 y: Sau khi dung 1énh nay, hé thdng luu trit tam thoi thong tin cdu hinh nay
trong by nhd va sé bi mat khi hé théng reboot lai; dé thong tin nady co thé duogc luu
giit lai sau khi reboot hé thong, phai thém 1énh trén vao tap tin /etc/re.local.

Hodc: Thay d6i thong tin cau hinh mang truc tiép trong file /etc/sysconfig/network-
scripts/ifcfg-ethO

Gan dia chi IP tinh (tham khao file ifcfg-eth0)
#Advanced Micro Devices [AMD]|79¢c970 [PCnet32LANCE]
DEVICE=eth0

BOOTPROTO=static
BROADCAST=172.29.14.159
HWADDR=00:0C:29:6D:F0:3D
IPADDR=172.29.14.150
NETMASK=255.255.255.224
NETWORK=172.29.14.128

ONBOOT=yes

TYPE=Ethernet

Gan dia chi IP dong (tham khao file ifcfg-eth0)
DEVICE=eth0

BOOTPROTO=dhcp

ONBOOT=yes

Sau do6 dung 1énh:
# ifdown ethO
# ifup ethO

1.3. Tao nhiéu dia chi IP trén card mang

Phuong thurc tao nhiéu dia chi IP trén card mang dugc goi 1a IP alias. Alias
nay phai cé tén dang: parent-interface-name:X, trong d6 X 1a chi sb cua interface
th cap (subinterface number).

Str dung mot trong cac cach sau dé tao Alias IP:
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Céch 1.

- Budc 1: Pam bao rang tén interface that phai ton tai, va kiém tra cac IP
Alias trong hé thong c6 ton tai hay khong.

- Budc 2: Tao Virtual interface dung I¢nh ifconfig:
# ifconfig ifcfg-eth0:0 192.168.1.99 netmask 255.255.255.0 up

Hoac tao mot tén file /etc/sysconfig/network-scripts/ifcfg-eth0:0 tur file
letc/sysconfig/network-scripts/ifcfg-eth0; sau do, thay doi thong tin dia chi trong
file nay.

- Budc 3: Bat va tat alias interface thong qua lénh ifconfig

# ifup eth0:0

# ifdown eth0:0

Hoac dung lénh /etc/init.d/network restart

- Budc 4: Kiém tra thong tin ciu hinh alias interface dung 1énh ifconfig:

# ifconfig

ethO Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D

inet addr:172.29.14.150 Bcast:172.29.14.159 Mask:255.255.255.224
inet6 addr: fe80::20c:29ff:fe6d:f03d/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets: 7137 errors:0 dropped:0 overruns:0 frame:0

TX packets:1641 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:848367 (828.4 Kb) TX bytes:265688 (259.4 Kb)
Interrupt:10 Base address:0x1080

eth0:0 Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D

inet addr:172.29.15.150 Bcast:172.29.15.159 Mask:255.255.255.224
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets: 7137 errors:0 dropped:0 overruns:0 frame:0

TX packets:1641 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:848367 (828.4 Kb) TX bytes:265688 (259.4 Kb)
Interrupt:10 Base address:0x1080

Céch 2:

- Tao tdp tin parent-interface-name:X bang cach copy file
letc/sysconfig/network-scripts/ifcfg-ethO  thanh  file  /etc/sysconfig/network-
scripts/ifcfg-eth0:X (trong d6 X 1a s6 thir tw ciia subinterface).
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- Thay dbi thong tin cau hinh mang trong file ifcfg-eth0:X (cac thong tin in
dam 1a thong tin bat budc phai thay d6i)

DEVICE=eth0:0
ONBOOT=yes
BOOTPROTO-=static
IPADDR=172.29.14.151
NETMASK=255.255.255.224
GATEWAY=172.29.129

1.4. Lénh netstat

Lénh netstat cho phép kiém tra trang thai cua tat ca cac card mang.

Cu phap: #netstat —in

Ngoai ra, c6 thé dung 1énh netstat —rn  dé xem bang routing table cia router.
2. Truy cap tir xa
Muc tiéu: Trinh bay co ché hoat dong cua dich vu truy cdp tir xa.

Khi cau hinh hé thong két nbi vao mang, may chi s& cung cap mot sb dich
vu Internet. Thong thudng mdi dich vu Internet gan lién v6i mot daemon va thuc
hién trong ché do background. Nhitng daemon nay hoat dong bang cach lién két
dén mot cong nao d6 va sau d6 doi nhitng yéu cau két ndi duoc goi dén tir chuong
trinh client. Khi mot két ndi xdy ra no s¢€ tao ra mot tién trinh con dam nhiém két
nbi nay va tiép tuc lang nghe nhitng yéu cau két ndi khac. Néu hé thong c6 qua
nhiéu daemon s& 1am ting xur 1y cia CPU. Bé khic phuc diéu ndy, Linux tao ra
mot super-server goi 1a Xinetd.

2.1. xinetd

Mdi dich vu Internet déu gan lién véi mot cong chang han nhu: smtp — 25,
pop3 — 110, dns — 53... Viéc phan bo nay do mét to chire qui dinh.

Xinetd 12 mot Internet server daemon. Xinetd quan 1y tdp trung tat ca céc
dich vu Internet. Xinetd quan 1y mdi dich vu twong Ung véi mot cong (port).
Xinetd “lang nghe” va khi nhan dugc mot yéu cau két ndi tir cac chuong trinh
client, n6 s¢ dua yéu cau dén dich vu tuong ung xu ly; sau do, Xinetd tiép tuc
“lang nghe” nhiing yéu cau két nbi khac. Khi hé diéu hanh dugc khéi dong, Xinetd
duoc khéi tao ngay luc nay béi script /etc/re.d/init.d/xinetd. Khi Xinetd dugc khoi
tao, nd s€ doc thong tin tir tap tin cau hinh /etc/xinetd.conf va s& dan dén thu muc
[etc/xinetd — noi luu tat ca nhitng dich vu ma Xinetd quan 1y. Trong thu muc
/etc/xinetd, thong tin cau hinh ctia mdi dich vu duoc luu trong mot tap tin co tén
trung véi tén dich vu d6. N§i dung tap tin ctua dich vu telnet nhu sau:

service telnet
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{
disable = yes
flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/shin/in.telnetd
log_on_failure += USERID

by

Nhitng thudc tinh trong tap tin bao gom:

Tén Y nghia
Disable Tam dinh chi dich vu nay. C6 2 gia tri: yes, no

Socket_type | Loai socket. Trong truong hop nay la stream — mot loai
socket cho nhiing két ndi connection-oriented (chang han
nhu TCP)
Wait Thuong chi lién quan dén nhiing két ndi co loai socket 13
datagram. Gia tri cia né co thé la:

- nowait nghia 1a xinetd s& tiép tuc nhan va xu ly
nhiing yéu cau khac trong lac xur 1y két ndi nay

- wait nghia 13 tai mot thoi diém xinetd chi ¢ thé xur
1y mdt két ndi tai mot céng chi dinh
User Chi ra user chay dich vu nay. Thong thuong 1a root
Server Chi ra dudng dan day du dén noi quan 1y dich vu

2.2. Tap tin /etc/services

Khi xinetd duoc khoi tao n6 s& truy cap dén tap tin /etc/services dé tim cong
tuong Uimg véi tung dich vu. Noi dung cua tip tin nay nhu sau:

echo 7/tcp

echo 7/udp

discard 9/tcp sink null

discard 9/udp sink null

systat 11/tcp users

systat 11/udp users

daytime 13/tcp

daytime 13/udp

gotd 17/tcp quote

gotd 17/tcp quote

msp 18/tcp# message send protocol

msp 18/udp# message send protocol

chargen 19/tcp ttytst source
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chargen 19/udp ttytst source
ftp-data 20/tcp
ftp-data 20/udp

# 21 is registered to ftp, but also used by fsp
ftp 21/tcp

ftp 21/udp fsp fspd

ssh 22/tcp # SSH Remote Login Protocol
ssh 22/udp # SSH Remote Login Protocol
telnet 23/tcp

telnet 23/udp

# 24 - private mail system

smtp 25/tcp mail

smtp 25/udp mail

time 37/tcp timserver

time 37/udp timserver

rlp 39/tcp resource # resource location
rlp 39/udp resource # resource location
nameserver 42/tcp name # IEN 116
nameserver 42/udp name # IEN 116

Mobi dong trong tap tin mo ta cho mot dich vy, bao gém nhirng cdt sau:
- Cot 1: tén cua dich vu;
- Cot 2: sd céng va giao thirc ma dich vu nay hoat dong;
- Cot 3: danh sach nhirng tén goi khac cua dich vu nay.
2.3. Khéi dong xinetd
Sau khi chinh stra tap tin cdu hinh cua tung dich vu trong thu muc
Jetc/xinetd, ta thuc hién 1énh sau dé doc lai noi dung cua tap tin cau hinh:
[etc/rc.d/init.d/xinetd restart
3. Dich vu Telnet
Muc tiéu: Trinh bay cach cai dat, cau hinh va cdc phwong an bao mdt doi véi dich
vu truy cap tir xa Telnet.
3.1. Khai ni¢m telnet
Vi mot 1y do nao d6 ngudi dung khong thé ngdi truc tiép trén may Linux
lam viéc. Dich vu telnet hd tro cho nguoi dung trong van dé lam viéc tir xa; Nhung
dé dam bao tinh bao mat cho hé thdng, mot diéu canh bao 1a chling ta khdng nén
lam viéc tir xa bﬁng telnet ma nén lam viéc truc tiép tai may Linux.
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3.2. Cai dat
Thc:)ng thuong khi cai dat Linux‘, dich vu telnet d3 duoc cai sdn. Néu chua
cai, co thé cai telnet server tur packet bang dong 1énh sau:
rpm —i telnet-server-0.17-20.i386.rpm
3.3. CAu hinh

C6 nhiéu cach cu hinh telnet server, sau ddy 1a hai cach cau hinh co ban
nhat:

- Céch 1: Dya vao tap tin cAu hinh, Khi cai dat xong trong thu muc
/etc/xinetd.d s& xuat hién tap tin telnet. Tap tin nay luu nhitng thong tin cau hinh vé
dich vu telnet.

service telnet

{

disable = yes

flags = REUSE
socket_type = stream

wait = no

user = root

server =/usr/shin/in.telnetd
log_on_failure += USERID

}

Néu disable 13 no thi TELNET server dugc khéi dong, nguoc lai néu disable
1a yes thi TELNET server khong duoc khoi dong. Sau khi chinh sta tip tin cau
hinh trén ta start, stop béng 1énh:

fetc/rc.d/init.d/xinetd restart
Hoac dung 1énh:

# service Xinetd restart
- Cach 2: Cu hinh telnet Server bang dong 1énh: chkconfig telnet on
Kiém tra telnet thong qua lénh:

#netstat-a|grep telnet
tcp 0 0 *:telnet *x LISTEN

Kiém tra telnet c6 dugc dit nhu dich vy hé théng:

# chkconfig --list | grep telnet
telnet: on

Dung telnet server:
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# chkconfig telnet off

3.4. Bao mat dich vu telnet

3.4. 1. Cho phép telnet server hoat dong trén tcp port khac

Vi telnet traffic khong dugc ma hoa nén néu cho telnet server hoat dong trén
tcp port 23 thi khong duogc an toan. Do vay, co thé dat telnet server hoat dong trén
tcp port khac 23. Dé lam diéu nay ta thyuc hién cac bude sau:

- Budc 1: Mé tap tin /etc/services va thém dong

# Local services
stelnet 7T777/tcp # "secure" telnet

- Budc 2: Chép file telnet thanh file stelnet
# cp /etc/xinetd.d/telnet /etc/xinetd.d/stelnet
- Budc 3: Thay d6i mot s6 thong tin trong file file /etc/xinetd.d/stelnet

service stelnet

{
flags = REUSE
socket_type = stream
wait =no
user = root
server = [usr/sbin/in.telnetd
log_on_failure += USERID
disable =no
port =7777

}

- Budce 4: Kich hoat stelnet thong qua 1énh chkconfig
# chkconfig stelnet on
- Budc 5: Kiém tra hoat dong stelnet thong qua I1énh netstat

# netstat -an | grep 777
tcp 0 00.0.0.0:7777  0.0.0.0:* LISTEN

Ta c6 thé logon vao stelnet Server thong qua lénh:

# telnet 192.168.1.100 7777
3.4.2. Cho phép mét s dia chi truy xuit telnet
Ta hiéu chinh mot sb thong s6 sau::

service telnet
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{
flags = REUSE
socket type = stream
wait =no
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
disable =no
only from =192.168.1.100 127.0.0.1 192.168.1.200
}
4. SSH

Muc tiéu: Trinh bay cdch cai dat va sw dung dich vu truy cdap tiw xa SSH voi
phuwong thirtc ma hoa dir liéu.

Chuong trinh telnet trong Linux cho phép nguoi dung dang nhap vao hé
théng Linux tir xa. Nhuoc diém cta chuong trinh nay 13 tén ngudi ding va mat
khau goi qua mang khong dugc mi hoa. Do d6, dé bi nhitng ngudi khac nam gii
va s& 1a méi nguy hiém cho hé théng.

Phan mém Secure Remote Access 12 mot hd tro méi cua Linux nham khéc
phuc nhuoc diém cua telnet. N6 cho phép dang nhap vao hé thong Linux tir xa va
mat khau s& duoc ma hoa. Vi thé, SSH an toan hon nhiéu so véi telnet.

4.1. Cai dat SSH Server trén Server Linux
Dung lénh rpm dé cai package openssh-server. *.rpm
rpm —ivh openssh-server.*.rpm
Tap tin cdu hinh /etc/ssh/sshd_config va /etc/ssh/ssh_config. Dé start hay
stop server dung I¢nh sau:
/etc/init.d/sshd start/stop/restart
4.2. Sir dung SSH Client trén Linux

Trén client (Linux hodc Unix) dung 1énh ssh dé login vao server. Ca phap
cua Iénh:

$ssh [tuy chon] [tén/IP_may] [tay chon] [Iénh]
Vi du: $ssh [ ] <tén_user> <ssh_address>
4.3. Quan tri hé thong Linux thong qua SSH client for Windows

SSH client for Windows dugc thiét ké dé cho phép nguoi ding co thé st
dung/quan tri Unix/Linux tr hé diéu hanh Windows. C6 thé download phan mém
nay tu site: http://www.ssh.com/support/downloads/.
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Phan mém nay hd trg cho ngudi ding c6 thé lam viée tir xa, cung cép dich
vu sttp.

loi
Fle Edt View Window Help |
HeR/ 83 ear alan s e
&1 Quick Connect (] Profiles ’
total 152 :.I
drwxr-x--- 8 root root 4096 Mar 30 17:35 .
drwxr-xr-x 23 root root 4096 Mar 30 15:17 ..
=IW-L==L== 1 root root 1817 Mar 29 14:10 anaconda-ks.cfg
S e 1 root root 1622 Mar 30 17:15 .bash_history
IW-r--r-- 1 root root 24 Jun 11 2000 .bash_logout
18t i A 1 root root 234 Jul 6 2001 .bash profile
IW-r--r-- 1 root root 176 Aug 24 1995 .bashrc
rw-r--r-- 1 root root 210 Jun 11 2000 .cshrc
~rW-L==-r== 1 root root 401 May 7 2004 .default contexts
drwxr-xr-x 4 root root 4096 Mar 29 14:06 Desktop
drux------ 2 root root 4096 Mar 30 10:20 .gconf
drwg—-—=-~ 2 root root 4096 Mar 30 10:21 .gconfd
drux------ 2 root root 4096 Mar 29 13:26 .gnome
drwxr-xr-x 2 root root 4096 Mar 29 13:26 .gstreamer-0.8
~rW-r--r-- 1 root root 120 Apr 20 2004 .gtkrc
~IW-L-~L~== 1 root root 60538 Mar 29 14:10 install.log
-ry-r--r-- 1 root root 6695 Mar 29 14:09 install.log.syslog
drwxr-xr-x 3 root root 4096 Mar 30 15:16 .mc
—EW-r--r-- 1 root root 196 Jul 11 2000 .tcshrc
—IW------- 1 root root 4990 Mar 30 17:35 .viminfo
—Ey------— 1 root root 0 Mar 29 15:17 .Xauthority
-rW-r--r-- 1 root root 1126 Aug 24 1995 .Xresources
[rootBnhon root]# I -
Connected to 172,29,14.150 [SSH2 - aes126-che - hmac-mdS - none [80x24 | [ [ 4

Man hinh “SSH Client for Windows”
Céu hoi
1. Trinh bay cac cach thay d6i dia chi IP (Iénh ifconfig, thay doi tir file
letc/sysconfig/network-scripts/ifcfg-eth0).

2. Trinh bay céc cach tao nhiéu dia chi IP trén card mang (IP alias).

Bai tap thuc hanh
Bai 1: Cho hé théng theo hinh vé sau:

/
/

///o

IP Address

10.10.10.10/8
Net: 10.0.0.0/8

1. Thay d6i tén may, sau d6 khoi dong lai bang 1énh init 6
2. Xem dia chi mang

3. Xem trang thai két ndi vat Iy ciia NIC

4. bat dia chi mang va cdp nhat

5. Dung 1énh ping va ifconfig dé kiém tra cAu hinh mang
6. Kiém tra cap dd gan vao card mang hay chua.
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Bai 2: Cho h¢ thdng theo hinh v& sau:

W1

IP Address ethD: 10.10.10.10/8
IP Address eth0:0:{192.168.100.100/24

Net: 10.0.0.0/8
Net: 192.168.100.0/24

Thuc hién cac yéu cau sau:
1. Thém dia chi IP cho card mang ethO vi:
- tén interface eth0:0
- IP address: 192.168.100.100
- netmask: 255.255.255.0
- Gateway: 192.168.100.1
- DNS: 192.168.100.1
2. Chi dinh default route cho hé thong
3. Xem bang dinh tuyén
4. Thong ké két ndi mang
Bai 3: Cho hé thong theo hinh v& sau:

T ~g Linux server
TELNET

% SSH
VNC

% Mo hinh truy cap tir xa

TELNET terminal

Cai dat va cdu hinh céac dich vu hd tro:
1. Cho phép moi nguoi két ndi tir xa vao may chu Linux qua telnet
2. Cho phép moi nguoi két ndi tir xa vao may chu Linux qua ssh



Trang 70

3. Cho phép moi ngudi két ndi tir xa vao mdy chu Linux qua VNC
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BAI 7: CAI PAT DICH VU TREN MAY CHU

Muc tiéu:

- Hiéu céch thtrc hoat dong cua cac dich vu Samba, DNS, DHCP, Web;

- Nim duoc cach ciu hinh cac dich vu Samba, DNS, DHCP, Web trén may chu
Linux;

- Thuc hién céc thao tac an toan véi may tinh.

N0i dung chinh:
1. Dich vu SAMBA

Muc tiéu: Cung cdp cho nguwoi hoc chirong trinh hé tro chia xé tai nguyén hé thong
Linux voi cac hé théng khac. O ddy, nguoi hoc sé thuc hién duwoc cac thao tac: cai
dat, cdu hinh, truy xudt vao cdc tai nguyén da chia xé.

Samba 13 chuong trinh tién ich hd tro viéc chia xé tai nguyén tir hé thong
Linux véi cac hé théng khac (Linux, Windows), n6 hd tro tinh niang gia nhap (join)
Linux vo1 Windows nhu gia nhap Linux vao PDC trén Windows, gia nhap vao
Windows Workgroup,...

Bo Samba gom nhiéu thanh phan. Daemon mang tén smbd cung cap dich vu
in 4n va tap tin. Tap tin cau hinh cia Daemon nay la smb.conf, con daemon nmbd
thi ho tro dich vu tén NETBIOS, cho phép cac may tinh khac truy cap va sir dung
cac tai nguyén dugc cip béi may chu Samba. Trinh smbclient, mot thanh phan
khac cta bd Samba, hoat dong nhu mét client binh thuong gidng nhu ftp. Trinh
tién ich nay dung khi mudn truy cap nhiing tai nguyén trén céc server twong thich
khac.

1.1. Cai dat SAMBA

C6 thé cai dit Samba trong qué trinh cai Linux hodc cai sau bang tién ich
RPM, cac bd nay duoc tich hop vao Fedora CD, cic file ndy bao gom:
system-config-samba-1.2.15-0.fc2.1  : hd trg ciu hinh trén giao dién X

window
samba-3.0.7-2.FC2 : package chinh cia SAMBA
samba-client-3.0.7-2.FC2 : package cho SAMBA Client
samba-common-3.0.7-2.FC2 - hd tro cac thu vién cho SAMBA
samba-swat-3.0.7-2.FC2 : hd trg cau hinh SAMBA qua Web

1.2. Khéi dong SAMBA
C6 thé khai dong dich vu samba tai thoi diém boot ciia hé théng chkconfig.

# chkconfig smb on
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Ta c6 thé start/stop/restart samba thong qua lénh:
# service smb restart
Pé kiém tra samba c6 hoat dong trong hé thong hay khong
# pgrep smb
1.3. CAu hinh SAMBA

Tap tin cdu hinh /etc/samba/smb.conf. Day 1a mot tip tin c6 dang text. CAc
thanh phan trong file cau hinh:

Thanh phan Giai thich
[global] Chtra cac tham s cau hinh chung cta samba server
[printers] Chtra cac tham so str dung cho viéc cAu hinh may in
[homes] Chi dinh SMB chia xé thu muc home directory ctia user
[netlogon] Chia x¢ logon script
[profile] Chia x¢ profile

1.3.1. Doan [global]

Poan nay kiém soat tit ca tham sd cau hinh chung cta server smb. Poan nay
cling cung cap gia tri mac dinh cho nhiing doan khac:

[global]

workgroup = LINUX ; chi ra nhom ma may nay sé tham gia

server string = Samba Server ;

hosts allow = 192.168.1. 192.168.2. 127. ; host dwoc phép truy xudt dén
samba

Guest account = pcguest ; cung cdp username cho account khéch trén

server. Account nay dé nhan dién nhitng user nao dwoc dung cdc dich vu samba
danh cho khach

Log file = /var/log/samba/smb.%m ; xdc dinh vi tri tdp tin log cua tung
client truy cdp samba
Max log size = 50 ; kich thuéc t6i da ciia mét tdp tin log (tinh bang kb)

encrypt passwords = yes ; can hay khong can md hod password khi ding
nhdp vao mdy chii Samba. Moi password giti tir Windows 9x déu md hod. Do dé,
néu ta chon “no” thi mdy chii samba sé khéng chdp nhdn sw ddang nhdp cia bat ky
user nao. Néu gia tri la “yes” thi chi ¢é cdc user c¢é password trong tdp tin
Jetc/samba/password la cé thé thdy mdy chii Samba.

smb passwd file = /etc/samba/smbpasswd ; tap tin luu triv nhitng user duoc
phép truy cdp dén server smb.

Mot sO bién can tham khao:
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Tén bién Mo ta gia tri
%S Tén cta dich vu hién hanh, néu ¢6
%P Thu muc gé)c ctia dich vu hién hanh, néu ¢6
%u tén user cua dich vu hién hanh
%g tén ciia nhdm chinh cta %u
%U tén phién lam vi¢c cta user
%G tén ctia nhém chinh ctiia %U
%H thu muc gbe cua user
%V phién ban cua Samba
%h tén cua host ma Samba dang chay
%m tén NETBIOS cua may khach
%L tén NETBIOS ctua may chu
%M tén Internet cuia may khach
%l Dia chi IP cia may khach
%T ngay va gio hién hanh
%a kién trtc cua may tir xa. Chi c6 mot ) may dugc
nhan dién 1la Win9x, WIinNT, Win2k

1.3.2. Poan [homes]

Mic dinh SMB chia xé home cta ting ngudi dung trong hé théng dé cho
phép cac user co thé truy xuit vao home directory ctia minh tir may tram.

[homes]

comment = Home Directories ;

path = %H ;

read only =no ;

valid users = %S ; Chi dinh tén user dwoc phép truy xudt, néu ta cho phép
group ta dung cu phap @group_name.

browseable =no ;

writeable = yes ;

create mask = 0750 ;

1.3.3. Chia xé may in dung SMB
Pé chia xé may in, ta md ta doan [printers] trong file /etc/smb.conf

[printers]

comment = All Printers
path = /var/spool/samba
browseable = no

public = yes

guest ok = no
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writable = no
printable = yes ; cho phép in
create mask = 0700

1.3.4. Chia xé thw muc

Sau khi lap cAu hinh méc dinh cho server Samba, c6 thé tao ra nhiéu thu
muc dung chung, va quyét dinh xem ca nhan nao hodc group nao duoc phép st
dung chung.

[dirshare]

comment ="chia xé thu muc”
path = /usr/local/share

valid users = hvl

browseable = yes

public =no

writable = yes

Poan trén da tao ra mot thu muc chia xé mang tén dirshare. Puong dan dén
thu muc nay la /usr/local/share. Vi public 1a no nén chi c6 user hvl dugc truy cap
dén thu muc nay.

1.4. Sit dung SAMBA SWAT

Swat 1a mot cong cu cho phép cau hinh SAMBA qua giao dién Web. Néu ta
mudn st dung céng cu nay thi ta phai cai thém package samba-swat-3.0.7-
2.FC2.rpm (trong Fedora Core).

1.4.1. Tap tin cAu hinh SAMBA SWAT
Trude khi cau hinh SAMBA-SWAT, can thiét 1ap mot s6 thong so:

disable = no
only _from = 172.29.14.149 localhost

Trong file /etc/xinetd.d/swat dé khoi dong dich vu SWAT va cho phép cac
host nao cé quyén truy xust SAMBA SWAT qua Web.

service swat

{

disable = no

port =901

socket_type = stream

wait = no

only from =172.29.14.149 localhost
user = root

server = /usr/sbin/swat
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log_on_failure += USERID
by
1.4.2. Truy xuat SWAT tir Internet Explorer

Truy xudt SMB SWAT théng qua dia chi http://172.29.14.150:901 tur IE;
Sau @0, chi dinh username (root néu ta mudn quan Iy SMB), va mat khau dé ding
nhap:

Address [ &) T 50:90
=
@\ﬂ__l] ":’ﬁ A
SWAT
User name | € root =l
Password: | eoccee

I” Remember my password

|
Lol |
Man hinh dang nhéap

Sau khi dang nhap thanh cong

ﬁ
;S:!’E_r/_?__J@
y

& | ® Z ABRE

HOME GLOBALS SHARES PRINTERS WIZARD STATUS VIEW PASSWOR

Welcome to SWAT!
Please choose a configuration action using one of the above buttons
Samba Documentation

» Daemons
o smbd - the SMB daemon
o nmbd - the NetBIOS nameserver
o winbindd - the winbind daemon
+ Configuration Files
o smb.conf - the main Samba configuration file
o Imhosts - NetBIOS hosts file
o smbpasswd - SMB password file
+ Administrative Utilities
o smbeontrol - send control messages to Samba daemons
o smbpasswd - managing SMB passwords
o SWAT - web ronfimiration tool

Giao dién Samba SWAT

1.4.3. CAu hinh SAMBA SWAT

Thanh phan Giai thich

Cung cap cac tai li¢u tham khao v€ samba
HOME

Quan Iy thong tin cau hinh

GLOBALS

=) Quan ly tai nguyén chia xé&

SHARES

&

Q

Quan ly viéc chia xé may in
PRINTERS
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i 4 / Quan Iy Server Type, Wins va mot sb tham sb khac
L WIZARD
& Quan Iy trang thai cia SAMBA, theo ddi chc
STATDS connection...
@l Xem céc thong tin cdu hinh trong file smb.conf
VIEW
Quan 1y mat khéu
PASSWORD:

2. Dich vu DNS

Muc tiéu: Trinh bay co ché hoat dong cua dich vu DNS, cdch cau hinh dich vu
DNS trén may chu Linux.

2.1. Gi6i thiéu vé DNS

Cac may tinh trong mang mudn lién lac hay trao ddi théng tin, dit liéu cho
nhau can phai biét dia chi IP cta nhau. Néu s6 lwong may tinh nhiéu thi viéc nhé
nhimg dia chi IP nay Ia rat kho. Mdi may tinh ngoai dia chi IP con c6 tén
(computer name). Dbi v6i con ngudi viée nhd nhitng cai tén nay du sao ciing dé
dang hon vi chung c6 tinh truc quan va goi nhé hon dia chi IP. Vi thé, nguoi ta
nghi ra cach lam sao anh xa dia chi IP thanh tén may tinh.

Ban dau do quy md mang ARPAnet (tién than ciia mang Internet) con nho
chi vai tram may, nén chi c6 moét tap tin don HOSTS.TXT luu thong tin vé anh xa
tén may thanh dia chi IP. Trong d6 tén may la chudi van ban khéng phan cap (flat
name). Tap tin nay duoc duy tri tai 1 may chu va cac may chu khac luu gilt ban sao
ctiia nd. Tuy nhién khi quy m6 mang 16n hon, viéc str dung tap tin HOSTS. TXT co
cac nhuoc diém nhu sau:

- Luu lvgng mang va may chu duy tri tap tin HOSTS.TXT bi qua tai do hi¢u
g “c chai”.

- Xung dot tén: Khong thé c6 2 may tinh c6 cling tén trong tap tin
HOSTS.TXT. Tuy nhién do tén may khong phan cdp va khong co gi dam bao dé
ngin chin viéc tao 2 tén triung nhau vi khong c6 co ché uy quyén quan 1y tap tin
nén c6 nguy co bi xung dot tén.

- Khong dam bdo sy toan ven: viéc duy tri 1 tip tin trén mang 1én rat kho
khin. Vi du nhu khi tap tin HOSTS.TXT vira cap nhat chua kip chuyén dén may
chu & xa thi da c6 su thay ddi dia chi trén mang.

Tom lai, viéc dung tap tin HOSTS.TXT khong phu hop cho mang 16n vi
thiéu co ché phan tan va mé rong. Do do, dich vu DNS ra doi nham khéc phuc cac
nhugce diém nay. Nguoi thiét ké cdu tric cua dich vu DNS 1a Paul Mockapetris -
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USC's Information Sciences Institute, va cac khuyén nghi RFC cua DNS 1a RFC
882 va 883, sau d6 1a RFC 1034 va 1035 cung véi 1 sé RFC bd sung nhu bao mat
trén hé thong DNS, cap nhat dong cac ban ghi DNS...

Luwu y: Hién tai trén cac mdy chu van sir dung duoc tip tin hosts.txt dé phan giai
tén may tinh thanh dia chi IP (trong Linux la /etc/hosts)

Dich vu DNS hoat dong theo mo hinh Client - Server: phan Server goi l1a
may cha phuc vu tén nameserver, con phan Client 13 trinh phan giai tén resolver.
Nameserver chira cac thong tin CSDL cta DNS, con resolver chi 1a cac ham thu
vién dung dé tao cac truy van (query) va gii chiing dén name server. DNS duoc thi
hanh nhu mét giao thic ting Application trong mang TCP/IP.

DNS 1a 1 CSDL phan tan. Diéu nay cho phép ngudi quan tri cuc bo quan 1y
phan dit liéu ndi bd thudc pham vi ctia ho, ddng thoi dir liéu nay ciing dé dang truy
cap dugc trén toan by hé théng mang theo mo hinh Client - Server. Hi¢u Suét str
dung dich vu duoc ting cuong théng qua co ché nhan ban (replication) va luu tam
(caching). Mot hostname trong domain 1a sy két hop giira nhiing tir phan cach nhau
boi ddu cham. Vi du hostname 1a cntt.danavtc.edu, trong d6 cntt 13 hostname va
danavtc.edu 1a domain name. Domain name phan bé theo co ché phan cép tuong tu

nhu su phan cip cua hé thong tap tin Unix/Linux.

ONS - v UNIX
daisbase fifesysiem

!
'
!
I

'
! usr
i
)
I
'

winnie

winnie.cotp.hp.com

AustAocalk/Dinsimake —
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ligu (CSDL) cua DNS 1a mgt cay dao nguoc. Mbi nht trén cay
cling lai 13 gbc cua 1 cay con. Mdi cdy con 1a 1 phan ving con trong toan bd CSDL
DNS goi 1a 1 mién (domain). Mdi domain c6 thé phan chia thanh cac phan ving
con nho hon goi 13 cic mién con (subdomain). Mdi domain c6 1 tén (domain
name). Tén domain chi ra vi tri ctia né trong CSDL DNS. Trong DNS tén mién la
chudi tuan tu cdc tén nhin tai nat do di nguoc 1én nit géc cua cay va phan cach
nhau bdi ddu chdm. Tén nhin bén phai trong mdi domain name duoc goi 1a top-
level domain. Trong vi du trudc cntt.danavtc.edu, vay .edu la top-level domain.

Bang sau day liét ké top-level domain

Tén mién Mo ta

.com Céc 6 chiric, cong ty thuong mai

.org Céc to chire phi loi nhuan

.net Céc trung tam hd tro vé mang

.edu Cac to chire gido duc

.gov Céc t6 chirc thudc chinh phu

.mil Céc t6 chirc quan su

int Céc t6 chtrc dugc thanh 14p béi cac hiép ude qudc té

Vi su qué tai cia nhitng domain name da ton tai, do d6 da lam phat sinh nhiing

top-level domain mai. Bang sau day liét ké nhitng top-level domain méi.

Tén mién Mo ta
.arts Nhiing t6 chirc lién quan dén nghé thuat va kién trac
.nom Nhiing dia chi c4 nhan va gia dinh
rec Nhiing t6 chirc c6 tinh chat giai tri, thé thao
firm Nhitng t6 chirc kinh doanh, thuong mai
.info Nhitng dich vu lién quan dén thong tin
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Bén canh d6, mdi nudc ciing c6 mot top-level domain. Vi du top-level
domain ctia Viét Nam 1a vn, My 1a us... Mdi nudc khac nhau c6 co ché to chuc
phan cap domain khac nhau. Vi du vé t6 chirc domain cta Vi¢t Nam:

Oer | Top-level
domain

/ Domain com.vn

dpmain sieuthi.com.vn
la sub-domain

com.wn

2.2. Cach phan b dir liéu quan ly Domain Name

Nhiing root name server (.) quan 1y nhitng top-level domain trén Internet.
Tén may va dia chi IP ctia nhitng name server nay dugc cong bd cho moi nguoi
biét va chiing dugc li¢t ké trong bang sau. Nhitng name server nay cting co6 thé dat
khip noi trén thé gidi.

Tén may tinh Dia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
I.ROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
A.ROOT-SERVERS.NET 198.41.0.4

Thong thuong mét t6 chirc duoc ding ky mot hay nhiéu domain name. Sau
d6, mdi to chire sé cai diat mot hay nhiéu name server va duy tri co s¢ dir liéu cho
tat ca nhitng may tinh trong domain. Nhitng name server cta t6 chtrc dugc dang ky



Trang 80

trén Internet. Mot trong nhiing name server nay dugc biét nhu 14 Primary Name
Server. Nhiéu Secondary Name Server dugc dung dé lam backup cho Primary
Name Server. Trong trudng hop Primary bi 13i, Secondary duoc st dung dé phan
giai tén. Primary Name Server c6 thé tao ra nhimg subdomain va iy quyén nhiing
subdomain nay cho nhitng Name Server khac.

2.3. Co ché phan gii tén

2.3.1. Phan giai tén thanh IP

Root name server: La may chu quan 1y cac nameserver ¢ murc top-level
domain. Khi c6 truy vin vé mot tén mién nao d6 thi Root Name Server phai cung
cap tén va dia chi IP cia name server quan 1y top-level domain (Thuc té 1 hau hét
cac root server ciing chinh 1a may chi quan 1y top-level domain) va dén luot cac
name server cua top-level domain cung cip danh sach cidc name server c6 quyén
trén cac second-level domain ma tén mién nay thudc vao. Ctr nhu thé dén khi nao
tim duoc may quan 1y tén mién can truy van. Qua trén cho thay vai tro rat quan
trong ciia root name server trong qua trinh phan giai tén mién. Néu moi root name
server trén mang Internet khong lién lac dugc thi moi yéu cau phéan giai déu khong
thuc hién dugc. Hinh v€ dudi mo ta qua trinh phan giai grigiri.gbrmpa.gov.au trén
mang Internet.

query for addrass of

girigiri. gbrmpa. gov.au wn i
U b
referral to au i S
; Name Servers
query for address of
" girigiri, gbrmpa.gov.au
name 0 e e RO s T e
server Al (I refertal to gov.ag 50
' ! name servers
..... <, —_ :
..... <.____-' L SN o e
...... —
..... <. -———— \
~~~~~ F— ! query for addrass of
< : girigiri. gbrmpa. gov.au
3 N edu
I X referral to gbrmpa.gov.an

name Servers

answ

query for addrass of

\ girigiri. gbrmpa. gov.au I gbrmpa.gov.au l
st | “ name server
addrass of sa ips gbrmpa

girigirl. gbrmpa.gov.au

resolver

[ ] resolver Query
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Client s& gtri yéu cau can phan giai  dia chi IP cua may tinh cd tén
girigiri.gbrmpa.gov.au dén name server cuc bd. Khi nhan yéu cau tir resolver,
Nameserver cuc bd s& phan tich tén nay va xét xem tén mién nay c6 do minh quan
1y hay khong. Néu tén mién do server cuc bod quan ly, no s€ tra 101 dia chi IP cua
tén may do ngay cho resolver. Nguoc lai, server cuc bd s€ truy van dén mot Root
Name Server gr:in nhat ma né biét duoc. Root Name Server s& tra 101 dia chi IP cua
Name Server quan 1y mién au. May cha name server cuc bo lai hoi tiép name
server quan 1y mién au va duoc tham chiéu dén may chu quan 1y mién gov.au. May
chu quén 1y gov.au chi dan méy name server cuc bo tham chiéu dén may chu quan
ly mlen gbrmpa.gov.au. Cudi cting may name server cuc b truy Van may chu quan
Iy mién gbrmpa.gov.au va nhan dugc cau tra 10i.  Céc loai truy véan: truy van cé
thé ¢ 2 dang:

- Truy van dé quy (recursive query): Khi nameserver nhan duogc truy van
dang nay, nd bat budc phai tra vé két qua tim dugc hodc thong béo 18i néu nhu truy
van nay khong phan giai duoc. Nameserver khong thé tham chiéu truy van dén mot
name server khic. Nameserver c6 thé giri truy van dang dé quy hodc twong tac dén
nameserver khac nhung né phai thuc hién cho dén khi ndo c6 két qua méi thoi.

- Truy van tuong tac: khi nameserver nhan dugc truy van dang nay, né tra
101 cho resolver v&i thong tin tot nhat ma nd c6 duoc vao thoi diém luc d6. Ban
than nameserver khong thyuc hién bat cir mot truy van nao thém. Thong tin tt nhat
tra vé co thé lay tir dir liéu cuc bd (ké ca cache). Trong trudng hop nameserver
khong tim théy trong dir liéu cuc bd nod s€ tra vé tén mién va dia chi IP cua
nameserver gan nhat ma no biét.

2.3.2. Phan giai IP thanh tén may tinh

Anh xa dia chi IP thanh tén may tinh dugc dung dé dién dich cac tap tin log
cho dé doc hon. N6 con dung trong mdt s6 truong hop chimg thuc trén hé thong
UNIX (kiém tra cac tap tin .rhost hay host.equiv). Trong khong gian tén mién da
noi ¢ trén dir liéu — bao gém ca dia chi IP — duogc 1ap chi muc theo tén mién. Do d6
v6oi mot tén mién da cho viée tim ra dia chi IP kha dé dang.

Pé co thé phan giai tén may tinh cia mot dia chi IP, trong khong gian tén
mién nguoi ta bd sung thém mdt nhanh tén mién ma duoc 1ap chi muc theo dia chi
IP. Phan khong gian nay c6 tén mién la in-addr.arpa.

MJi niit trong mién in-addr.arpa c6 mot tén nhan 1a chi sb thap phan cua dia
chi IP. Vi dy mién in-addr.arpa c6 thé c6 256 subdomain, twong tng voi 256 gia
tri tir 0 dén 255 ciia byte dau tién trong dia chi IP. Trong mdi subdomain lai c6 256
subdomain con nita img véi byte thir hai. Ctr nhu thé va dén byte thir tu c6 céc ban
ghi cho biét tén mién day du cta cac may tinh hodc cic mang c6 dia chi IP tuong
ung.
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IP address 15.16.192.152

- hostname winnie.corp.hp.com

Luwu y : khi doc tén mién dia chi IP s& xuét hién theo tht tu nguoc. Vi du
néu dia chi IP cia may winnie.corp.hp.com 1a 15.16.192.152, khi 4nh xa vao mién
in-addr.arpa sé€ 1a 152.192.16.15.in-addr.arpa.

2.4. So sanh Domain Name — Zone

Mot mién gdm nhiéu thyc thé nhd hon goi 1a mién con (subdomain). Vi du:
mién ca bao gdm nhiéu mién con nhu ab.ca, on.ca, qc.ca,... (nhu hinh vé& dudi). C6
thé uy quyén mot s6 mién con cho nhitng DNS Server khac quan 1y. Nhiing mién
va mién con ma DNS Server dugc quyén quan 1y goi 13 zone. Nhu vay, mot zone
c6 thé gdm mot mién, mot hay nhiéu mién con. Hinh sau mo ta sy khac nhau giita
zone va domain.

ca zone

ca domain ——
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2.5. Phan loai Domain Name Server

C6 nhiéu loai Domain Name Server dugc t6 chire trén Internet. Su phan loai
nay tuy thudéc vao nhi€ém vu ma ching s€ dam nhan. Ti€p theo sau ddy mo ta
nhitng loai Domain Name Server:

2.5.1. Primary Name Server

M&i mién phai c6 mot Primary Name Server. Server nay dugc dang ki trén
Internet & quan 1y mién. Moi ngudi trén Internet déu biét tén may tinh va dia chi
IP cua server nay. Nguoi quan tri DNS s& t6 chtc nhitng tap tin CSDL trén
Primary Name Server. Server nay c6 nhiém vu phan giai tit ca cic may trong mién
hay zone.

2.5.2. Secondary Name Server

MObi mién c6 mdt Primary Name Server dé quan Iy CSDL ctia mién. Néu
server nay tam ngung hoat dong vi mét 1y do nao do6 thi viéc phan giai tén may tinh
thanh dia chi IP va nguoc lai xem nhu bi gian doan. Vén dé nay anh hudng rat 16n
dén nhiing t6 chtic c6 nhu cau trao d6i thong tin ra ngoai Internet cao. Nham khac
phuc nhuoc diém nay, nhiing nha thiét ké di dua ra mot Server dy phong goi la
Secondary (hay Slave) Name Server. Server ndy c6 nhiém vu sao luu tat ca nhimg
d@r li€u trén Primary Name Server; khi Primary Name Server bi gian doan, nd sé
dam nhan viéc phan giai tén may tinh thanh dia chi IP va nguoc lai. Trong mot
mién c6 thé c6 modt hay nhiéu Secondary Name Server. Theo mdt chu ky,
Secondary s€ sao chép va cap nhat CSDL tr Primary Name Server.

2.5.3. Caching Name Server

Caching Name Server c6 chttc nang phan giai tén may trén nhitng mang & xa
thong qua nhitng Name Server khac. N6 luu gitr lai nhitng tén may da dugc phan
giai trude d6 va duge sir dung lai nhitng thong tin nay nham muc dich:

- Lam tang toc do phan giai bang cach sir dung cache.

- Giam bdt gdnh nang phan giai tén may cho cadc Name Server.

- Giam viéc luu thong trén nhitng mang 1omn.
3. Dich vu DHCP
Muc tiéu: Trinh bay co ché hoat dong cua dich vu DHCP, cach cau hinh dich vu
DHCP trong viéc quan tri hé théng mang.

DHCP — Dynamic Host Configuration Protocol — 1a mdt dich vu hitu ich
trong viéc quan tri nhiing mang 16n hay mang cé nhitng nguoi dung di dong.
DHCP Server 1a may cap phat dia chi IP cho nhiing may tinh khac trong mang,
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DHCP client 13 cAc may nhan dja chi IP va nhiing thong tin vé mang khéc tir
DHCP Server.

3.1. Mt s6 luu y trén DHCP
- Phai c6 mot dia chi IP tinh;
- Khong phai 1a mot DHCP client;

- Cép phat dia chi IP cho nhitng may tinh trong mot khoang dia chi IP ma
nguoi quan tri da dinh nghia;

- Co6 thé cung cap dia chi default gateway, DNS server, tén domain va
NetBIOS name server cho may tinh;

- Khéng c6 hai may nhan cung dia chi IP;

- Pja chi IP cp cho DHCP client s& dugc 1am méi khi may tinh khoi dong
lai.

3.2. Uu diém ciia DHCP

Nguoi quan tri khong can dat dia chi IP cho ting mady tinh trong mang.
Nguoi quan tri khong can cung cap thong tin cho timg may diéu nay tiét kiém duoc
thoi gian va mot so chi phi khac.
3.3. Cau hinh DHCP server

Pé cau hinh DHCP server can phai cai package dhcpd.*.rpm nay trong dia
CD Linux.

Cai dat DHCP bang lénh: #rpm —ivh dhcpd.*.rpm

Pé hoan thanh viéc cAu hinh DHCP can phai tao ra tip tin cau hinh
/etc/dhepd.conf va chinh sira tap tin nay. Vi du vé ndi dung céu hinh chinh cua tap
tin dhcpd.conf

ddns-update-style interim;
default-lease-time 600;
max-lease-time 7200;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.1.255;
option routers 192.168.1.254;
option domain-name-servers 192.168.1.1, 192.168.1.2;
option domain-name "example.com";
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.100;

}
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Tap tin /var/lib/dhcp/dhcpd.leases. Tap tin nay dugc st dung bdi daemon
dhcpd dé luu nhimg thong tin vé cac dia chi IP da dugc cap phat

3.4. Khéi dong DHCP

Sau khi thiét lap nhiing tap tin cu hinh, ta can khoi dong dich vu bﬁng
1énh: #/etc/init.d/dhcpd start

4. Dich vu Web

Muc tiéu: Trinh bdy cdc giao thirc giao tiép giita trinh duyét web va server, cdch
thiec hoat dong, cai dat va cau hinh Web server.

4.1. Web server

4.1.1. Giao thuc HTTP

HTTP 1a mot giao thirc cho phép trinh duyét Web Browser va server c6 thé
giao tiép v4i nhau. N6 chuan hoa céac thao tac co ban ma mot Web Server phai 1am
duoc.

HTTP bét dau 1a 1 giao thuc don gian gidng nhu véi cac giao thic chuan
khac trén Internet, thong tin diéu khién duoc truyén dudi dang vin ban tho thong
qua két ndi TCP. Do d6, két néi HTTP c6 thé thay thé bang cach dung 1énh "telnet"
chuan.

Vi du:

> telnet www.extropia 80
GET /index.html HTTP/1.0

Cong 80 1a cong mic dinh danh cho Web server "ling nghe" cac két ndi
duoc giri dén. Pé dap ung 1énh HTTP GET, Web server tra vé cho client trang
"index.html" thong qua phién lam viéc telnet ndy, va sau d6 dong két nbi. Thong
tin tra vé dudi dang code HTML:

<HTML>
<HEAD>
<TITLE>eXtropia Homepage</TITLE>
</HEAD>

</HTML>

Giao thic chi thuc thi don gian hai thao thac yéu-cau/dap-ting
(request/response). Mot trong cac thay doi 16n nhat trong HTTP/1.1 1a n6 hd tro
két ndi 1au dai (persistent connection).
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‘ Web Browser

1.User yéu cau 4. Web Server
tai litu Web, vd L 4 Web server tra
nhw index html tai ligu vé cho
browser

I Web Se-ver
2. Web server tim 4
Wi lidutrenhs 3 lehsrrveniay
r tim tai liéu trén

g h# théng fle
‘ File Sysiem

Trong HTTP/1.0, mot két ndi phai duogc thiét lap dén server cho mdi dbi
tugng ma Browser mudn download. Nhiéu trang Web c6 rat nhiéu hinh anh, ngoai
viéc tai trang HTML co ban, browser phai 1y vé mot s6 lwong hinh anh. Nhiéu
cai trong chiing thudng 13 nho hodc chi don thuan 1a dé trang tri cho phan con lai
cta trang HTML. Thiét 1ap mot két ndi cho mdi hinh anh that 13 phi pham, vi s& ¢6
nhiéu g6i théng tin mang sé dugc luan chuyén giita Web browser va Web server
trudc khi dir liéu anh duoc truyén ve. Nguoc lai, mé mot két ndi TCP truyén tai
litu HTML va sau d6 mdi hinh anh s& truyén ndi tiép theo nhu thé s& thuan tién
hon va qua trinh thiét 1ap cac két ndi TCP s& duoc giam xudng.

4.1.2. Web Server va cach hoat dong

O muc do co ban, Web server chi phuc vu cac ndi dung tinh. Nghia la khi
Web server nhéan 1 yéu cau tir Web browser, n6 s& anh xa duong dan nay (Uniform
Resource Locator - URL) thanh mot tap tin cuc bg trén may Web server. May chu
sau d6 s& nap tap tin nay tir dia va dua né thong qua mang dén Web browser clia
nguoi dung. Web browser va web server stt dung giao thirc HTTP trong qué trinh
trao d6i dit liéu. Cac trang tai lidu HTML 1a mot van ban thd (raw text) chtra cac
thé dinh dang (HTML tag).

Vi du:

<html>

<head> <title> WWW </title>

</head>

<body>

<p align=center>

<a href="“http://www.danavtc.edu.vn/”><b>Truong Cao Pdng Nghé DN
</b></a>
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</b>
</p>
</body>
</html>

Ngay nay, Web Server da dugc phat trién v6i nhiéu thong tin phirc tap hon
dugc chuyén giita Web Server va Web Browser, trong d6 quan trong nhat 13 noi
dung dong (dynamic content). Vi phién ban dau tién, Web server hoat dong theo
md hinh sau:

- Tiép nhan céc yéu cau tir browsers.
- Trich no1 dung tu dia.

- Chay cac chuong trinh CGI.

- Truyén dit liéu nguoc lai cho client.
- Chay cang nhanh cang tét.

Piéu nay s€ thyc hién tot d6i véi cac Web site don gian, nhung server s¢€ bat
dau gdp phai van dé khi c6 nhiéu nguoi truy cdp hodc c6 qua nhiéu trang web dong
phai mat thoi gian dé tinh toan cho ra két qua.

Vi du:

Néu mot chuwong trinh CGI mat 30 gidy dé sinh ra ndi dung, trong thoi gian
nay Web server co thé s& khong phuc vu cac trang khac nita. Do vay, mic du mé
hinh nay hoat dong dugc, nhung n6 van can phai thiét ké lai dé phuc vu dugc nhiéu
nguoi trong cung 1 lac. Web server ¢ xu hudng tin dung uu diém ctia 2 phuong
phap khéac nhau dé giai quyét van dé nay 1a: da tiéu trinh (multi-threading) hodc da
tién trinh (multi-processing) hodc cac hé lai gitta multi-processing va multi-
threading.

4.1.3. Web client

Web client Ia nhitng chuong trinh duyét Web & phia nguoi dung (Internet
Explorer, Netscape Communicator...) dé hién thi nhiing théng tin trang Web cho
ngudi dung. Web client s& giri yéu cau dén Web Server. Sau d6, doi Web Server
xtr 1y tra két qua vé cho web client hién thi cho nguoi dung. Tt ca moi yéu cau
déu duoc xur Iy bai Web Server.

4.1.4. Web dong

Mot trong cac ndi dung dong (goi tat 1a Web dong) co ban 1a cac trang Web
dugc tao ra dé dap ung cac dir liéu nhap vao cua ngudi dung truc tiép hay gian
tiép.

Céach c6 dién nhét duoc dung phé bién nhét cho viéc tao noi dung dong l1a st
dung Common Gateway Interface (CGI). Cu thé 1a CGI dinh nghia cach thirc Web
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server chay mét chuong trinh cuc bg, sau d6 nhan két qua va tra vé cho Web
browser ctia ngudi dung da gui yéu cau.
Web browser thuc sy khong biét noi dung cua thong tin 1a dong, boi vi CGI
vé co ban 1a mot giao thirc mod rong ciia Web Server. Hinh v& sau minh hoa khi
Web browser yéu cau mot trang Web dong phat sinh tir chuong trinh CGI.

YWeb Browser
1.User yéu cau 4 Web server chuyén
cheong trinh CGI céc théng tin xuét ra
phuc vu 1 trang i T tr chwong trinh CGIL
déng (webstore.cgt) ve cho browser

YWeb Server

: A

2. Web server got 3.Web server nhan
chwong trinh l ‘ céc théng tin xudt ra
W}ebstore.cgi va gl tr chwong trinh
dén cht}'ong trinh cac webstore.cgi webstore.cgi
tham s6 ma browser
yeu cau.

Mot giao thirc mo rong nira cia HTTP 1a HyperText Transmission Protocol
Secure (HTTPS) dung dé bao mat cac cac thong tin “nhay cam” khi chuyén chung
qua mang.

4.2. Apache
4.2.1. Gi6i thiéu Apache

Apache 13 mot phan mém c6 nhiéu tinh ning manh va linh hoat dung dé lam
Web Server.

- HO tro day da nhimng giao thirc HTTP trudce day nhu HTTP/1.1;

- C6 thé cau hinh va mé rong véi nhitng module ctia cong ty thir ba;

- Cung cap source code day du voi license khong han ché;

- Chay trén nhiéu hé diéu hanh nhu Windows NT/9x, Netware 5.x, OS/2 va
trén hau hét cac h¢ dicu hanh Unix.

4.2.2. Cai dat Apache
Ta chi can cai dit package httpd-2.0.40-21.i386.rpm (trén Fedora) trong hé

diéu hanh Linux.
#rpm —ivh httpd-2.0.40-21.i386.rpm

Vi tri cai dat Apache trong moi truong Linux la /etc/httpd. Trong thu muc
nay luu gitt nhitng tap tin cAu hinh ctia Apache.
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4.2.3. Tam dirng va khéi dong lai Apache
Pé tam ding hay khoi dong lai apache dung script sau:
# chkconfig httpd on
#/etc/init.d/httpd start/stop/restart
Hoac dung 1é€nh:
# chkconfig httpd on

#service httpd restart

4.3.4. Su chirng thue, cap phép, diéu khién viéc truy cap

Khi nhan mot yéu cau truy cap tai nguyén, web server s& xur 1y nhu thé nao
dé tra két qua vé cho client. Apache c6 nhitng hudng xtr 1y khac nhau nhu chimng
thuc, cap phép va diéu khién truy cap.
4.3.4.1. Basic Authentication

Pbi v6i nhitng thong tin can bao mat, khi ¢6 yéu cau truy xuat thong tin nay,
Web Server phai chimg thyc nhiing yéu cau niy c6 hop 1é hay khong. Thong
thuong, thong tin chimg thuc bao gom username va password.

+ Néu mét tai nguyén dugc bao v¢ voi su chiung thuc. Apache s€ girt mot
yéu cau “401 Authentication” thong béo cho nguoi ding nhap vio username va
password cua minh. Nhan dugc yéu cau nay, client s€ tra 101 401 dén server trong
d6 c6 chira username va password. Server sé kiém tra nhitng thong s6 nay khi nhan
duoc. Néu hop 18 server sé& tra vé nhimg thong tin yéu cau, ngugc lai nd s& tra vé
mot thong béo 16i.

+ Vi giao thuc HTTP 1a mdt ti€u chuan khong cua riéng ai va cling khong
thudéc mot qudc gia nao, nén moi yéu cau déu dugc xem nhu nhau.

+ Username va password duoc yéu cau cung cip chi ¢o tac dung trong lan
giao dich cua browser vai server lic do. Néu lan sau truy cép lai website nay, phai
nhap lai username va password.

+ Song song vdi tra 101 401, toan bd thong tin s€ tra ngugc lai cho client.
Trong nhiing trudng hop riéng biét, server s& cap lai cho client mot thé chimg thuc
dé bao vé website. Thé nay dugc goi l1a realm hay 1a mdt tén chung thuc. Browser
s& luu lai username va password di cung cép cung vé6i realm. Nhu thé, néu truy
cap nhitng tai nguyén khadc ma cd cung realm, username va password thi user
khong can nhép tré lai nhitng thong tin chimg thuc. Thong thuong, viée luu trit ndy
chi c6 tac dung trong giao dich hién hanh cta browser. Nhung cling c6 mét vai
browser cho phép luu ching mét cach ¢b dinh dé khong can nhap lai username va
password.
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Céc budc ciu hinh ching thuc:
+ Budc 1: tao tap tin password,qcép quyén truy xuat cho tap tin mat khau
dung Iénh chmod 755 <tap tin mat khau dugc tao ¢ budc 1>
+ Budc 2: ciu hinh apache
+ Budc 3: tao tap tin group (néu mudn ching thuc cho nhoém)

Buwoc I: Tao tap tin password dung 1é€nh htpasswd. Cach st dung 1énh htppaswd
theo cl phap nhu sau:

#htpasswd -¢c <vi_tri tap tin password> <username>
Vi du:
# htpasswd -c /etc/httpd/conf/passwords rbowen
htpasswd s& yéu cau nhap password, sau d6 xac thuc 1an nita.
New password: mypassword
Re-type new password: mypassword
+ Tuy chon — s€ tao mdt tap tin password mai. Néu tap tin nay da tdn tai
no s€ x0a ndi dung cii va ghi vao n@i dung maéi. Khi tao thém mot nguoi dung, tap
tin password da ton tai nén khong can dung tuy chon —.

+ <vi_tri_tdp tin password>: thong thudng nd tao tai thu muc gdc cia
apache

Buwée 2: Cau hinh sy chtng thuc trén Apache:

<Directory /upload>
EnablePut On
AuthType Basic
AuthName Temporary
AuthUserFile /etc/httpd/conf/passwd
EnableDelete Off
umask 007
<Limit PUT>
require user rbowen sungo
</Limit>
</Directory>

+ AuthType: khai bdo loai authentication s€ stir dung. Trong truong hop nay
la Basic

+ AuthName: dat tén cho su ching thuc

+ AuthUserFile: vi tri cta tap tin password
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+ AuthGroupFile: vi tri cua tap tin group
+ Require: nhimg yéu cau hop 1& duoc cho phép truy cip tai nguyén.
Buwoce 3: Tao tap tin group: Nhim tao diéu kién thuén loi cho nguodi quan tri trong
viéc quan 1y su chung thuc, Apache hd trg thém tinh ning nhém ngudi dung.
Nguoi quan tri ¢6 thé tao nhitng nhom ngudi dung duoc phép truy cap dén tai
nguyén, thém hay x6a nhiing thanh vién trong group ngoai vi€c chinh sua lai tap
tin cau hinh apache va khoi dong lai apache. Pinh dang cua tép tin group:
<tén nhom>: userl user2 user3 ... user n
Vi du:
authors: rich daniel allan

Sau khi tao tap tin nhém, can phai cdu hinh dé apache dé chi ra tap tin nhom
nay bang nhiing directive sau:

<Directory /upload>

AuthType Basic

AuthName "Apache Admin Guide Authors"
AuthUserFile /etc/httpd/conf/passwords
AuthGroupFile /etc/httpd/conf/groups
Require group authors

</Directory>
4.3.4.2. Digest Authentication

Digest authentication cung cip mot phuong phép bao vé nodi dung web mot
cach luan phién. Digest authentication duoc cung cdp boi  module
mod_auth_digest. Vi phuong phap nay tén user va mat khau s& khong duoc goi ¢
dang plain text ma ching dugc ma hoa (thong qua thuat toan MD5)

Céu hinh: Tuong tu nhu sy ching thuc co ban, cu hinh nay ciing gom 2
hoac 3 budc sau:

- Buée 1: Tao file mat khau.

- Budc 2: Cau hinh /etc/httpd/conf/httpd.conf dé sir dung file mat khau &
budec 1.

- Budc 3: Tao group file.

Buwoce I: Tao tap tin password dung Iénh htdigest —c <vi_ tri tdp tin password>
realm <username>

Buwére 2: Cau hinh /etc/httpd/conf/httpd.conf dé st dung file mat khau

<Directory /upload>
AuthType Digest
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AuthName "Private"

AuthDigestFile /usr/local/apache/passwd/digest
AuthDigestGroupFile /usr/local/apache/passwd/digest.groups
Require group admins

</Directory>

Buwoce 3: Tao tap tin nhém (budc nay chi thuc hién khi ta mudn chung thuc cho
nhém). Cau tric cua tip tin nhom ciing twong ty nhu tap tin nhom cia basic
authentication.

admins: joy danne sue

4.3.5. Piéu khién truy cip
Ngoai viéc bao mat ndi dung ciia website bang sy chimg thyc (username va
password), apache con gidi han viéc truy cap cia nguoi dung dya trén nhitng thong
tin khac dugc dé cap trong Access Control. Sir dung directive Al ow/Deny dé cho
phép/cam viée truy cap tai nguyén dya trén tén may tinh hodc dia chi IP.
Allow/Deny Directive:
Cu phap khai bao Allow/Deny nhu sau
Allow/Deny from [address]
+ Allow: cho phép cac host/network/domain truy xuat vao Web server.
+ Deny: cam céac host/network/domain truy xuat vao Web server.
+ address: dia chi IP/dia chi duong mang hay tén may tinh, tén mién.
Vi du:
Deny from 11.22.33.44
Deny from host.example.com

Deny from 192.101.205
Deny from exampleone.com example

Str dung Order dé két hop giira Allow va Deny trong viéc giéi han viéc truy
cap. Néu thir ty cua Order 1a Deny, Allow thi Deny duogc kiém tra truGe tién va bat
ky nhiing client nao khong phu hop véi Deny hoac phu hop voi mot Allow thi
duoc phép truy cap dén server. Nguoc lai, néu thir tu ciia Order 1a Alow, Deny thi
Allow duoc kiém tra trude va bat ky client nao khong phu hop voi mot diéu kién
Allow hodc phtl hop véi mot diéu kién Deny thi bi cam truy cap dén server.

Vi du vé mot diéu khién truy cap it gidi han nhat.
<Directory "/usr/web">

Options Indexes FollowSymLinks MultiViews
AllowOverride All
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Order allow,deny
Allow from all
</Directory>

Satisfy directive:

- Satisfy directive dugc dung dé chi ra nhiéu tiéu chuan can phai dugc xem
xét trong viéc bdo mat ndi dung website. Satisfy c6 2 gia tri 1a all va any. Mac
dinh, Satisfy nhan gié trj all, diéu nay c6 nghia 12 néu nhiéu tiéu chuan duoc chi ra
thi tat ca nhimg tiéu chuan nay phai thoa man thi ngudi dung méi duoc phép truy
cap tai nguyén. Con gia tri any c6 nghia 1a mot trong nhiing tiéu chuan nay hop 1¢
thi user duoc phép truy cap dén tai nguyén.

- Mot ing dung cua viéc st dung access control 1a gidi han, nhitng nguoi
dung bén ngoai mang khi truy cap tai nguyén can phai c6 username va password
con tat cd nhirng may tinh trong mang thi khong can.

<Directory /usr/local/apache/htdocs/sekrit>
AuthType Basic
AuthName intranet
AuthUserFile /etc/httpd/conf/users
AuthGroupFile /etc/httpd/conf/groups
Require group customers
Allow from internal.com
Satisfy any

</Directory>

4.3.6. Khao sat log file trén apache

Apache c6 nhiéu tap tin log khic nhau nham ghi lai nhiing hoat dong cua
Web Server. Sau ddy mo ta tinh nang cta tung tép tin.

File error_log: La mot tap tin log quan trong nhét. Tén va vi tri ctia n6 dugc
xét trong ErrorLog directive. ErrorLog 1a noi ma httpd s€ gt nhiing thong tin
nhan dang va bt ky nhitng 16i nao gip phai trong qué trinh xtr Iy nhiing yéu cau.
Tap tin nay chinh 13 noi ma ta cin xem xét dau tién khi gap phai nhiing 15i khoi
dong httpd hay nhiing thao tac cua server, vi no luu nhiing thong tin chi tiét vé
nhiing 16i va cach sira 16i. Dinh dang cua tip tin error_log khong bi bo budc. Noi
dung cua file error log nhu sau:

[Wed Oct 11 14:32:52 2000] [error] [client 127.0.0.1] client denied by
server configuration:

/export/home/live/ap/htdocs/test
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Cot dau tién chi ra ngay gid entry ndy duoc tao ra. Cot thir 2 chi ra day 1a
entry 16i. Cot thtr 3 cho biét dia chi IP cua client tao ra 15i. Tiép theo 1a message c6
ndi dung chi ra rang server dugc cdu hinh dé tir chdi viée truy cap cua client. Tiép
theo 1a duong dan ciia document ma client can truy cap. Trong qua trinh kiém tra,
c6 thé theo doi error_log mot cach lién tuc bang dong 1énh sau:

#tail —f /var/log/httpd/error_log

File access_log: Access_log 1a noi ghi lai tit ca nhimg yéu cau dugc xir 1y
boi server. Vi tri va ndi dung cua access log dugc diéu khién boi CustomlLog
directive. C6 thé dung LogFormat directive trong viéc dinh dang ndi dung cua tap
tin access_log. LogFormat chi ra nhitng théng tin ma server can theo ddi dé ghi lai
trong access log. Dé theo ddi yéu cau xir 1y trén Web Server ta dung 1énh:

#tail —f /var/log/httpd/access log
Luén chuyén log file:

Theo thot gian, thong tin luu trong cac tip tin log 16n 1am cho kich thude
clia cc tap tin ndy co6 thé vuot qua IMB. Do d6, can phai x0a, di chuyén hay sao
luu nhitng tap tin log nay mot cach luan phién va c6 chu ky. Cach thuc hién nhu
sau:

mv access_log access _log.old

mv error_log error_log.old

apachectl graceful

sleep 600

gzip access_log.old error_log.old

4.3. Cau hinh Web server
Cac tap tin va thu muc cau hinh ctia Apache:
- /etc/httpd/conf: thu muc luu gitr cac tap tin ciu hinh nhu httpd.conf.
- /etc/httpd/modules: luu cdc module cia Web Server.
- /etc/httpd/logs: luu cac tap tin log cua Apache.
- /var/www/html: luu céc trang Web.
- Ilvar/www/cgi-bin: luu cac script st dung cho cac trang Web.

Tap tin cau hinh Apache dugc tao thanh tir nhiéu chi dan (directive) khac
nhau. Moi dong/mot doan 1a mot directive va phuc vu cho mot cu hinh riéng biét.
C6 nhitng directive ¢6 anh hudng véi nhau. Nhitng dong bat dau bang dau # 1a
nhitng dong chu thich.

4.3.1. Pinh nghia vé ServerName
4.3.1.1. Chi dinh mét sb thong tin co ban
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Céu hinh tén may tinh (hostname) cua server. N6 dugc dung trong viéc tao
ra nhitng URL chuyén tiép (redirection URL). Néu khong chi ra, server s& cd gang
suy luan tir dia chi IP ctia n6. Tuy nhién, diéu ndy c6 thé khong tin cdy hodc khong
trd ra tén may tinh dung. Cu phép khai bao:

ServerName <hostname>
Vi du:

ServerName www.soft.com
ServerAdmin:

Dia chi Email ctia nguoi quan tri hé thong
Cu phap:

ServerAdmin <dia chi email>
Vi du:

ServerAdmin root@soft.com
ServerType: Qui dinh cach nap chuong trinh. C6 hai cach:
+ inetd: chay tir h¢ théng.

+ standalone: chay tir cac init level.
Cu phap:

ServerType <inetd/standalone>

Vi du:

ServerType standalone

4.3.2. Thw muc Webroot va mdt s6 thong tin cin thiét

Chi dinh DocumentRoot: Cau hinh thu muc goc luu trit ndi dung cia
Website. Web Server s& ldy nhiing tap tin trong thu muc nay phuc vu cho yéu cau
cua client.

Cu phap:

DocumentRoot <duong dan thu muc>
Vi du:

DocumentRoot /usr/web

Mot yéu cau http://www.soft.com s& dugc dua vio trang web
fusriweb/index.html

ServerRoot: Vi tri cai dat web server.
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Cu phap:

ServerRoot <vi tri thu muc cai_dat apache>
Mac dinh:

ServerRoot /usr/local/apache (trong Linux la /etc/httpd)
Error log: Chi ra tap tin dé server ghi vao bat ky nhiing 16i nao ma nd gap

phai

Cu phap:

ErrorLog <vi tri tap tin log>
Vi du:

ErrorLoglogs/error _log

Néu duong dan vi tri khong c6 dau / thi vi tri tap tin log lién quan dén
ServerRoot.

Directorylndex: Cac tap tin mac dinh khi truy cap té€n web site.
Cu phap:
Directorylndex <danh sach cac tap tin>
Vi du:
Directorylndex index.html index.htm index.shtml index.php
index.php4 index.php3 index.cgi
4.3.3. Cau hinh mang

MaxClients: Qui dinh s6 yéu cau tdi da tir cac client c6 thé goi dong thoi
dén server.

Cu phap:
MaxClients <number>
Vi du:
MaxClients 256
Listen: Qui dinh dia chi IP hoac Céng ma Apache nhan két ndi tir Client.
Cu phap:
Listen <Port/IP>
Vi du:
Listen 80
BindAddress: Qui dinh dia chi card mang dé chay Apache trén Server.
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Cu phap:

BindAddress <IP/*>
St dung dau “*” dé c6 thé st dung tat ca cac dia chi co trén may.
Vi du:

BindAddress172.29.7.225
Mac dinh 1a: BindAddress *
TimeOut: quy dinh thoi gian séng cia mot két ndi (duoc tinh bang gidy).
Cu phap:

TimeOut <time>
Vi du:

TimeOut 300

KeepAlive: cho phép hoic khong cho phép Client giri duoc nhiéu yéu cau
dua trén mot két ndi vai Web Server.

Cu phap:

KeepAlive <On/Off>
Vi du:

KeepAlive On

MaxKeepAliveRequests: sé Request tdi da trén mot két ndi (néu cho phép
nhiéu Request trén mot két ndi).

Cu phap:

MaxKeepAliveRequests <sd Request>
Vi du:

MaxKeepAliveRequests

KeepAliveTimeout: qui dinh thoi gian dé chd cho mot Request ké tiép tir
cung mdt Client trén cting mot két ndi (duoc tinh bang gidy).

Cu phéap:

KeepAliveTimeout <time>
Vi du:

KeepAliveTimeout



Trang 98
4.3.4. Alias
Cung cap co ché anh xa duong din cyc bd (khéng nim trong
DocumentRoot) thanh duong dan dia chi URL.
Cu phéap:
Alias <duong dan_ http> <dudng_dan cuc bo>
Vi du:
Alias /doc  /usr/share/doc
Khi truy cap http://www.soft.com/doc s& dua vao /usr/share/doc

Pé giéi han viéc truy cdp cta nguoi ding ta co thé két hop voi Directory
directive.

Vi du:

Alias /usr/share/doc
<Directory/usr/share/doc>
AuthType Basic

AuthName intranet
AuthUserFile /etc/httpd/passwd
Require userhally tom

Allow from internal.com

</Directory>
4.3.5. UserDir

Cho phép nguodi dung tao Home page cua user trén WebServer
Cau hinh:

<IfModule mod_userdir.c>

#UserDir disable

UserDir www; thu muc Web cua user.
</IfModule>

<Directory /home/*/www>

</Directory>

Trong thu muc Home Directory ctia nguoi dung tao thu muc www. Vi du
/home/nva/www. Khi d6 ci phap truy cap tr Web Browser c6 dang:
http://www.soft.com/~<ténUser>.

Vi du:

http://www.soft.com/~nva.
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Khi nguoi ding cb ging truy cdp dén thu muyc ctia minh c6 thé gip mot
message 16i “Forbidden”.

Piéu nay c6 thé 1a quyén truy cap dén home directory ctia ngudi dung bi
gidi han. Luc ndy co6 thé giéi han lai quyén truy cAp home directory cua ngudi
dung v6i nhitng cau 1énh nhu sau:

chown jack /home/jack /home/jack/www

chmod 750 /home/jack /home/jack/www
4.3.6. VirtualHost

La tinh ning ctia Apache giup ta duy tri nhiéu hon mot web server trén mot
may tinh. Nhiéu tén cing chia xé mot dia chi IP goi 1a named-based virtual
hosting, va sit dung nhitng dia chi IP khac nhau cho tirng domain goi la IP-based
virtual hosting.
4.3.6.1. IP-based Virtual Host

VirtualHost dua trén IP yéu cau nhiing server phai c6 mot dia chi IP khac
nhau cho modi virtualhost dya trén IP. Nhu vdy, mdt may tinh phai co nhiéu
interface hay st dung co ché virtual interface ma nhiing hé diéu hanh sau nay
hd trg. Néu may c6 mot dia chi IP: 97.158.253.26, ching ta c6 thé cdu hinh mot
dia chi IP khac trén cung mot card mang nhu sau:

ifconfig eth0:1 97.158.253.27 netmask 255.255.255.0 up
Sau d6 ta md ta thong tin cau hinh trong file httpd.conf

<VirtualHost *> : VirtualHost default

DocumentRoot /tmp
ServerName www.domain

</VirtualHost>
<VirtualHost 97.158.253.26> ; VirtualHost cho sitel

DocumentRoot /home/www/sitel
ServerName www1.domain

</VirtualHost>
<VirtualHost 97.158.253.27>; VirtualHost cho site2

DocumentRoot /home/www/site2
ServerName www?2.domain

</VirtualHost>
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4.3.6.2. Named-based Virtual Hosts:

IP-based Virtual Host dua vao dja chi IP dé quyét dinh Virtual Host nao
dung dé truy cip. Vi thé, can phai c6 dia chi IP khac nhau cho mdi Virtual Host.
V&i Named-based Virtual Host, server dua vao HTTP header cua client dé biét
dugc hostname. Str dung k¥ thuat nay, mot dia chi IP co thé ¢ nhiéu tén may tinh
khac nhau. Named-based Virtual Host rat don gian, chi cdn cau hinh DNS sao cho
n6 phan giai mdi tén may dung véi mot dia chi IP va sau d6 cAu hinh Apache dé t6
chtrc nhitng web server cho nhirng mién khac nhau.

CAu hinh: Tham khdo doan ciu hinh VirtualHost cho www.hcm.vn va
www.tatavietnam.hcm.vn, www.ntc.hem.vn st dung chung mot IP 172.29.14.150

NameVirtualHost 172.29.14.150
#Virtualhost mac dinh
<VirtualHost *>
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /tmp
RewriteEngine on
RewriteLogLevel 0
ServerName dummy-host.example.com
ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>
<VirtualHost 172.29.14.150>#Virtualhost cho WebServer chinh
ServerAdmin webmaster@dummy-host.example.com
RewriteEngine on
RewriteLogLevel 0
DocumentRoot /var/www/htmi
ServerName www.hcm.vn
ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>
<VirtualHost 172.29.14.150>#virtualhost cho host Web Server tatavietnam
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /webdata
RewriteEngine on
RewriteLogLevel 0
ServerName www.tatavietnam.hcm.vn
ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>
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<VirtualHost 172.29.14.150>#virtualhost cho host Web Server ntc
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /ntc
RewriteEngine on
RewriteLogLevel 0
ServerName www.ntc.hcm.vn
ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access _log common
</VirtualHost>
Cau hoi
1. Samba 14 gi? Cho biét cac thanh phan cing chtic nang mdi thanh phén.
2. Chtrc nang cua cong cu Samba swat? Trinh bay cach cau hinh Samba swat.
3. DNS la gi? DNS hoat dong theo mé hinh nao?
4. Trinh bay co ché phan giai tén thanh IP. Cho vi du minh hoa.
5. Trinh bay co ché phéan giai IP thanh tén may tinh. Cho vi du minh hoa.

6. DHCP la gi? Cho biét cic thanh phan ctia DHCP va chirc niang ctia mdi thanh
phan.

7. Web Server 1a gi? Trinh bay cach hoat dong ctia Web Server.

Bai tap thuc hanh
Bai 1. Cau hinh DHCP server:
Céu hinh may Linux 1am may chit DHCP cung cép dia chi IP dong cho cac may
tram voi:
- scope: 192.168.100.50 — 192.168.100.100
- SM: 255.255.255.0
- GW: 192.168.100.1
- DNS: 192.168.100.10
- Domain: danavtc.edu.vn
Bai 2. C4u hinh dich vu samba:
1. Chia x¢é home directory cho nguoi dung
2. Chia x¢ thu muc dung chung
3. Chia x¢é may in cuc bd cho nguoi dung
4. Truy cap tai nguyén dung chung
5. G161 han truy cép tai nguyén dung chung
6. mount tai nguyén dung chung
Bai 3. Quan tr1 SAMBA trén giao di¢n dd hoa:
Ding nhap va mode X va thuc hién cac yéu cau sau:
1. User va group:
hocvien (hvl, hv2, hv3)
giaovien (gv1, gv2)
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admin (adminl, admin2)
2. Cu hinh samba trén mode X theo yéu cau sau:
Chia x¢é home directory cho timg nguoi dung
Chia x¢€ thu muc /softs véi tén share tailieu cho nguoi dung trong nhom
admin c6 quyén RW, nhitng ngudi khac ¢ quyén R
3. Truy cép tai nguyén share tir mode X
4. Truy cp tai nguyén share tir Windows dé kiém tra
Bai 4. Quan tri samba swat:
Cho mo hinh sau:

SAMBA SWAT
192.168.1.1
]
] = =
SAMBA Admin Computer Computer
Http://192 168.1.1:8090
User: Root

Password: ******
Hay thuc hién cac yéu cau:
1. Cai dat samba swat
2. Céu hinh samba swat dé c6 thé cau hinh samba qua web véi port 8090
3. Chi cho phép may c6 dia chi x.y.z.t duoc quyén quan 1y samba qua web
Céu hinh share mdy in
Céu hinh share home directory
CAu hinh share thu muc ding chung
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BAI 8: QUAN LY MAY CHU LINUX BANG WEBMIN

Muc tiéu:

- Biét cai dat va sir dung Webmin;

- Str dung webmin dé quan 1y cau hinh hé théng;
- Thuc hién céac thao tac an toan vdi may tinh.

Noi dung chinh:
1. Gi6i thiéu
Muc tiéu: Gioi thiéu wng dung ho tro quan tri hé théng Linux qua giao dién web

Webmin 1a tmg dung Web hd tro cho cong tac quan tri hé thong Unix/Linux
qua Web; hau hét cac chuong trinh tmg dung ciia Webmin dugc Jamie Cameron
phat trién. Thong qua Webmin nguoi ding c6 thé logon vao hé thong Unix/Linux
dé thuc hién cac thao tic quan tri hé thong mot cach binh thudng. Webmin cho
phép ngudi quan tri co thé:

- To chire tai khoan nguoi dung;

- T6 churc va cai dat cac dich vu nhu: apache, DNS, Mail,...;

- Cap nhat cac thong s6 cau hinh cho hé théng;

- Cau hinh mang;

- C4u hinh hardware;

- C4u hinh Cluster;

- Thuyc thi 1énh trén SHELL,;

- Quan tr1 hé théng tir xa qua telnet/ssh;

- Quan 1y hé thong tap tin va thu muc.

2. Cai dat Webmin
Muc tiéu: Trinh bay cdc thao tac cai datcong cu Webmin.
2.1. Cai dat tr file nhi phan

Webmin dugc cung cip mién phi tai Website http://www.webmin.com. Ta
download package webmin-1.190-1.noarch.rpm. sau dé thyuc hién 1énh:

rpm -ivh webmin-1.190-1.noarch.rpm
2.2. Cai dit tir file ngudn *.tar.gz

# tar zxvf webmin-0.87.tar.gz
[root@delilah webmin-1.050]#./setup.sh

Web server port (default 10000):
Login name (default admin): root
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Login password:

Password again:
The Perl SSLeay library is not installed. SSL not available.

Start Webmin at boot time (y/n): n
Sau khi cai dit hoan tit Webmin ta truy xuit Server theo dia chi:
http://delilah.swell:10000/
3. Cau hinh Webmin
Muc tiéu: Trinh bay cdc thao tdc ding nhdp, cau hinh va quan tri cdc déi tiong
qua ung dung webmin.
3.1. Pang nhap Webmin
Sau khi cai xong Webmin ta c6 thé diung Web Browser dé truy xuat vao
Webmin Server thong qua dia chi http://server:10000/

3 http://172.29.14.150:10000/ - Microsoft Internet Explorer

File Edit View Favorites Tools Help
QBack ~ ) v [x] ) x(hlpSearch ~'“ Favorites @4 Media %1 | = i L@

Address [&] https//172.29.14.150: 10000 ~| B |unks
<

|-éj Done r |— I_[i Internet 4

Man hinh dang nhép

Nhap username: root va mat khau twong tng dé logon vao hé thong

©.. 6. 0 0 0 &

Webminl Systemi Servers: Networking) Hardware  Clusters Gthers

Change Language and Theme Usermin Configuration Webmin Actions Log

23 W

Webmin Servers Index Webmin Users

Version 1.190 on sexrver (Redhat Linux Fedora 2)

Giao dién Webmin
3.2. CAu hinh Webmin
Thay d6i mat khau cho Webmin Password bang dong 1énh:
#/usr/libexec/webmin/changepass.pl /etc/webmin root 123456
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Restart Webmin bang dong 1énh:
#/etc/webmin/stop
#/etc/webmin/start

Tim hiéu file cdu hinh Webmin /etc/webmin/miniserv.conf cho phép ta thay
d6i mot s6 thong tin cau hinh Webmin Server

#chi dinh port number

port=10000

root=/usr/libexec/webmin

#chi dinh Webmin Type
mimetypes=/usr/libexec/webmin/mime.types
addtype_cgi=internal/cgi
realm=Webmin Server

#chi dinh logfile luu trtr log cho Webmin
logfile=/var/webmin/miniserv.log

#luu trt error log
errorlog=/var/webmin/miniserv.error
#chi dinh pid file
pidfile=/var/webmin/miniserv.pid
logtime=168

ppath=

ssl=1

#khai bao bién moi truong luu trit thong tin ciu hinh Webmin
env._ WEBMIN_CONFIG=/etc/webmin
env_WEBMIN_VAR=/var/webmin
atboot=0
logout=/etc/webmin/logout-flag

#listen port

listen=10000

denyfile=\.pl$

log=1

blockhost_failures=5
blockhost_time=60

syslog=1

session=1

#chi file luu trir Webmin User
userfile=/etc/webmin/miniserv.users
keyfile=/etc/webmin/miniserv.pem
passwd_file=/etc/shadow
passwd_uindex=0
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passwd_pindex=1
passwd_cindex=2
passwd_mindex=4
passwd_mode=0
passdelay=1
preroot=mscstyle3

3.3. Cau hinh Webmin qua Web Browser

Sau khi ding nhdp vao Webmin Server ta chon biéu tugng Webmin
Configuration

Webmin Index

webmin Configuration

& e P &

[P Access Control Port and Address Logging Proxy Servers
e =
User Interface Webmin Modules Operating System
& E /\,
55 1T g,
Index Page Options Upgrade Webmin Authentication Reassign Modules
o
o5 & 4
Edit Categories Webmin Themes Trusted Referers SSL Encryption

*

Certificate Authority

Cho phép hay cAm truy xudt Webmin tir host nao d6 trén mang thong qua IP
Access Control.

.........

........

" Deny from listed addresses

™ Resolve hostnames on every request

| Save I

Allow from all addresses: cho phép tat ca cac host khac truy xuat Webmin.

Only allow from listed addresses: Chi cho phép cac host trong ListBox
mé&i  dugc  su dung Webmin (ta c¢6 thé mo ta dia chi nhu sau
172.29.1.0/255.255.255.0 dé chi dinh cho network address)
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Deny from listed addresses: cho phép tat ca cac host khac duoc truy xuat
Webmin nhung cAm céc host nam trong ListBox.

Save: Luu trit lai nhiing gi ta thay doi.

Port and Addresses: Cho phép hiéu chinh Webmin hoat dong trén dia chi

IP va Port, néu ta muén Webmin hoat dong trén céng khéc thi ta c6 thé vao muc
nay dé hiéu chinh lai cho phu hop. |
Paddressesandpors

Speciic port =] [10000
[ ] fseeawm ]

oxt " Don't listen *

Bind to IP address va Listen on port chi dinh Webmin listen 10000 tai dia
chi IP(mic dinh Webmin listen port 10000 trén tat ca cac IP cta Server)

Operating System and Environment: Chi dinh loai hé diéu hanh va mot
s6 duong dan chuong trinh

Index Page Options: hiéu chinh man hinh chinh cua thuc don Webmin
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[Webmin
|Cluster

|Hardware

|Information

| Netwarking
|Others
. |Servers
" |Syslets

Chon ngdn ngit st dung cho Webmin

Japanese (JA_JP.EUC)
Klingon (TL)

Korean (KO_KR.EUC)
Lithuanian (L

Chon Webmin Themes dé hiéu chinh giao dién st dung cho Webmin nhu
icons, colours, background, va cach trinh bay Web page cho Webmin

Current theme : | MSC.Linux Theme :I

Old Webmin theme |
—————————{Caldera Theme
[ELRVER SRt 1S C Linux Theme
your operating system.

L theme on your system. Themes are typically distributed in . wht files,

& Fromlocal file I _I

" Fromuploaded file l

" From fip or http URLI
Install Theme |

This form can be used to delete one of the themes installed on your system that is not cutrently in use.

Theme to delete : | Caldera Theme v| Delete
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3.4. Quan ly Webmin

3.4.1. Quéan ly Webmin User

= Feedback

€. .6 0 0 6.

Webming Systemi Servers. Networkings Hordware  Clusters Ofhers

Webmin Users

Webmin Users

Create a new Webmin user!

T [ @ 7

Tao Webmin User thong qua myc Create a new Webmin user
" Create Wehmin User

@rootbgqedlntomhm soonserver(Rachat at Linux Fedora z;

n (| Old'Webmintheme ¥

Ta nhap username, password, va dat mot so quyén han cho User...



Trang 110
3.4.2. Webmin cho Users (Usermin)

Véi Webmin dugce st dung chu yéu dé quan tri h¢ théng. Usermin la mot
cong cu cung cp cho user co thé s dung hé théng qua Web: Usermin c6 thé cung
cap cho user:

- Sur dung mail client qua Web(web-based mail client).
- Quan ly Java file applet.

- Céu hinh SSH configuration va client modules

- GnuPG encryption and decryption.

- Mail forwarding.

- Changing passwords

- Cron jobs

- Web-based command shell

- Ca1 dat Usermin:

- Cai dat bang file nhi phan

Trudc khi cai Usermin ta phai cai Authen-PAM Perl module

[root@server openwebmail]# rpm -ivh usermin-1.120-1.noarch.rpm
warning: usermin-1.120-1.noarch.rpm: V3 DSA signature:
NOKEY, key ID 11f63c51
Preparing...
A [100%0]
Operating system is Redhat Linux Fedora 2
1:usermin
R [100%0]
Usermin install complete. You can now login to
http://server:20000/
as any user on your system.

Cai dat Usermin thong qua file .tar.gz
# cp usermin-0.6.tar.gz /usr/local
# cd /usr/local
# gunzip usermin-0.6.tar.gz
# tar xf usermin-0.6.tar
# cd usermin-0.6
# ./setup.sh

3.4.3. St dung Usermin

Pé login vao Usermin Server ta st dung dia chi http:/server:20000/
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| Agdrass@ http:{172.29.14.150:20000/

Usermins Mail Login. Applications: Others

+ ¢ Log Out

Change Language Change Theme

Mail: hd tro cac thao tac vé viéc sir dung mail cho User

|i€] hv logged into Usermin 1.120 on server (Redhat Linux Fedora 2)

(Sau day 1a vi dy vé sir dung Usermin dé doc mail)

Read Mail

Messages 1to 1 of 1 infolderllnbox ~| _Change |

Copyto: [Sentmail ~

?DE[BI'E"l Markas: [Read ¥

Select all Invert selection

‘Selectrall‘lnvezt selection

Delete | Mark as:

Foward | Compose |

Foward | = Compuse |

Copyto: [Sentmail =

Searchfor.

1 Advanced Search _ |

Manage Address Book | Manage Folders

Login: hd tro user c6 thé sir dung command shell, logon script. ..
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& ) {

Change Password Change User Details Command Shell Login Scripts
Running Processes S3H Configuration S5H/Telnet Login

Application: hd tro cho user sit dung mot sb ung dung nhu SQL, upload va
download file...

B Applications
W\N w
Apache Options Files GnuPG Encryption MySQL Database PostgreS0OL Database
W *E
Protected Weh Upload and Download
Directoties

Others: HJ tro cho user c6 thé xem ciu tric file, mount file, hiéu chinh 1énh

" Others
vkl o
4 15
e —
Custom Commands File Manager HTTP Tunnel
P L %
Mount Filesystems Scheduled Commands Scheduled Cron Jobs
System Documentation

Cau héi
1. Webmin 12 gi? Cho biét cac thao tic quan tri thong qua webmin.
Bai tap thuc hanh

1. Cai dat va cAu hinh webmin.
2. Cai dat va cau hinh usermin.
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PHUONG PHAP VA NOI DUNG PANH GIA:

Vé kién thirc:
Trinh bay duogc cac khai ni€ém co ban, ciu tric, chirc nang cac thanh phﬁn
trong hé diéu hanh Linux
Giai thich duoc cac khai niém co ban ctia hé diéu hanh Linux
Mo ta dugc ciu tric, chic ning cia cac thanh phan trong hé diéu hanh
Linux
Vé k¥ niing:
Cai dat va st dung hé diéu hanh Linux
Thuc thi dugc cac thao tac tap tin, thu muyc, quan Iy nguoi dung
Cai dat va cau hinh cac dich vu mang
Tb chitc hé thong cho phép ngudi st dung 1am viée tir xa
Panh gia thai do:
Panh gia tinh tu giac, tinh ky luat, tham gia day du thoi luong md dun, can
than, ti mi, chinh xac trong cong viéc.
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