Trang 1

LOI GIOI THIEU

Hoat dong bién soan gido trinh 1a mot hoat dong nghién ctru khoa hoc . Mdi
gido vién, giang vién trén co sd cac phuong phap va nguyén tic chung s& c¢6 sy van
dung sang tao vao diéu kién cu thé ciia minh dé sang tao ra cac ndi dung giang day
hép dan, thu hat nguoi hoc.

Nham gitp doi ngil gido vién c6 tai liéu co sd dé tién hanh cac budi 1én 16p
duogc hiéu qua cling nhu viée cung cap tai liéu gitp cho sinh vién noi chung, dic
biét 1a sinh vién chuyén nganh Quén tri mang. Dé dap tmg nhu cau thuc tién nay
khoa Cong nghé thong tin di t6 chirc bién soan cudn gido trinh “Van hanh va duy
tri Windows” do nhém giao vién thudc chuyén nganh Quan tri mang dang cong tac
tai trutong TCN KTCN Hung Vuong bién soan.

Pay 1a cong trinh duoc viét boi doi ngii gido vién da va dang cong tac tai
nha truong cung voi sy gbp ¥ va phan bién cia cdc doanh nghiép trong linh vuc
lién quan, tuy vay, cudn sach chac chan van khong tranh khoi nhitng khiém khuyét.
Chung t6i mong nhan duoc ¥ kién dong gop cua ban doc dé cudn sach dugc hoan
thién hon trong lan tai ban.

Xin tran trong gioi thiéu cung ban doc!
Qudn 5, ngay  thang nam 2024
Tham gia bién soan
1. Chii bién Nguyén Quéc Cuong
2. Nguyén Hitu Phuéc

3. Ngé Dinh Thing
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GIOI THIEU MON HQC VAN HANH VA DUY TRI
WINDOWS

L VI TRI, TINH CHAT CUA MO PUN:

— Vi trf ctia m6 dun: M6 dun duge bd tri sau khi sinh vién hoc xong cac mon
hoc chung, trudc cac moén hoc, mo dun dao tao co s¢ nghé.

— Tinh chét cia mé dun: La mo dun nghé dao tao bat budc.

II. MUC TIEU MO DUN:

~Phan biét sy khac nhau trong viéc van hanh va duy tri hé thong may chu
(Server) va may tram (workstation) st dung hé diéu hanh Windows.

- Tao dugc tai khoan nguoi dung, tai khoan nhom.

— Céc kién thirc vé viéc duy tri tai khoan nhom va sap xép hé thong hoa cac tac
vu quan tri tai khoan nguoi dung va tai khoan nhom.

~ Cac kién thirc chia sé va cap quyén truy cap tai nguyén dung chung.

- Nguyén tic thiét 1ap cdu hinh va quan tri in 4n cua mdt may phuc vu in
mang.

— Cac cong cu thu nhap thong tin vé tai nguyén mang va tai nguyén may tinh.

— Cong dung va chirc ning cua cac thiét bi mang
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Bai 1: On tap vé giao thirc TCP/IP
Muc tiéu: ‘ ‘
- Phan biét duoc vé h(_) hé diéu hanh Windows Server;
- Cai dat duoc hé dieu hanh Windows Server.
- Thyc hién cac thao tac an toan vdi may tinh.

On tép giao thirc TCP/IP:

Nhu chung ta d3 biét ho hé diéu hanh Windows 2000 Server c6 3 phién ban
chinh la: Windows Server 2016, Windows 2000 Advanced Server, Windows
2000 Datacenter Server. Vi mdi phién ban Microsoft bd sung cac tinh ning mé
rong cho timg loai dich vu. Dén khi ho Server 2003 ra doi thi Mircosoft ciing dua
trén tinh nang cua timg phién ban dé phan loai do d6 co rat nhiéu phién ban caa ho
Server 2003 dugc tung ra thi truong. Nhung 4 phién ban dugc st dung rong rai
nhat la: Windows Server 2003 Standard Edition, Enterprise Edition,
Datacenter Edition, Web Edition.

So véi cac phién ban 2000 thi ho hé diéu hanh Server phién ban 2003 ¢
nhitng ddc tinh ma1 sau:

- Kha niang két chum cac Server dé san sé tai (Network Load Balancing
Clusters) va cai dat nong RAM (hot swap).

- Windows Server 2003 hd tro hé diéu hanh WinXP tt hon nhu: hiéu duoc chinh
sach nhom (group policy) dugc thiét 1ap trong WinXP, c6 bd cong cu quan tri
mang day du cac tinh nang chay trén WinXP.

- Tinh ning co ban ctia Mail Server dugc tinh hop sén: dbi véi cac cong ty nho
khong du chi phi dé mua Exchange dé xay dung Mail Server thi c6 thé st dung
dich vu POP3 va SMTP d4 tich hop sin vao Windows Server 2003 dé 1am mot
hé thdng mail don gian phuc vu cho cong ty.

- Cung cip mién phi hé co s¢ dir liéu thu gon MSDE (Mircosoft Database
Engine) duoc cat xén tir SQL Server 2000.Tuy MSDE khong ¢6 cong cu quan tri
nhung no cting giup ich cho cac cong ty nho trién khai duoc cac Gmg dung lién
quan dén co so dit liéu ma khong phai ton chi phi nhiéu ¢é mua ban SQL Server.

- NAT Traversal hd tro IPSec d6 1a mot cai tién méi trén moi truong 2003 nay,
n6 cho phép cic may bén trong mang ndi bd thuc hién cac két ndi peer-to-peer
dén cac may bén ngoai Internet, dat biét 1a cac thong tin dugc truyén gitta cac may
nay cé thé duoc ma hoa hoan toan.

- B6 sung thém tinh ning NetBIOS over TCP/IP cho dich vu RRAS (Routing
and Remote Access). Tinh nang nay cho phép ban duyét cac may tinh trong mang
¢ xa thong qua cong cu Network Neighborhood.

- Phién ban Active Directory 1.1 ra doi cho phép ching ta Gy quyén giita cac gbc
rimg v6i nhau dong thoi viée backup dir liéu ciia Active Directory ciing dé dang
hon.

- HJ tro t6t hon cong tac quan tri tir xa do Windows 2003 cai tién RDP (Remote
Desktop Protocol) c6 thé truyén trén duong truyén 40Kbps. Web Admin ciing ra
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doi giap nguoi dung quan tri Server tr xa thong qua mot dich vu Web mot cach
truc quan va dé dang.
- HO tro moi truong quan tri Server thong qua dong 1énh phong phu hon.
- Cac Cluster NTFS c¢6 kich thudc bat ky khac véi Windows 2000 Server chi hd
tro 4KB.
- Cho phép tao nhiéu goc DFS (Distributed File System) trén cung mot Server.
2. Gdn IP trong mang cé nhiéu subnet

Hoach dinh va chuan bi day du 1 yéu t6 quan trong quyét dinh qua trinh cai
dat co tron tru hay khong. Trudce khi cai dat, ban phai biét duoc nhimg gl can c6 dé
c6 thé cai dat thanh cong va ban déa co duoc tat ca nhimg thong tin can thiét dé
cung cip cho qua trinh cai dit. Dé 1én ké hoach cho viéc nang cap hodc cai méi cac
Server ban nén tham khdo cac huéng dan tir Microsoft Windows Server 2003
Deployment Kit . Cac thong tin can biét trudc khi nang cip hodc cai méi hé diéu
hanh:
- Phan cimg dap tmg dugc yéu cau caa Windows Server 2003.
- Lam sao dé biét dugc phan climg cua hé thdng c6 duoc Windows Server 2003 hd
tro hay khong.
- Biém khac biét gitra cach cai dit méi va cach nang cap (upg rade)
- Nhitng lya chon cai dat nao thich hop voi hé thong cua ban, chang han nhu chién
lugc chia partition dia, va ban s& sir dung hé théng tap tin nao. .

2.1. Yéu cau phan cirng:
- D61 véi windows Server 2003 yéu cau ve phan ciing nhu sau:

Thanh phén Yéu cau

Toi thiu: 133 MHz.
Bo xu ly Khuyén nghi: Téc d6 xtr Iy 550 MHz hodc nhanh hon.

Cha y: hd trg 1én dén 8 bo vi xir 1y trén 1 server.

Téi thiéu: 128 MB
BO nhé Khuyén nghi: 256 MB tré 1én

Téi da: 64 GB

Khong giand |\ s =p 4402 GB
dia con trong
O dia O CD hoic DVD-ROM

Man hinh Super VGA (800 x 600) hoac man hinh cé do phan giai cao hon
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2.2. Twong thich phén cing: ,

Mot budc quan trong trudc khi nang cap hoac cai dat méi Server cua ban la
kiém tra xem phan ciing ciia may tinh hién tai co twong thich véi san pham hé diéu
hanh trong ho Windows Server 2003. Ban c6 thé 1am viéc ndy bing cach chay
chuong trinh kiém tra twong thich c6 sén trong dia CD hodc tir trang Web Catalog.
Néu chay chwong trinh kiém tra tr dia CD, tai dau nhic Iénh ban nhap:
\i386\winnt32 /checkupgradeonly.

2.7. Chen phwong an két néi mang:

2.7.1. Céc giao there két néi mang:

Windows 2003 mac dinh chi cai mét giao thitc TCP/IP, con nhitng giao thirc con
lai nhu IPX, AppleTalk 13 nhitng tiy chon c6 thé cai dit sau néu can thiét. Riéng
giao thirc NetBEUI, Windows 2003 khong dua vao trong cac tuy chon cai dat ma
chi cung cap kém theo dia CD-ROM cai dat Windows 2003 va dugc luu trong thu
muc \VALUEADD\MSFT\NET\NETBEUI.

2.7.2. Thanh vién trong Workgroup hodc Domain:

Néu mdy tinh cia ban nam trong mot mang nho, phan tan hodc cic may tinh khong
duoc ndi mang vo1 nhau, ban cé thé chon cho may tinh lam thanh vién cua
workgroup, don gian ban chi can cho biét tén workgroup la xong.

Néu hé théng mang ciia ban 1am viéc theo co ché quan 1y tap trung, trén mang da
c6 mot vai may Windows 2000 Server hoac Windows 2003 Server sir dung
Active Directory thi ban c¢6 thé chon cho may tinh tham gia domain nay. Trong
truong hop nay, ban phal cho biét tén chinh x4c cua domain cung voi tai khoan
(gdm c6 username va password) caa mot ngudi ding co quyén bo sung thém may
tinh vao domain. Vi du nhu tai khoan cua ngudi quan tri mang (Administrator).

3. Ciu hinh IP client Address:
3.1. Giai doan Preinstallation:

Sau khi kiém tra va chac chan rang may caa minh di hoi du cac diéu
kién dé cai dat Windows Server 2003, ban phai chon mot trong cic cach sau
day dé bat dau qua trinh cai dat.

3.1.1. Cai ddt tir hé diéu hanh khac:

Néu may tinh cua ban dd c6 mét hé diéu hanh va ban mudn nang cép 1én
Windows 2003 Server hoic 1a ban mudn khoi dong kép, dau tién ban cho may
tinh khoi dong bang hé diéu hanh cé sin nay, sau do tién hanh qua trinh cai dat
Windows Server 2003.

Ty theo hé diéu hanh dang sir dung 13 gi, ban c6 thé st dung hai 1énh sau trong
thu muc 1386:

- WINNT32.EXE néu 1a Windows 9x hoidc Windows NT.

- WINNT.EXE néu Ia hé diéu hanh khac.
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4. Cau hinh mét Client cho vi¢c phén gidi tén (Name Resolution):

Néu ban dy dinh cai dit hé diéu hanh Windows 2003 Server trén nhiéu
may tinh, ban c6 thé dén timg may va ty tay thuc hién quéa trinh cai dit nhu da
huéng dan trong chuong truge. Tuy nhién, chic chin cong viéc nay s& v cling
nham chan va khong hiéu qua. Lac nay viéc tuw dong hoa qua trinh cai dat sé
gilp cdng viéc cua ban trd nén don gian, hiéu qua va it ton kém hon.

C6 nhiéu phuong phap hd tro viéc cai dit ty dong. Chang han, ban c6 thé sir
dung phuong phép dung anh dia (disk image) hoac phuong phap cai dat khéng
can theo doi (unattended installation) thong qua maot kich ban (script) hay tap
tin tra lo1.

A.1. Gidi thigu kich ban cai dat:

Kich ban cai dat 12 mot tap tin van ban c¢6 noi dung tra 161 trude tit ca cac
cau hoi ma trinh cai dat hoi nhu: tén may, DVD-Key,....Dé trinh cai dat cé
thé doc hiéu cac nodi dung trong kich ban thi n6 phai dugc tao ra theo mét cau
tric dugce quy dinh trude. Pé tao ra dugc cac kich ban cai dat, c6 thé ding bat
ky chuong trinh soan thao vin ban ndo, chang han nhu Notepad. Tuy nhién,
kich ban 12 mét tap tin c6 cu trdc nén trong qué trinh soan thao c6 thé xay ra
cac sai sOt dan dén qua trinh ty dong hoa cai dat khong dién ra theo y
mudn. Do d6, Microsoft dd tao ra mét tién ich c6 tén la Setup
Manager (setupmgr.exe) dé giup cho viéc tao ra kich ban cai dat duoc dé
dang hon. Sau khi c6 dugce kich ban, c6 thé s dung Notepad dé thém, sira lai
maot s6 théng tin dé stir dung kich ban vao qua trinh cai dat tu dong hiéu qua
hon.

4.2. Tw dpng hoa dung tham bién dong lénh:

Khi tién hanh cai dit Windows 2003 Server, ngoai cach khoi dong va cai
truc tiép tr dia DVD-ROM, con c6 thé ding mot trong hai lénh sau:
winnt.exe dung voi cdc may dang chay hé diéu hanh DOS, windows 3.x
hodc Windows for workgroup; winnt32.exe khi may dang chay hé diéu hanh
Windows 9x, Windows NT hoac maéi hon. Hai 1énh trén duoc dat trong thu
muc 1386 cua dia cai dat. Sau day la cu phap cai dit tir 2 1énh trén:

winnt [/s:[sourcepath]] [/t:[tempdrive]] [/u:[answer_file]]
[/udf:id [,UDB _file]]

Y nghia cac tham sé:

/s
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Chi r6 vi tri dat ciia bd nguon cai dat (thu muc 1386). Buong dan phai la
dang day du, vi du: e:\i386 hoac \\server\i386. Gia tri mac dinh la thu muc hién

| size | Type | Date Modifed | atrbutes
IDEPLOY.CAB 1,726K5s  Catiret Flle H3/20037:00PM R

% GELNICNY Z6K5  Application 3/20037:00PM R

gMSF:LP-:LI.E:<E 3,552K5  Application #3/20037:00PM R
SINETSETUR EXE 324K5  Application #3/20037:00PM R

& 5UP_PRO.CAD 923K Catiret File 32003 7:00PM R

J5UP_srv.can 925K Catiret File #3)20037:00PM R

U SUPPORT.CAB 3,605KB  Cakiret File 4/3)2003 7:COPM R

i%—'SUPTOOLS. MSI 240KB  ‘Windows Inszaller P...  4/3)2003 7:COPM R

(2). Thi hanh tap tin Setupmgr.exe
(3). Hop thoai Setup Manager xuat hién, nhan Next d¢ tiep tuc.

(4). Xuat hién hop thoai New or Existing Answer File. Hop thoai nay cho
phép ban chi dinh tao ra mot tap tin tra 16i mai, mot tap tin tra 1oi phan anh cau
hinh ctia may tinh hién hanh hoic l1a chinh stra mot tap tin san cd. Ban chon
Create new va nhan Next.

Bai tap 1: Str dung dia CD Windows 2003 Server c6 thé khéi dong dwoc:

Stra tap tin Unattend.txt thanh WINNT.SIF va luu 1én dia mém.

Pua dia CD Windows 2003 Server va dia mém trén vao 6 dia, khoi dong lai may
tinh, dam bao 6 dia CD la thiét bi khoi dong dau tién. Chuong trinh cai dit trén dia
CD sé ty dong tim doc tap tin WINNT.SIF trén dia mém va tién hanh cai dat
khong can theo doi.

Bai tap 2: Str dung mét bé nguon cai dar Windows 2003 Server

Chép cac tap tin da tao trong budc trén vao thu muc 1386 cia nguon cai dat
Windows 2003 Server. Chuyén vao thu muc 1386.
Tuy theo hé diéu hanh dang sir dung ma sir dung 1énh WINNT.EXE hoic
WINNT32.EXE theo cu phap sau:

WINNT /s:e:\i386 /u:unattend.txt
Hoac

WINNT32 /s:e:\i386 /unattend:unattend.txt
Néu chuong trinh Setup Manager tao ra tap tin Unatend.UDB do ban da nhap
vao danh sach tén cic may tinh, va gia dinh ban dinh dat tén may tinh nay la
server01 thi cu phap 1énh sé nhu sau:
WINNT /s:e:\i386 /u:unattend.txt /udf:server01,unattend.udf
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Bai 2: Gan dia chi IP trong mang c6 nhiéu subnet

Muc tiéu:
- Trinh bay duoc ciu tric co so dir liéu cua hé théng tén mién
- M6 ta dugc sy hoat dong va phén cap ctia hé thong tén mién;
- Cai dat va c4u hinh hé thong tén mién DNS.
- Thuc hién céc thao tac an toan vdi may tinh.

1. Tf;ng quan vé DNS:
1.1. Gidi thiéu DNS:

Mdi may tinh trong mang muén lién lac hay trao d6i thdng tin, dit liéu cho
nhau can phai biét ré dia chi IP caa nhau. Néu s6 lugng may tinh nhiéu thi viéc
nhé nhitng dia chi IP nay rat 1a kho khan. Vi vay, DNS (Domain Name
System) la giai phap dung tén thay cho dia chi IP kho nhé khi sir dung céac dich vu
trén mang. Vi thé, nguoi ta nghi ra cach lam sao anh xa dia chi IP thanh tén may
tinh.

g domain 1a sy két hop giira nhitng tir phan cach nhau béi dau cham(.).

com

Root Domain

Top-Level Domain edu vn
——
| edu ]

| hemussh |

Second-Level Domain

Subdomains hemut [ hemuns |

.
GSC \; Host: srvi

So dd to chirc DNS

FQDN:
srvl.csc.hemuns.edu.vn

Cédu triic ciia mot tén mién

— Domain s€ c6 dang : lable.lable.label...lable

— Do dai toi da ciia mot tén mién 1a 255 ky tu

— M&i mot Lable tdi da 1a 63 ky tu

— Lable phai bat dau bang chir hodc sd va chi dugc phép chua chit, sb, ddu triu(-),
dau chdm (.) ma khong dugc chua cac ky tu khac.

Loai tén

Miéu ta

Vi du

Goc
(domain root)

No6 la dinh cia nhanh cay cua tén
mién. N6 xac dinh két thic cua
domain (fully qualified domain
names FQDNSs).

Pon gian no chi 1a dau
cham (.) st dung tai cudi
cua tén vi nhu
"www.microsoft.com."

Tén mién cap 1

La hai hoac ba ky tu xdc dinh

".com", xac dinh tén sir
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(Top-level nude/khu vue hodc cac to chirc dung trong xac dinh 12 to
domain) chuc thuong mai .

Tén mién cap 2 | N6 rat da dang trén internet, nd cé | "microsoft.com.”, 1a tén

(Second-level | thé 14 tén cta mot cong ty, mot t6 | mién cap hai dang ky la
domain) chirc hay mot ca nhan .v.v. dang ky | cong ty Microsoft.

trén internet.

Tén mién cdp | Chia nho thém ra cua tén mién cip

nhé hon hai xudng thuong dugce sir dung nhu
chi "example.microsoft.com."” la
phan quan 1y tai liéu vi du cua
microsof (Subdomain) nhanh,
phong ban cua mét co quan hay mot
chu dé nao do.

Co so dit lieu(CSDL) cua DNS 1a mot cay dao ngugc. Moi nit trén cay ciing
lai 14 gbc cua 1 cay con. Mdi cay con l1a 1 phan ving con trong toan bo CSDL
DNS goi la 1 mién (domain). Mdi domain cé thé phan chia thanh cac phan
vuing con nhé hon goi la cac mién con (subdomain).

Mbi domain cé 1 tén (domain name). Tén domain chi ra vi tri cia no
trong CSDL DNS. Trong DNS tén mién la chudi tuan tu cac tén nhan tai nit do
di nguoc 1én nit goc cua cay va phan cach nhau bai dau cham.

Tén nhdn bén phai trong mdi domain name dugc goi la top-level
domain. Trong vi du trudc srvl.csc.hcmuns.edu.vn, vy mién “.vn” la top-
level domain. Bang sau day liét ké top-level domain.

Tén mién Mo ta

.com Céc t6 chuc, cdng ty thuong mai

.0rg Céc to chirc phi loi nhuan

.net Céc trung tdm hd trg vé mang

edu Céc to chirc gido duc

.gov CAc to chirc thude chinh phu

.mil Céc to chirc quan su

int Céc to chuc dugc thanh 1ap bai céc hiép wdc quoc té

Bén canh d6, mdi nudc ciing c¢d mot top-level domain. Vi du top-
leveldomain cua Viét Nam la .vn, My la .us, ta cothé tham khao thém théng
tin dia chi tén mién tai dia chi: http://www.thrall.org/domains.htm

Tén mién quoc Tén quoc gia
gia

.vn Viét Nam

.US M¥

uk Anh
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Jp Nhat Ban
Iu Nga
cn Trung Quéc

1.2. Pic diém ciia DNS trong Windows Server:

- Conditional forwarder: Cho phép Name Server chuyén c4c yéu cau
phan giai dya theo tén domain trong y&u cau truy van.

- Stub zone: hd trg co ché phan giai hiéu qua hon.
- Pong bo cac DNS zone trong Active Directory (DNS zone replication in
Active Directory).
- Cung cip mot sb co ché bao mat tét hon trong cac hé théng Windows truée
day.
- Luan chuyén (Round robin) tat ca cé4c loai RR.
- Cung cap nhiéu co ché ghi nhan va theo dbi su c6 15i trén DNS.
- Hd tro giao thitc DNS Security Extensions (DNSSEC) dé cung cap Ccac
tinh nang bao mat cho viéc luu trir va nhéan ban (replicate) zone.
- Cung cép tinh ning EDNSO (Extension Mechanisms for DNS) dé cho
phép DNS Requestor quan ba nhitng zone transfer packet c6 kich thudc 16n
hon 512 byte.

2. Cach phan b6 dit liéu quén 1y trén tén mién:

Nhitng root name server (.) quan ly nhiing top-level domain trén
Internet. Tén may va dia chi IP cia nhitng name server nay dugc céng bd
cho moi nguoi biét va ching duoc liét ké trong bang sau. Nhirng name server
nay ciing co thé dat khap noi trén thé gioi.

Tén may tinh Dia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
I.ROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
A.ROOT-SERVERS.NET 198.41.0.4

Théng thudng mot to chire duoc dang ky mot hay nhiéu domain name. Sau
do, moi t6 chuc s€ cai dit mdt hay nhi€u name server va duy tri co s dir liéu
cho tat ca nhitng may tinh trong domain. Nhitng name server cua t6 chttc dugc
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dang ky trén Internet. Mot trong nhitng name server nay duoc biét nhu 1a
Primary Name Server. Nhiéu Secondary Name Server dugc ding dé 1am
backup cho Primary Name Server. Trong truong hop Primary bi 16i, Secondary
duoc str dung dé phan giai tén.

Primary Name Server c6 thé tao ra nhiing subdomain va Uy quyén
nhiing subdomain nay cho nhiing Name Server khéac.

3. Hoat ddng ciia hé thong DNS:

Truy van DNS va tra 10i cta hé thdng DNS cho client str dung tha tuc UDP
céng 53, UPD hoat dong & murc thir 3 (network) ctia mé hinh OSI, UDP la thu tuc
phi két ndi (connectionless), twong tu nhu dich vu giri thu binh thuong ban cho thu
vao thung thu va hy vong co thé chuyén dén noi ban can gui t6i.

Mdi mot message truy van dugc gui di tur client bao gom ba phan thdng tin :

[ Tén ctia mién can truy van (tén day dia FQDN)

1 Xac dinh loai ban ghi 1a mail, web ...

[ Lép tén mién (phan nay thuong duoc xac dinh 12 IN internet, & day khong
di sau vao phan nay)

3.1. Tw tim cdu trd loi truy vin:

Budc dau tién cta qua trinh su ly mot truy van. Tén mién su dung mot
chuong trinh trén ngay may tinh truy van dé tim cau tra 10i cho truy van. Néu truy
van c6 cau tra 10 thi qua trinh truy van két thic

Ngay tai may tinh truy van thong tin duoc 1ay tir hai ngudn sau:

« Trong file HOSTS duoc cau hinh ngay tai may tinh. C4c thong tin anh xa
tir tén mién sang dia chi duogc thiét 1ap ¢ file nay duoc str dung dau tién. N6 duoc
tai ngay 1én b nhd cache cia may khi bat dau chay dns client.

« Thong tin duoc 13y tir cac cau tra 10i ciia truy van trude d6. Theo thoi gian
cac cau tra 101 truy van dugc luu giir trong bo nhé cache cta mdy tinh va nd dugc
st dung khi c6 mot truy van 1dp lai mot tén mién trude do.

3.2. Truy vin DNS server:

Khi DNS server nhan dugc mét truy van. Pau tién no sé kiém tra cau tra 10i
lidu c6 phai 1a thong tin cta ban ghi ma né quan ly trong cac zone cua server. Néu
truy van phu hop véi ban ghi ma nd quan ly thi n6 s&€ sir dung thong tin do dé tra
101 tra 101 (authoritatively answer) va két thuc truy van.

Néu khong c6 thong tin vé zone ctia nd phu hop véi truy van. No sé& kiém tra
cac thong tin dugc luu trong cache li¢u c6 céc truy van tuong tu nao trude do phu
hop khong néu co thong tin ph hop no s& sir dung thong tin d6 dé tra 101 va két
thic truy van.

Néu truy van khong tim thay thong tin phu hop dé tra 101 tir ca cache va zone
ma DNS server quan ly thi truy van s& tiép tuc. N6 s& nho DNS server khac dé tra
101 truy van dén khi tim duoc cu tra 10i.

Vi du hoat dong cia DNS:
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Address_ y &
Address of
yahoo com

server

]

Address of

Address of
www.yahoo.com

Gia st PC A mudn truy cap dén trang web www.yahoo.com va server vnn
chua luu thong tin vé trang web nay, cac budc truy van s€ dién ra nhu sau:

4. Mot s6 khai niém co ban:
4.1. Domain name va zone:

Mot mién gém nhiéu thue thé nho hon goi 1a mién con (subdomain). Vi
du, m1en ca bao gom nhiéu mién con nhu ab.ca, on.ca, qc.ca,.. . Ban ¢ thé uy
quyen mot s6 mién con cho nhiing DNS Server khac quan ly. Nhu:ng mién va
mién con ma DNS Server dugc quyen quan ly goi la zone. Nhu viy, mot Zone
c6 thé gém mot mién, mot hay nhiéu mién con.

Cac loai zone:
- Primary zone: Cho phép doc va ghi co s¢ dir liéu.
- Secondary zone: Cho phép doc ban sao co so dit liu.
- Stub zone: chra ban sao co s¢ dir liéu ctia zone nao do, nd chi chira chi Mot
vai RR(Resource Record).

4.2. Fully Qualified Domain Name (FQDN):

MJdi nat trén cdy c6 mot tén goi(khdng chira dau cham) dai tdi da 63 ky
tw. Tén rdng danh riéng cho gbc (root) cao nhat va biéu dién boi ddu chim.
Mot tén mién day du cua mot ndt chinh 1a chudi tuan tu cac tén goi cua ndt hién
tai di nguoc lén nat goc, mdi tén goi cach nhau béi ddu cham. Tén mién c6
xuat hién dau chidm sau ciing dugc goi 1 tén tuyét doi (absolute) khac voi tén
twong dbi la tén khong két thic bang dau cham. Tén tuyét déi ciing duoc xem la
tén mién diy du di duoc chung nhan (Fully Qualified Domain Name —
FQDN).

4.3. Sw iy quyén (Delegation):

Mot trong cac myc tiéu khi thiét ké hé théng DNS 1a kha nang quan ly phan
tan thong qua co ché uy quyen (delegation). Trong mot mién co the t6 chirc
thanh nhiéu mién con, mdi mién con c6 thé dugc uy quyén cho mot t6 chirc khac
va to chirc d6 chiu trach nhiém duy tri thong tin trong mién con nay. Khi do,
rmen cha chi cdn mot con tro tré dén mién con nay dé tham chiéu khi co cac truy
van.
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Khong phai mot mién luén ludn to chirc mién con va uy quyén toan bo cho
cac mién con ndy, c6 thé chi ¢6 vai mién con duoc iy quyén.

4.4. Forwarders:
La ky thuat cho phép Name Server néi bd chuyen yéu cau truy van cho céc
Name Server khac dé phan giai cac mién bén ngoai.

4.5. Stub zone:

La zone chtta bang sao co s& dir liéu DNS tor master name server,
Stub zone chi chta cac resource record can thiét nhu : A, SOA, NS, mot
hodc vai dia chi cia master name server hd trg co ché cap nhat Stub zone, ché
chting thuc name server trong zone va cung cip co ché phan giai tén mién duoc
hi¢u qua hon, don gidn hda cong tac quan tri.

4.6. Dynamic DNS:

Dynamic DNS 1a phuong thiic 4nh xa tén mién t&i dia chi IP c6 tin xuat
thay d6i cao. Dich vu DNS dong (Dynamic DNS) cung cip mot chuong trinh
dac bi¢t chay trén may tinh cua ngudi st dung dich vu dynamic DNS goi la
Dynamic Dns Client. Chuong trinh nay giam sat sy thay doi dia chi IP tai host
va lién hé voi hé théng DNS mbi khi dia chi IP cta host thay doi va sau do6
update thong tin vao co sd dit liéu DNS vé sy thay doi dia chi do.

4.7. Active Directory-integrated zone:

Stur dung Active Directory-integrated zone c6 mot sb thuan loi sau:

- DNS zone luu trit trong trong Active Directory, nho co ché nay ma dir
liéu dugc bao mat hon.

- Sir dung co ché nhan ban cua Active Directory dé cap nhan va sao chép
co sO dir liéu DNS.

- St dung secure dynamic update.

- St dung nhiéu master name server dé quan 1y tén mién thay vi st
dung mdt master name server.

5. Phén loai Domain Name Server:

5.1. Primary Name Server:

MJdi mién phai c6 mot Primary Name Server. Server nay duoc dang ki trén
Internet dé quan 1y mién. Moi nguoi trén Internet déu biét tén may tinh va dia
chi IP cta Server nay. Nguoi quan tri DNS s& to chitc nhiing tap tin CSDL trén
Primary Name Server. Server ndy c6 nhiém vu phan giai tit ca cac may trong
mién hay zone.

5.2. Secondary Name Server:

MObi mién c6 mot Primary Name Server dé quan Iy CSDL ciia mién. Néu
nhu Server nay tam ngung hoat dong vi mdt 1y do nao doé thi viéc phan giai tén
may tinh thanh dia chi IP va nguoc lai xem nhu bi gian doan. Viéc gian doan
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nay 1am anh huong rat 16n dén nhitng t6 chtrc ¢6 nhu cau trao d6i thong tin ra
ngoai Internet cao. Nham khic phuc nhuoc diém nay, nhiing nha thiét ké di dua
ra mot Server du phong goi la Secondary(hay Slave) Name Server. Server nay
c6 nhiém vu sao luu tit ca nhiing dir li¢u trén Primary Name Server va khi
Primary Name Server bi gian doan thi n6 s€ dam nhén viéc phan giai tén may
tinh thanh dia chi IP va nguoc lai. Trong mot mién co thé cdé mot hay
nhiéu Secondary Name Server. Theo mét chu ky, Secondary s& sao chép va cap
nhat CSDL tor Primary Name Server. Tén va dia chi IP ctia Secondary Name
Server ciing dugc moi ngudi trén Internet biét dén.

5.3. Caching Name Server:

Caching Name Server khong c6 bat ky tap tin CSDL nao. N6 ¢6 chirc ning
phan giai t€én may trén nhitng mang ¢ xa thong qua nhirng Name Server khac.
N6 luu gitr lai nhitng tén may da duoc phan giai truée do va duoc st dung lai
nhing thong tin ndy nham muc dich:

- Lam tang toc do phan giai bang cach sir dung cache.

- Giam b6t ganh nang phan gidi tén may cho cac Name Server.

- Giam viéc luu thong trén nhitng mang 16n.

6. Resource Record (RR):

RR 13 miu thong tin dung dé mo ta cac thong tin vé co sd dit liéu DNS, céc
mau tin ndy duwoc luu trong cic file co s& dit litu DNS
(\systemroot\system32\dns).

6.1. SOA(Start of Authority):

Trong mdi tip tin CSDL phai c6 mot va chi mot record SOA (start of
authority). Record SOA chiraraing may chi Name Server 1d noi cung
cip thong tin tin cdy tr dir liéu c6 trong zone.

C1 phép cua record SOA.

[ttn-mién] IN SOA [tén-server-dns] [dia-chi-email] (

serial number;

refresh number;

retry number;

experi number;

Time-to-live number)

6.2. NS (Name Server)
Record tiép theo can co trong zone 1a NS (name server) record. Mi Name
Server cho zone s€ c6 mdt NS record.
Cu phap:
[domain_name] IN NS [DNS-Server_name]
Vi du: Record NS sau:
gtm.com. IN NS dnsserver.qgtm.com.
gtm.com. IN NS server.qgtm.com.
chi ra 2 name servers cho mién gtm.com
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6.3. A (Address) va CNAME (Canonical Name)

Record A (Address) anh xa tén may (hostname) vao dia chi IP. Record
CNAME (canonical name) tao tén bi danh alias tré vao mot tén canonical. Tén
canonical 1a tén host trong record A hoac lai tré vao 1 tén canonical khac.

Cu phap record A:

[tén-may-tinh] IN A [dia-chi-IP]

Vi du: record A trong tap tin db.gtm
server.gtim.com. IN A 172.29.14.1
diehard.gtm.com. IN A 172.29.14.4

/I Multi-homed hosts
server.gtim.com. IN Al172.29.14.1
server.gtm.com. IN A192.253.253.1

6.4. AAAA
Anh xa tén may (hostname) vao dia chi IP version 6

Cu phap:
[tén-may-tinh] IN AAAA [dia-chi-IPv6]

Vidu
Server IN AAAA 1243:123:456:789:1:2:3:456ab

6.5. SRV:

Cung cép co ché dinh vi dich vu, Active Directory st dung
Resource Record nay dé xac dinh domain controllers, global catalog
servers, Lightweight Directory Access Protocol (LDAP) servers.

Céc field trong SVR:

- Tén dich vu service.

- Giao thtre str dung.

- Tén mién (domain name).

- TTL vaclass.

- Priority.

- Weight (hd tro load balancing).

- Port cua dich vu.

- Target chi dinh FQDN cho host hé tro dich vu.

6.6. MX (Mail Exchange):

DNS dung record MX trong viéc chuyén mail trén mang Internet. Ban dau
chtic nang chuyén mail dya trén 2 record: record MD (mail destination) va
record MF (mail forwarder) records. MD chi ra dich cudi cing ctia mot thong
diép mail c6 tén mién cu thé. MF chi ra may chi trung gian s& chuyén tiép mail
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dén dugc may chu dich cudi cing. Tuy nhién, viéc to chtic nay hoat dong khong
tot.

Pé tranh viéc gui mail bi lap lai, record MX c6 thém 1 gia tri bd
sung ngoai tén mién cia mail exchanger 1a 1 sb thtr tu tham chiéu. Pay la gia
tri nguyén khoéng dau 16-bit (0-65535) chi ra tha tu uu tién cua cic mail
exchanger.

Cu phép record MX:
[domain_name] IN MX [priority] [mail-host]

Vi du record MX sau :
gtm.com. IN MX 10 mailserver.gtm.com.

Chi ra may cha mailserver.gtm.com 1 mot mail exchanger cho mién
gtm.com vo6i1 s6 thtr tu tham chiéu 10.

Chu y: cac gia tri nay chi c6 ¥ nghia so sanh véi nhau. Vi du khai bao 2
record MX:

gtm.com. IN MX 1 listo.gtm.com. gtm.com. IN MX 2 hep.gtm.com.

Trinh chuyén thu mailer s& thir phan phat thu dén mail exchanger c6 s6 thu
ty tham chiéu nho nhat trudc. Néu khong chuyén thu dugce thi mail exchanger
v6i gia tri ké sau s& dugce chon. Trong trudng hgp c6 nhiéu mail exchanger c6
cung sO tham chiéu thi mailer s& chon ngiu nhién giita chung.

6.7. PTR (Pointer):
Record PTR (pointer) dung dé anh xa dia chi IP thanh Hostname.
Cu phap:
[Host-1D.{Reverse_Lookup Zone}] IN PTR [tén-may-tinh]
Vi du:
Céc record PTR cho céac host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.qtm.com.

7. Cai dit va cAu hinh DNS:

C6 nhiéu cach cai dat dich vu DNS trén méi truong Windows nhu: Ta ¢
thé cai dit DNS khi ta nang cip may chu 1én domain controllers hoic cai dat
DNS trén may stand-alone Windows 2003 Server.

Bai tap 1 : cai dit dich vu DNS:

Khi cai dat dich vu DNS trén Windows 2003 Server doi héi may nay phai
dugc cung cép dia chi IP tinh, sau day la mot s6 budc co ban nhat dé cai dat
dich vu DNS trén Windows 2003 stand-alone Server.

- Chon Start | Control Panel | Add/Remove Programs.
- Chon Add or Remove Windows Components trong hop thoai Windows
components.
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Tr hop thoai ¢ budc 2 ta chon Network Services sau d6 chon nut Details

Chon tuy chon Domain Name System(DNS), sau d6 chon nut OK

Chon Next sau d6 hé théng s€ chép cac tap tin can thiét dé cai dat dich vu
(ban phai dam bao c6 dia DVDROM Windows 2003 trén may cuc bd hodc
c6 thé truy xut tai nguyén ndy tir mang). Chon nit Finish dé hoan tat qua
trinh cai dat.

Bai tap 2 : Cau hinh dich vu DNS:

Sau khi ta cai dat thanh cong dich vu DNS, ta c6 thé tham khao trinh quan

1y dich vu nay nhu sau:

Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong cai
DNS cung véi qua trinh cai dat Active Directory thi khdng c0 zone nao
duoc cau hinh mac dinh.

= dnsmgmt - [DNS\NHON] =101 x|

2 Ele  Action Wiew Window Help ‘;Iglzﬂ
== [EmXeFE[ 28 |
N HON
=-8 W

=1 Forwar d Lookup Zones =

(10 Reverse Lookup Zones \l) Ll SR

{£3] Event viewer

The Domain fame System (DS is & hisrarchical
nami or locating co

To configure the DHS server, on the Action menu, click
Configure a DNS server,

[ [
Event Viewer: Day trinh theo doi su kién nhat ky dich vu DNS, n6 s€
luu trir cac théng tin vé&: canh giac (alert), canh bao (warnings), 16i
(errors).
Forward Lookup Zones: Chtra tAt ca céac zone thuan cua dich vu DNS,
zone nay duoc luu tai may DNS Server.

- Reverse Lookup Zones: Chira tit ca cac zone nghich cta dich vu DNS,

zone nay duogc luu tai may DNS Server.

7.2.1. Tao Forward Lookup Zones:

Forward Lookup Zone dé phan giai dia chi Tén may (hostname) thanh dia chi

IP. B¢ tao zone nay ta thyc hién cac budc sau:

Chon nut Start | Administrative Tools | DNS.

Chon tén DNS server, sau do Click chuot phai chon New Zone. Chon Next
trén hop thoai Welcome to New Zone Wizard.

Chon Zone Type la Primary Zone | Next.

Chon Forward Lookup Zone | Next
Chi dinh Zone Name d¢ khai bao tén Zone (Vi du: csc.com), chon Next.
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- Tu hop thoai Zone File, ta co thé tao file luu trit co sd dir liéu cho
Zone(zonename.dns) hay ta ¢ thé chi dinh Zone File di ton tai san (tit ca
cac file nay duogc luu trit tai %systemroot%\system32\dns), tiép tuc chon
Next.

- Hop thoai Dynamic Update dé chi dinh zone chap nhan Secure
Update, nonsecure Update hay chon khong s dung Dynamic Update,
chon Next.

- Chon Finish dé hoan tat.

7.2.2. Tgo Reverse Lookup Zone:
Sau khi ta hoan tat qua trinh tao Zone thuan ta sé tao Zone nghich (Reverse

Lookup Zone) dé hd tro co ché phan giai dia chi IP thanh tén may(hostname).

- Dé tao Reverse Lookup Zone ta thuc hién trinh tu cac budc sau: Chon Start
| Programs | Administrative Tools | DNS. Chon tén cua DNS server, Click
chudt phai chon New Zone

- Chon Next trén hdp thoai Welcome to New Zone Wizard. Chon Zone Type
la Primary Zone | Next. Chon Reverse Lookup Zone | Next.

- G0 phan dia chi mang(NetID) ciia dia chi IP trén Name Server | Next.

- Tao méi hay sir dung tap tin luu trir co s¢ dir liéu cho zone nguoc, sau do
chon Next.

- Hop thoai Dynamic Update dé chi dinh zone chip nhan Secure
Update, nonsecure Update hay chon sir dung Dynamic Update, chon Next.
Chon Finish dé hoan tat.

7.2.3. Tao Resource Record (RR):
Sau khi ta tao zone thuan va zone nghich, mac dinh hé théng s€ tao ra hai resource
record NS va SOA.

e Tao RR A:
Pé tao RR A dé anh xa hostname thanh tén mdy, dé 1am viéc nay ta Click chudt
Forward Lookup Zone, sau do Click chudt phai vao tén Zone | New Host, sau do
ta cung cap mot s6 thong tin vé Name, Ip address, sau d6 chon Add Host.
Chon Create associated pointer (PTR) record dé tao RR PTR trong zone nghich
(trong hinh vi du ta tao hostname la server c6 dia chi IP 1a 172.29.14.149).

e Tao RR CNAME:
Trong truong hop ta mudn may chu DNS Server vira cé tén Server.csc.com vira
cO tén ftp.csc.com dé phan anh dung chic ning 1a moét DNS Server, FTP
server,...Dé tao RR Alias ta thuc hién nhu sau:
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- Click chu¢t Forward Lookup Zone, sau d6 Click chudt phai vao tén Zone | New
Alias (CNAME), sau d6 ta cung cip mot sb thong tin vé:

- Alias Name: Chi dinh tén Alias (vi du ftp).

- Full qualified domain hame(FQDN) for target host: chi dinh tén host muén
tao Alias (ta c6 thé gd tén host vao muc ndy hodc ta chon nit Browse sau d6 chon
tén host).

e Tao RR MX (Mail Exchanger):
Trong tru’ong hop ta t6 chirc may chit Mail hd tro viéc cung cép hé thong thu dién
tr cho mién cuc b, ta phai chi dinh rd dja chi caa Mail Server cho tat ca cac mién
bén ngoai biét dugc dia chi nay thong qua viéc khai bao RR MX. Muc dich chinh
ciia RR nay 13 gitip cho hé thong bén ngoai c6 thé chuyén thu vao bén trong mién
ndi bo. Pé tao RR nay ta thuc hién nhu sau:
- Click chugt Forward Lookup Zone, sau d6 Click chudt phai vao tén Zone | New
Mail Exchanger (MX) ... , sau do6 ta cung cap mot so thong tin vé:
- Host or child domain: Chi dinh tén may hodc dia chi mién con ma Mail Server
quan ly, thong
thuong néu ta tao MX cho mién hién tai thi ta khong sir dung thong s6 nay.
- Full qualified domain name(FQDN) of mail server: Chi dinh tén ctia may chu
Mail Server quan 1y mail cho mién ndi bd hodc mién con.
- Mail server priority: Chi dinh d6 uu tién ctia Mail Server (Chi dinh may nao uu
tién xtr ly mail trudc may nao).
- Trong Hinh bén dudi ta tao mét RR MX dé khai bao may chii mailsvr.csc.com
1a may chii quan 1y mail cho mién csc.com.

7.3. Kiém tra hoat déng ciia dich vu DNS:
Mubn kiém tra qua trinh hoat dong cua dich vu DNS ta thuc hién cac budc sau:
* Khai bao Resolver:
Pé chi dinh rd cho DNS Client biét dia chi may chit DNS Server hd tro viéc phan
giai tén mién.

- Pé thuc hién khai bdo Resolver ta chon Start | Settings | Network
Connections | Chon Properties cua Local Area Connection | Chon Properties
cua Internet Control (TCP/IP), sau d6 chi dinh hai thong s6 .
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21|

General |

‘fau can get IP settings assigned automatically if your nekwork supports
this capability, Otherwise, you need ko ask your network administrator
for the appropriate IP settings,

" Obtain an IP address automatically

—{% Lse the following IP address:

IP address; I 172 .29 . 14 , 149
Subriet mask: I 255 . 255 ., 255 | 224
Default gateway: I 172,29 .14 , 129

| Glibain DS server address autamatizally

—{% Use the Following DMS server addresses:

Preferred DMS server: I 172 .29 . 14 , 149
Alternate DMS server: 172,29 .1 .2
Advanced... |
Ok I Cancel |

- Referenced DNS server: Dia chi ciia may cha Primary DNS Server.
- Alternate DNS server: Dia chi ciia may chit DNS du phong hoac may chu
DNS thtr hai.

* Kiém tra hoat dpng:

Ta c6 thé dung cong cu nslookup dé kiém tra qué trinh hoat déng cua dich vu
DNS, phén giai resource record hodc phan giai tén mién. dé st dung dugc cong
cu nslookup ta vao Start | Run | nslookup.

Can tim hiéu mot vai tap 1énh cta cong cu nslookup.

>set type=<RR_Type>

Trong 46 <RR_Type> la loai RR ma ta muén kiém tra, sau d6 gé tén cua RR hoic
tén mién can kiém tra

>set type=any: Dé xem moi thong tin vé RR trong mién, sau d6 ta gd <domain
name> dé xem thong tin vé cac RR nhu A, NS, SOA, MX ctia mién nay.

1.4. Tao Zone tich hop vdi Active Directory:

Trong qua trinh nang cip may Stand-Alone Server thanh Domain Controller
bang cach cai Active Directory ta c6 thé chon co ché cho phép hé thong ty dong
cai dat va cdu hinh dich vu DNS tich hop chung véi Active Directory, néu ta chon
theo cach nay thi sau khi qua trinh nang cip hoan tat, ta c6 thé tham khao co so di
liéu cua DNS tich hop chung véi Active Directory thong qua trinh quan 1y dich vu
DNS.
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New Zone Wizard x|
Zone Type ‘R
The DMS server supparts various bypes of zones and storage. =
Select the bype of zone you want to create:
& Erimary 2one;

Creates a copy of a zone that can be updated directly on this server,

° Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault balerance.

" Stub zone
Creates a copy of a zone containing only Mame Server (NS), Start of Authority

(5043, and possibly glue Host (A} records, A server containing a stub zone is nok
authoritative for that zone.

[+ Store the zone in Active Directory (available only if DNS server is a domain cUntrUIIer)|

< Back I Mexk = I Cancel | Help |

Chon tao zone thuan (Forward Lookup Zone) | Next.

Chi dinh tén zone (Zone Name) | Next.

Chi dinh Dynamic Update trong truong hop ta mudn tao DDNS cho zone nay,
trong truong hop nay ta chon Allow both nonsecure and secure dynamic
updates | Next.

Chon Finish dé hoan tit qua trinh, sau khi hoan thanh ta c6 thé mo ta resource
record cho zone nay, tao thém Reverse Lookup Zone trong truong hop ta muon
ho trg phan giai nghich.

7.5. Thay doi mot sé tiry chon trén Name Server:

Trong phﬁn nay ta khao sat mot vai tiy chon can thiét dé tao hiéu chinh thong tin
cau hinh cho DNS. Thong thuong c6 ba phan chinh trong viéc thay doi tity chon.

- Tuy chon cho Name Server.

- Tuy chon cho tirng zone name.

- Tuy chon cho tirng RR trong zone name.

* Tuy chon cho Name Server.

Cho phép thay d6i mét sb tuy chon chinh cia Name Server bao gom: Cau hinh
Forwarder, Cau hinh Root hints, dat mét sd tuy chon cho phép theo ddi log
(Event Logging), quan 1y cac truy van (Monitoring query), debug logging,... va
mot sb hiéu chinh khac.

Pé st dung tuy chon nay ta chon Properties cua tén server trong DNS
management console.

- CAu hinh Forwader: Chon Tab Forwarders tir man hinh properties cia Name
Server

- Cau hinh Root hints: Ta c6 thé tham khao danh sach cic Root name server
quan 1y cac Top- Level domain, thong qua hdp thoai nay ta cé thé thém, xo6a, hiéu
chinh dia chi cua Root hints, thong thuong cac dia chi nay hé thong c6 thé ty nhan
biét.
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Bai 3: Cau hinh mét Client IP Address

Muc tiéu cua bai hoc:
- Trinh bay duoc cu tric cua Active Directory trén windows server;
- Cai dit va ciu hinh dugc may diéu khién ving.
- Thuc hién cac thao tic an toan vdi may tinh.

1. Active Directory:
1.1. Gioi thiéu:

AD (Active Directory) 1a dich vu thu myc chtra céc thong tin vé cc tai nguyén
trén mang, c6 thé mo rong va co kha nang tu diéu chinh cho phép ban quan 1y tai
nguyén mang hiu qua. Pé co thé lam viée tot v6i Active Directory, chung ta s&
tim hiéu khéi quat vé Active Directory, sau d6 khao sat cac thanh phan caa dich vu
nay.

Cac d6i tuong AD bao gom dit liu cia nguoi ding (user data), may
in(printers), may chu (servers), co s dir liéu (databases), cac nhém nguoi dung
(groups), cac may tinh (computers), va cac chinh sach bao mat (security policies).

Ngoai ra mot khai niém médi dugc sir dung la container (tam dich 1a tap ddi
tuong). Vi du Domain 1a mot tap d6i twong chtra thong tin ngudi dung, thong tin
C4C may trén mang, va chua cac d6i tuong khac.

1.2. Chirc nang cua Active Directory:

- Luu gitt mot danh séach tap trung cac tén tai khoan ngudi ding, mat khau
twong tng va cac tai khoan may tinh.

- Cung cip mot Server dong vai trd chimg thuc (authentication server) hoic
Server quan ly dang nhap (logon Server), Server nay con goi la domain
controller (may diéu khién ving).

- Duy tri mot bang huéng dan hodc mot bang chi muc (index) gitp cac may
tinh trong mang c6 thé do tim nhanh mot tai nguyén nao dé trén cac may tinh
khac trong vung

- Cho phép ching tatao ra nhitng tai khoan nguoi dung véi nhitng muc
d6 quyén (rights) khac nhau nhu: toan quyén trén hé théng mang, chi cd quyén
backup dit liéu hay shutdown Server tir xa...

- Cho phép ching ta chia nho mién cta minh ra thanh cidc mién con
(subdomain) hay céc don vi té chicc OU (Organizational Unit). Sau d6 ching ta
c6 thé uy quyén cho cac quan tri vién bo phan quan ly tirng bd phan nho.

1.3. Directory Services:
1.3.1. Giéi thiéu Directory Services: ,
Directory Services (dich vu danh ba) la hé thong théng tin chaa trong

NTDS.DIT va cac chuong trinh quan ly, khai thac tap tin nay. Dich vu danh ba
la mot dich vu co sé lam nén tang dé hinh thanh mét hé thdéng Active
Directory. Mot hé théng véi nhiing tinh nang vuot troi caa Microsoft.
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1.3.2. Céc thanh phan trong Directory Services:
Dau tién, ban phai biét duoc nhirng thanh phan cau tao nén dich vu danh ba la
gi? Ban c6 thé so sanh dich vu danh ba v&i mot quyén s6 luu sé dién thoai.
Ca hai déu chira danh sach cua nhiéu ddi tuong khac nhau ciing nhu cac thdng
tin va thudc tinh lién quan dén céac dbi tuong do.
a. Obiject (d6i tuong).
Trong hé thdng co s¢ dir liéu, ddi tuong bao gom cac may in, ngudi ding
mang, cac server, cdc may tram, cac thu muc dung chung, dich vu mang, ...
Déi tugng chinh 14 thanh té can ban nhat caa dich vu danh ba.

b. Attribute (thugc tinh).

Mot thudc tinh mo ta mot doéi twong. Vi du, mat khau va tén 1a thudc tinh
ciia dbi twong nguoi ding mang. Cac dbi tuwong khac nhau cd danh séch
thuoc tinh khac nhau, tuy nhién, cac déi twong khac nhau ciing cé thé co
mot s6 thude tinh gidng nhau. Ly vi du nhu mot may in va mot may tram ca
hai déu c6 mot thudce tinh 1a dia chi IP.

c. Schema (cu tric to chrc).

Mot schema dinh nghia danh sach céc thuoc tinh ding dé mé ta mét loai doi
tuong nao d6. Vi dy, cho rang tat ca cac doi twong may in déu dugc dinh
nghia bang cac thudc tinh tén, loai PDL va tdc do. Danh sach cac ddi tuong
nay hinh thanh nén schema cho 16p ddi twong “may in”. Schema c6 dic tinh

la tuy bién duoc, nghia la céac thudc tinh dung dé dinh nghia mot 16p d6i tuong
co thé stra doi dugc. NGi tdm lai Schema cé thé xem 1a mot danh ba cua céi
danh ba Active Directory.

d. Container (vat chua).

Vit chaa tuong tu vai Khai niém thu muc trong Windows. Mot thu muc cé

thé chira cac tap tin va cac thu muc khac. Trong Active Directory, mot vat

chira c6 thé chtra cac ddi tugng va cac vat chira khac. Vat chira ciing c6 céc
thudc tinh nhu d6i twong mac du vat chira khong thé hién mot thuc thé that
sy ndo d6 nhu ddi tugng. CO ba loai vat chua la:

- Domain: khéi niém nay dugc trinh bay chi tiét & phan sau.

- Site: mot site 1a mot vi tri. Site duoc dung dé phan biét gitta cac vi tri cuc
bd va cac vi tri xa x6i. Vi du, céng ty XYZ c6 tong hanh dinh dit & San
Fransisco, mét chi nhanh dat & Denver va mét van phong dai dién dat 6
Portland két nbi vé tong hanh dinh bang Dialup Networking. Nhu vay
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hé
théng mang nay co ba site.
OU (Organizational Unit): 1a mot loai vat chira ma ban c6 thé dua vao
d6 nguoi ding, nhdm, may tinh va nhitng OU khac. Mot OU khong thé
chtra cac ddi twgng nam trong domain khac. Nho viéc mot OU c6 thé chua
cdc OU khac, ban c6 thé xay dung mét mé hinh thir bac cua céc vat
chira ¢ md hinh hod ciu tric cua mot té chirc bén trong mot domain.
Ban nén st dung OU dé giam thiéu sb luvgng domain can phai thiét 1ap trén
hé thong.
Global Catalog. 7 ’
Dich vu Global Catalog dung dé xac dinh vi tri cia mot doi twong ma
ngudi ding dugc cip quyén truy cap. Viéc tim kiém duogc thyc hién xa hon
nhimg gi da c6 trong Windows NT va khéng chi c6 thé dinh vi duoc di
twong bang t&n ma cé thé bang ca nhiing thudc tinh cua dbi twong.
Gia st ban phai in mot tai liéu day 50 trang thanh 1000 ban, chiac chan
ban s€ khéng dung mdt may in HP Laserjet 4L. Ban s€ phai tim mot may
in chuyén dung, in véi téc d6 100ppm va c6 kha ning déng tai liéu thanh
quyén. Nho Global Catalog, ban tim kiém trén mang mot may in véi cac
thuoc tinh nhu vay va tim thay dugc mot may Xerox Docutech 6135. Ban
c6 thé cai dat driver cho may in d6 va gui print job dén may in. Nhung
néu ban ¢ Portland va may in thi ¢ Seattle thi sao? Global Catalog s&
cung cap théng tin nay va ban cé thé gui email cho cha nhan cua may in,
nho ho in gium.
Mot vi du khéc, gia sur ban nhan dugc mot thu thoai tir mot nguoi tén
Betty Doe ¢ bd phan ke toan. Poan thu thoai cua c6 ta bi cat Xén va ban
khong thé biét dugc so dién thoai cua cd ta. Ban c6 thé dung Global

Catalog dé tim thong tin vé cd ta nho tén, va nhd do ban c6 duoc sb dién
thoai cua co ta.

Khi mét d6i tuong duogc tao méi trong Active Directory, dbi tuong duoc
gan mot con sé6 phan biét goi 1a GUID (Global Unique Identifier). GUID
ctia mot ddi twong ludn ludn cé dinh cho di ban c6 di chuyén dbi tuong di
dén khu vuc khéac.
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2. Cac thanh phan cia AD:

2.1. Céu triic AD logic:
Gom cac thanh phan domains (viing), organization units (don vi td chirc), trees
(hé ving phan cip ) va forests (tap hop hé ving phan cép) .

|- Domain Tree

[ Objects /\
o’
| | P Dumaln
= — :
k —_— \; Organizational Unit | j
| Forest |

2.1.1. Organizational Units:

Organizational Unit hay OU la don vi nhé nhat trong hé théng AD, né dugc
xem la mot vat chira cac déi twong (Object) duoc dung dé sap xép cac déi
twong khac nhau phuc vu cho muc dich quan tri cua ban. OU ciing dugc thiét
1ap dua trén subnet IP va duogc dinh nghia 12 “maot hoic nhiéu subnet két néi tbt
véi nhau”. Viée st dung OU c6 hai cong dung chinh sau:

- Trao quyén Kiém soat mot tap hop cac tai khoan nguoi ding, may tinh hay
cac thiét bi mang cho mot nhém ngudi hay moét phu ta quan tri vién nao do6
(sub-administrator), tr d6 giam bat

cdng tac quan tri cho nguoi quan tri -~ "L)PQP‘III

T il
toan bo hé thong. 4 ' >4 |
‘..;;;es @%/ M\aar;;gement

- Kiém soat va khéa bét mot sd
chirc nang trén cac may tram cua

nguoi dung trong OU thOng qua aamsicetr REiniztrecor
viéc sir dung cac doi tuong chinh s
sach nhém (GPO), cac chinh sach ™ N_,l_f_'_ﬁ'lijli

p \ , ~ X, ;
nhém nay chung ta s€ tim hiéu & = A
cac chuong sau. ] ‘05

Research
Administrator

2.1.2. Domain:
Domain 1a don vi chtc nang nong cbt cua o
cdu tric logic Active Directory. N6 la \}
phu’O’ng tlén dé qUI dlnh mét tép hUp I"Ihﬁ’ng A ,- Common security policy
LU
J.H i
P| II

~
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nguodi dung, may tinh, tai nguyén chia sé co nhiing qui tic bao mat giéng
nhau tir d6 giGp cho viéc quan ly céac truy cap vao cac Server dé dang hon.
Domain dép tng ba chac nang chinh sau:

- Poéng vai trd nhu mot khu vue quan tri (administrative boundary) cac dbi
twong, 1a mot tap hop cac dinh nghia quan tri cho cac ddi tuong chia sé nhu:
c6 chung moét co s¢ dir liéu thu muc, cac chinh sach bao mat, cdc quan hé uy
quyén véi cac domain khac.

- GiUlp chdng ta quan ly bao mat cac cac tai
nguyén chia sé.

Cung cip cac Server du phong lam chic
nang diéu khién ving (domain controller),
ddng thoi am bao cac théng tin trén céc
Server nay duoc duoc dong bo véi nhau.

Common security policy

2.1.3 Domain Tree

Domain Tree la cu tric bao gém nhiéu
domain duoc sap xép cO cap bac theo cau

]F 4_ truc hinh cay. Domain tao ra dﬁu tién duoc

< Lj goi la domain root va nam & géc cia cay thu

°7“°°““°"“ muc. T4t ca cdc domain tao ra sau s& nim

\ bén dudi domain root va duoc goi la

| domain con (child domain). Tén cua cac

|‘ \ domain con phai khéc biét nhau. Khi mot
== 1 AT A A i

|=-\ b‘-ﬁ - ) domain root va it nhat mot domain con duoc

Dot S \ e ‘ tao ra thi hinh thanh mot cay dorpain. Khai
| g niém nay ban s& thuong nghe thay khi lam

oo e viéc voi mét dich vu thu muc. Ban cé thé

thay cau tric s& c6 hinh dang caa mot cay khi

H -
" e

c6 nhiéu nhanh xuat hién.
Cay Domain
ot —@——domain root
gfa

sal 85, Mom cSe. com testing. mom cse.com

domain con
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2.1.4. Forest:

Forest (ring) duoc xay dung trén mot hoic nhiéu Domain Tree, néi cach
khac Forest 1a tap hop cac Domain Tree c6 thiét 1ap quan hé va uy quyén cho
nhau. Vi du gia s mot cong ty nao do, chang han nhu Microsoft, thu mua mot
cong ty khac. Thong thuong, mdi cong ty déu cd mot hé théng Domain Tree
riéng va dé tién quan ly, cac cay nay s& duoc hop nhat véi nhau bang mot khéi
niém la rung

2= &

“E_.‘ﬂ = oL MG e e oorm [esing. memoie com

1et:h1.|.|‘l-l:|fiz-|ls.cum / //\ wyzabc. com
= L =

Trning sales. cisoa, lesting complia. e sting
o IMCTTICHE. COHT TG e, Com [l =ailo TN g] 10
:E‘jzl. LT
corpiechtutorals, com admin.xyzabc. com

/\ AN
ﬂu‘j:l. ﬁ':ﬂ f 3 3}-

o =1

Trong vi du trén, cdng ty mcmcse.com thu mua duoc techtutorials.com va
xyzabc.com va hinh thanh rirng tir goc mcmcse.com

2.2. Ciu tritc AD vit Iy
Gom: sites va domain controllers.

= Dia ban (site): 1a tdp hop ctia mot hay nhiéu mang con két ndi vVoi nhau,
tao dicu kién truyén thong qua mang dé dang, an dinh ranh gidi vat ly xung
quanh céc tai nguyén mang.

= Piéu khién ving (domain controllers): 1a may tinh chay Windows Server
chtra ban sao dir liéu vung. Mot vung c6 thé c6 mot hay nhiéu di€u khién
vung. Moi su thay doi dir li€u trén mdt di€u khién vung s€ duoc tu dong
cap nhat Ién cac dicu khién khac ctuia vung.

3. Cai dit va cAu hinh Active Directory (AD):
3.1. Ning cdp Server thanh Domain Controller(DC):

3.1.1. Gidi thiéu:

Theo mic dinh, tit ca cdc may Windows Server 2003 khi mai cai dit
déu la Server doc lap (standalone server). Chuong trinh DCPROMO
chinh 14 Active Directory Installation Wizard va duoc dung dé nang cap mot
may khong phai la DC (Server Stand-alone) thanh mét may DC va nguoc lai
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gidng cap mot may DC thanh mot Server binh thuong. Chd y dbi voi
Windows Server 2003 thi ban c6 thé doi tén may tinh khi da nang cap thanh
DC.

3.2. Gia nhdp may tram vao Domain:
3.2.1. Gidi thié¢u:

Mot may tram gia nhap vao mot domain thuc su la viéc tao ra mot
mdi quan hé tin cay (trust relationship) gitra may tram d6 véi cadc may
Domain Controller trong ving. Sau khi da thiét 1ap quan hé tin cay thi viéc
chung thyc nguoi dung logon vao mang trén may tram nay sé do céac méy
dleu khién ving dam nhiém. Nhung chl y viéc gia nhap mot may tram vao
mién phai cO su dong y cua nguol quan tri mang Cap mién va quan tri vién
cuc bo trén may tram dd. Noéi cach khac khi ban muon gia nhap mot may
tram vao mién, ban phai ding nhap cuc by vao may tram véi vai tro la
administrator, sau do gia nhap vao m1en hé thong s& yéu cau ban xac thuc
bang mot tai khoan nguoi dung cap mién c6 quyén Add Workstation to
Domain (ban c6 thé dung truc tiép tai khoan administrator cip mién)

3.2.2. Cac bwoc cai dat:
Ping nhap cuc bo vao may tram véi vai trd ngudi quan tri (c6 thé ding tryc tiép tai
khoan administrator).
Nhép phai chudt trén biéu tugng My Computer, chon Properties hop thoai
System Properties xuat hién, trong Tab Computer Name, ban nhap chudt vao
nit Change. Hop thoai nhap liéu xuat hién ban nhap tén mién cua mang can gia
nhap vao muc Member of Domain.

May tram dua trén tén mién ma ban di khai bao dé tim dén Domain Controller
gan nhat va xin gia nhap vao mang, Server s€ yéu cau ban xac thuc voi mot tai
khoan nguoi dung cap mi€n ¢6 quyén quan tri.

Sau khi xac thyc chinh xac va h¢ thong chap nhan may tram nay gia nhdp vao mién
thi hé thong xuat hién thong bao thanh cong va yéu cau ban reboot may lai dé
dang nhap vao mang.

Pén déy, ban thiy hop thoai Log on to Windows ma ban dung mdi ngay co vai
diéu khac, d6 1a xuét hién thém muc Log on to, va cho phép ban chon mdt trong
hai phﬁn la: NETCLASS, This Computer. Ban chon muc NETCLASS khi ban
mubn ding nhap vao mién, nhé rang liic nay ban phai dung tai khoan nguoi dung
cép mién. Ban chon muc This Computer khi ban mubn logon cuc bd vao may
tram nao va nhéd dung tai khoan cuc bo ctia may.
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3.3. Cong cu qudn tri cdc doi twong trong Active Directory:

Mot trong bbén cong cu quan tri hé thong Active Directory thi cong cu Active
Directory User and Computer 1a cong cu quan trong nhat va ching ta s& gap lai
nhiéu trong trong gido trinh ndy, timg budc ta s& khao sat hét cac tinh ning trong
cong cu ndy. Cong cu ndy cd chirc niang tao va quan 1y cac ddi tugng co ban cta hé
théng Active Directory.

-."{; Active Directory Users and Computers

5 Fle  Action  Wiew Window  Help

@ Active Directory Users and Computer: | Computers 4 objects
I:l Saved Queries T — I T I
E|" Injetcéas;.edu.vn QPCDZ Cornpiter
_____ a ijlguters QF‘CDI Camputer
@,Pcua Computer
----- @ Daornain Controllers Q
------ [ ForeignSecurityPrincipals PCO4 elig Ny
...... D Usets

Theo hinh trén chung ta thdy trong mién netclass.edu.vn cé cac myc sau:

- Builtin: chira cac nhom ngudi dung di duoc tao va dinh nghia quyén san.

- Computers: chira cac may tram mac dinh dang 1a thanh vién cia mién. Ban ciing
c6 thé dung tinh ning ndy dé kiém tra mot may tram gia nhap vao mién c6 thanh
cong khong.

- Domain Controllers: chira cac diéu khién ving (Domain Controller) hién dang
hoat dong trong mién. Ban ciing c6 thé dung tinh ning nay dé kiém tra viéc tao
thém Domain Controller ddng hanh cé thanh céng khong.

- ForelgnSecurltyPrlnCIpaIS la mot vat chira médc dinh danh cho cac d6i tuong
bén ngoai mién dang xem xét, tir cac mién da thiét 1ap quan hé tin cay (trusted
domain).

- Users: chira cac tai khoan nguoi dung mac dinh trén mién.
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Bai 4: Cau hinh mét Client cho viéc phan gii tén (Name

Resolution)
Muc tiéu:
- Mo ta dugc tai khoan nguoi dung, tai khoan nhom, cac thudc tinh cia nguoi
dung;

- Tao va quan tri dugc tai khodn nguoi dung, tai khodn nhém.
- Thuc hi¢n cac thao tic an toan voi may tinh.

1. Dinh nghia tai khoan ngudoi dung va tai khoan nhom:
1.1. Tai khodn ngwoi dung:

Tai khoan nguoi ding (user account) 1a mot doi twong quan trong dai
dién cho nguoi dung trén mang, ching dugc phan biét vai nhau thong qua
chudi nhan dang username. Chudi nhan dang nay gilp hé thdng mang phan
biét gitta nguoi ndy va nguoi khac trén mang tir d6 nguoi dung cé thé dang
nhap vao mang va truy cap cac tai nguyén mang ma minh duoc phép.

1.1.1. Tai khodn nguwoi dung cuc bg:

Tai khoan nguoi dung cuc bo (local user account) la tai khoan nguoi dung
dugc dinh nghia trén may cuc bd va chi dugc phép logon, truy cap céac tai
nguyén trén may tinh cuc bo. Néu muén truy cap cac tai nguyén trén mang thi
nguoi dung nay phai ching thuc lai voi may domain controller hodac may tinh
chira tai nguyén chia sé. Ban tao tai khoan nguoi dung cuc bo véi cong cu
Local Users and Group trong Computer Management (COMPMGMT.MSC).
Cac tai khoan cuc bo tao ra trén may stand-alone server, member server
hozc cac may tram déu dugc hru trix trong tap tin co so dit liéu SAM(Security

Accounts Manager). Tap tin  SAM nay dugc dat trong thu muc
\Windows\system32\config

Local User Accounts

Administrator Administrator

Guest Guest

UserC User D

Service Service User D

1.1.2. Tai khodn ngwoi diing mién:

Tai khoan nguoi dung mién (domain user account) Ia tai khoan ngudi
dung dugc dinh nghia trén Active Directory va dugc phép dang nhap (logon)
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vao mang trén bat ky may tram nao thudc vung. Pong thoi véi tai khoan nay
nguoi dung c6 thé truy cap dén céc tai nguyén trén mang. Ban tao tai khoan
ngudi ding mién voi cdng cu Active Directory Users and Computer
(DSA.MSC). Khac véi tai khoan ngudi dung cuc bd, tai khoan ngudi ding mién
khéng chura trong cac tap tin co so dir liecu SAM ma chaa trong tap tin
NTDS.DIT, theo méac dinh thi tap tin nay chira trong thu muc \Windows\NTDS.

Domain User Accounts

Administrator
Guest
Help-Assistant

-
‘ A User A
Wy User B

User C

1.1.3. Yéu cau vé tai khodn ngwoi ding:

- M&i username phai tir 1 dén 20 ky tu (trén Windows Server 2003 thi
tén dang nhap cd thé dai dén 104 ky tu, tuy nhién khi dang nhap tir cac
may cai h¢ diéu hanh Windows NT 4.0 vé trugc thi mic dinh chi hiéu 20
ky tu).

- Mbi username la chudi duy nhat caa mdi nguoi ding c6 nghia 13 tat ca
tén cua nguoi dung va nhdm khdng duoc trung nhau.

- Username khéng chira cac ky tw sau: “/\[]:;|=,+*?<>

- Trong mot username c6 thé chira cac ky tu dic biét bao gdm: dau chim
cau, khoang trang, ddu gach ngang, diu gach duéi. Tuy nhién, nén tranh
cac khoang trang vi nhiing tén nhu thé phai dat trong dau ngoic khi dung
cac kich ban hay dong Iénh.

1.2. Tai khodan nhom:

Tai khoan nhém (group account) 1a mot ddi twong dai dién cho mét
nhom nguoi ndo d6, diung cho viéc quan ly chung cac d6i twong ngudi ding.
Viéc phan bd céc ngudi ding vao nhom gidp ching ta d& dang cip quyén trén
cac tai nguyén mang nhu thu muc chia sé, may in. Cha y la tai khoan nguoi
dung c6 thé dang nhap vao mang nhung tai khoan nhém khéng duoc phép
diang nhap ma chi dung dé quan ly. Tai khoan nhém duoc chia lam hai loai:
nhém bao mat (security group) va nhém phan phéi (distribution group)

1.2.1. NhOm bdo mit:
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Nhom bao mat 1a loai nhom dugc ding dé cap phat cac quyén hé théng
(rights) va quyén truy cap (permission). Gibng nhu céc tai khoan ngudi ding,
cac nhdm bao mat déu duoc chi dinh cac SID. C6 ba loai nhdm bao mat chinh
la: local, global va universal. Tuy nhién néu ching ta khao sat ky thi co thé
phan thanh bén loai nhu sau: local, domain local, global va universal.

Local group (nhdm cuc bo) la loai nhdm co6 trén cdc may stand-alone
Server, member server, Win2K Pro hay WinXP. Cac nhdm cuc bo nay chi co
y nghia va pham vi hoat dong ngay tai trén may chira n6 thoi.

Domain local group (nhém cuc bo mién) 1a loai nhdm cuc bo dic biét vi
ching 1a local group nhung nim trén may Domain Controller. Cac may
Domain Controller c6 mét co s¢ dir liéu Active Directory chung va dugc
sao chép déng bd vsi nhau do d6 mot local group trén mot Domain
Controller nay thi cling s€ c6 mat trén cac Domain Controller anh em cuta no,
nhu vay local group nay ¢ mat trén mién nén duoc goi voi cai tén nhdm cuc
bd mién. Cac nhom trong muc Built-in ciia Active Directory 1a cac domain
local.

Global group (nhém toan cuc hay nhém toan mang) la loai nhém nam
trong Active Directory va dugc tao trén cac Domain Controller. Chung dung
dé cap phat nhiing quyén hé théng va quyen truy cap vuot qua nhitng ranh
gidi cua mot mién. Mot nhom global c6 thé dit vao trong mot nhom local cua
cac server thanh vién trong mién. Chl y khi tao nhiéu nhém global thi c6 thé
lam tang tai trong céng viéc cua Global Catalog.

Universal group (nhom pho quat) la loai nhom c6 chac nang giéng nhu
global group nhung n6 dung dé Cap quyen cho cac d6i tuong trén khap cac mién
trong maot rimg va giita cac mién co thiét 1ap quan hé tin cay voi nhau. Loai
nhdm nay tién loi hon hai nhom global group va local group vi ching dé dang
16ng cac nhom vao nhau. Nhung chi y 1a loai nhém nay chi cé thé dung duoc
khi hé théng cua ban phai hoat déng & ché do Windows 2000 native
functional level hoic Windows Server 2003 functional level c6 nghia la tat
ca cac may Domain Controller trong mang déu phai la Windows Server
2003 hoac Windows 2000 Server.

1.2.2. Nhém phan phaéi:

Nhém phan phdi 1a mot loai nhéom phi bao mat, khong c6 SID va
khéng xuét hién trong cac ACL (Access Control List). Loai nhom nay khdng
dugc dung bdi cac nha quan tri ma duge dung boi cac phﬁn mém va dich vu.
Ching dugc dung dé phan phdi thu (e-mail) hodc cac tin nhin (message). Ban
s€ gap lai loai nhom nay khi lam viéc voi phén mém MS Exchange.

1.2.3. Qui tic gia nhdp nhom:
- Tat ca cac nhém Domain local, Global, Universal déu c6 thé dit vao
trong nhom Machine Local.
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- Tt ca cadc nhdm Domain local, Global, Universal déu c6 thé dit vao
trong chinh loai nhom caa minh.

- Nhém Global va Universal c6 thé dit vao trong nhdm Domain local.

Nhom Global c6 thé dat vao trong nhém Universal.

Domain Locals

S |
Machine Local > Global
\ Universal
2. Céc tai khoan tao sin: ~

2.1. Tai khodn nguoi dung tao sdn:

Tai khoan nguoi ding tao san (Built-in) 14 nhitng tai khoan ngudi diing
ma khi ta cai dat Windows Server 2003 thi mac dinh duoc tao ra. Tai khoan
nay la hé thong nén chiing ta khdng c6 quyén xda di nhung van cé quyén doi
tén (chd y thao tac doi tén trén nhitng tai khoan hé théng phuc tap mot chat so
véi viéc doi tén mot tai khoan binh thuong do nha quan tri tao ra). Tat ca cac
tai khoan nguoi dung tao san nay déu nang trong Container Users cua cong cu
Active Directory User and Computer. Sau day la bang mé ta cac tai khoan

ngudi ding duoc tao san:

Tén tai khoan

Mo ta

Administrator

Administrator 12 mot tai khoan dic biét, cd toan quyén trén
may tinh hién tai. Ban cd thé dat mat khau cho tai khoan
nay trong ldc cai dat Windows Server 2003. Tai khoan nay
c6 thé thi hanh tat ca cac tc vu nhu tao tai khoan nguoi ding,
nhom, quan 1y céc tap tin hé théng va cau hinh may in...

Guest

Tai khoan Guest cho phép nguoi dung truy cap vao cac may
tinh néu ho khong c6 mot tai khoan va mat ma riéng. Mic
dinh la tai khoan nay khdng dugc st dung, néu duoc st dung
thi thong thuong noé bi glO’l han vé quyén, vi du nhu 1a chi dugc

ILS_Anonym
ous_User

La tai khoan dac blet du:oc dung cho dich vu ILS. ILS hd tro
cho c&c tng dung dién thoai cO cic dac tinh nhu: caller 1D,
video conferencing, conference calling, va faxing. Mubn sir
dung ILS thi dich vu IIS phai dugc cai dat.
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IUSR_compu | La tai khoan dic biét duoc ding trong cac truy cap giau tén trong
ter- name dich vu I1S trén may tinh co cai 1IS.
IWAM_comp | L& tai khoan dic biét duoc dung cho 11S khéi dong céc tién trinh
uter- name cua cac ung dung trén may co cai 11S.

Laltai khoan dac biét duoc dung cho dich vu trung tdm phan
Krbtgt phoi khoa (Key Distribution Center)
TSInternetUsen La tai khoan dac biét dugc dung cho Terminal Services.

2.2. Tai khodn nhom Domain Local tao san:

Nhu chung

ta da thay trong céng cu Active Directory User and

Computers, container Users chira nhém universal, nhom domain local va

nhom global la

do hé théng d& miac dinh quy dinh truéc. Nhung mét sd

nhom domain local dic biét dugc dat trong container Built-in, cac nhom nay
khong duoc di chuyén sang cac OU khéac, ddng thoi né ciing duoc gan mot
sé quyén c6 dinh trudc nham phuc vu cho cdng tac quan tri. Ban ciing chd y
rang 1a khdng c6 quyén xda cac nhom dic biét nay.

Tén nhédm

Mo ta

Administrators

Nhom nay mic dinh dugc an dinh sin tat ca cac quyén han cho
nén thanh vién cia nhém ndy c6 toan quyén trén hé thdng
mang. Nhom Domain Admins va Enterprise Admins la
thanh vién mac dinh cia nhom Administrators.

Account
Operators

Thanh vién cia nhom nay c6 thé thém, xda, sta duoc cac tai
khoan nguoi dung, tai khoan may va tai khoan nhém. Tuy nhién
ho khdng c6 quyén x0a, sua cac nhom trong container Built-in
va OU.

Domain
Controllers

Nhom nay chi co trén cac Domain Controller va mac dinh
khong cd thanh vién nao, thanh vién cta nhom c6 thé ding
nhép cuc by vao cac Domain Controller nhung khong cé
quyén quan tri cac chinh sach bao mat.

Backup
Operators

Thanh vién cua nhom nay co quyen luu trir du phong
(Backup) va phuc hoi (Retore) hé thong tap tin. Trong truong
hop hé thong tap tin 1a NTFS va ho khong duogc gan quyen
trén hé thong tap tin thi thanh vién cua nhom nay chi c6 thé
truy cap hé théng tap tin thdng qua cong cu Backup. Néu
mudn truy cap truc tiép thi ho phai duoc gan quyén.
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Guests

La nhom bi han ché quyén truy cap cac tai nguyén trén mang.
Céac thanh vién nhom nay la nguoi dung vang lai khéng phai la
thanh vién ctia mang. Mac dinh cac tai khoan Guest bi khda

Print Operator

Thanh vién cia nhdm nay cd quyén tao ra, quan ly va xda
bo cac doi twgng may in dung chung trong Active Directory.

Server Thanh vién caa nhém nay c6 thé quan tri cAc may server trong
Operators mién nhu:
Mizc dinh moi nguoi dung duge tao déu thuoc nhom nay,
Users nhém nay c6 quyen toi thieu cia mot nguai dung nén vigc truy
cap rat han che.
Nhom nay duoc dung dé hd trg viéc sao chép danh ba trong
Replicator Directory Services, nhom nay khéng co6 thanh vién mac dinh.
Incoming Thanh vién nhom nay co thé tao ra cac quan hé tin cay huéng
Forest Trust den, mot chicu vao cac rirng. Nhdm nay khong cé thanh vién mag
Builders dinh.
Network
Configuration | Thanh vién nhdm nay cé quyén stra d6i cac thong so TCP/IP tré
Operators cac may
Pre-Windows | Nném nay cé quyén truy cap dén tat ca cac tai khoan nguoi
2000 dung va tai khoan nhom trong mién, nham ho trg cho cac hé
Compatible |thong WInNT ct.
Remote Thanh vién nhém nay c6 thé dang nhap tir xa vao cac Domain

Desktop User

Controller trong mién, nhdm nay khdng cé thanh vién mic dinh.

Performace Log
Users

Thanh vién nhém nay c6 quyén truy cap tir xa dé ghi nhan lai
nhirng gia tri vé hiéu nang cua cac may Domain Controller,
nhém nay ciing khong cé thanh vién mac dinh.

Performace
Monitor Users

Thanh vién nhdm nay c6 kha nang giam sat tir Xxa cac may
Domain Controller.

Ngoai ra con mot s6 nhom khac nhu DHCP Users, DHCP Administrators,
DNS Administrators... cac nhom nay phuc vu chu yéu cho céac dich vy, ching

ta sé tim hiéu cu

thé trong ting dich vu & gido trinh “Dich Vu Mang”. Chu y

theo mac dinh hai nhém Domain Computers va Domain Controllers duoc
danh riéng cho tai khoan may tinh, nhung ban van cO thé dua tai khoan
nguoi dung vao hai nhém nay.

2.2. Tai khodn nhoém Global tgo séin:
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Tén nhom Mb ta
Thanh vién cia nhém nay cd thé toan quyén quan tri cac may
Domain tinh trong mién vi mac dinh khi gia nhap vao mién cac member
Admins server va cadc may tram (Win2K Pro, WinXP) da dua nhom
Domain Admins la thanh vién cuia nhdm cuc bo
Administrators trén cac may nay.
Theo mic dinh moi tai khoan nguoi dung trén mién déu la
Domain thanh vién cia nhom nay. Mac dinh nhém nay la thanh vién
Users cua nhom cuc bd Users trén cac may server thanh vién va may
tram.
Group Policy
Creator Thanh vién nhém nay cé quyén sira doi chinh sach nhom
Owners ciia mién, theo mic dinh tai khoan administrator mién Ia
thanh vién cua nhom nay.
bay la mot nhém universal, thanh vién cua nhom nay co
Enterprise toan quyen trén tat ca cac mlen trong rung dang xét. Nhém nay
Admins chi xuat hién trong mién goc cia rung thdi. Mic dinh nhém
nay la thanh vién cta nhém administrators trén cac Domain
Controller trong rung.
Nhom universal ndy ciing chi xuat hién trong mién goc cua
Schema ring, thanh vién cua nhém nay c6 thé chinh sira cau tric to
Admins chic (schema) cua Active Directory.

2.4. Cac nhom tao sin ddic biét:

Ngoai c4c nhdm tao sin da trinh bay & trén, hé théng Windows Server 2003
cOn ¢6 mot sé nhom tao san dat biét, ching khéng xuét hién trén cua s6 cua
cong cu Active Directory User and Computer, ma chiing chi xuat hién trén
cac ACL cua cAc tai nguyén va doi tuong. Y nghia ciia nhom dic biét nay Ia:

- Interactive: dai dién cho nhiing nguoi dung dang su dung may tai cho.
- Network: dai dién cho tat ca nhirng nguoi dung dang néi két mang dén mot

may tinh khéac.

- Everyone: dai dién cho tat ca moi nguoi dung.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhitng nguoi tao ra, nhitng nguoi s& hira
maot tai nguyén nao do6 nhu: thu muc, tap tin, tac vu in 4n (print job)...

- Authenticated users: dai dién cho nhitng nguoi dung da duoc hé théng

xac thuc, nhom nay duoc dung nhu mot giai phap thay thé an toan hon cho

nhém everyone.

- Anonymous logon: dai dién cho moét nguoi dung da dang nhap vao hé
théng mot cach nic danh, chang han mot ngudi st dung dich vu FTP.

- Service: dai dién cho mot tai khoan ma d@ dang nhap véi tu cach nhu mot
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dich vu.
- Dialup: dai dién cho nhitng nguoi dang truy cap hé thdng théng qua Dial-up
Networking.

3. Quan ly tai khoian nguwdoi dung va nhom cuc bo:
3.1. COng cu qudn ly tai khodn nguwai dung cuc bé
Mudn to chic va quan Iy nguoi ding cuc bo, ta dung cong cu Local

Users and Groups. Vi ¢6ng cu nay ban c6 thé tao, xda, stra c4c tai khoan
nguoi ding, ciing nhu thay d6i mat ma. C6 hai phuong thuc truy cap dén
cong cu Local Users and Groups:

- Dung nhu mot MMC (Microsoft Management Console) snap-in.

- Dung théng qua céng cu Computer Management.

Cac budc dung dé chén Local Users and Groups snap-in vao trong MMC:
- Chon Start\ Run, nhap vao hop thoai MMC va an phim Enter dé mo cua
s6 MMC.

Chon Console \ Add/Remove Snap-in dé mo hop thoai Add/Remove Snap-
in

- Nhép chudt vao nat Add dé mé hop thoai Add Standalone Snap-in. Chon
Local Users and Groups va nhép chudt vao nat Add. Hop thoai Choose
Target Machine xuat hién, ta chon Local Computer va nhip chudt vao nut
Finish dé tro lai hop thoai Add Standalone Snap-in.

- Nhép chudt vao nut Close dé tro lai hop thoai Add/Remove Snap-in.

- Nhap chudt vao nut OK, ta s& nhin thidy Local Users and Groups snap-in
da chen vao MMC nhu hinh sau.

- Luu Console bang cach chon Console \ Save, sau d6 ta nhap duong dan va
tén file can luu trir. Dé tién loi cho viéce quan tri sau nay ta c6 thé luu
console ngay trén Desktop.

- Néu may tinh ctia ban khong c6 ciu hinh MMC thi cach nhanh nhat dé truy
cap cong cu Local Users and Groups thong qua cong cu Computer
Management. Nhap phai chudt vao My Computer va chon Manage tir pop-
up menu va mé ctra s6 Computer Management. Trong muc System
Tools, ta s& nhin thiy muc Local Users and Groups

- Cach khac dé truy cap dén cong cu Local Users and Groups 13 vao

Start \ Programs\Administrative Tools \ Computer Management

3.2. Céc thao tac coe ban trén tai khodan nguwoi dung cuc bé:

3.2.1. Tao tai khodn mai:

Trong céng cu Local Users and Groups, ta nhip phai chuot vao Users va
chon New User, hop thoai New User hién thi ban nhap céc thdng tin can thiét
vao, nhung quan trong nhat va bat budc phai c6 1a muc Username.
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3.2.2. X0a tai khodn:

Ban nén xda tai khoan nguoi dung, néu ban chic riang tai khoan nay
khdng bao gio can ding lai nita. Mubén xda tai khoan nguoi dung ban mo
cong cu Local Users and Groups, chon tai khoan nguoi ding can x0a,
nhap phai chudt va chon Delete hoic vao thuc don Action \ Delete.

Cha y: khi chon Delete thi hé thong xuat hign hop thoai hoi ban mudn
x0a that sy khong vi tranh truong hop ban x6a nham. Béi vi khi dé xoa thi
tai khoan nguoi dung nay khéng thé phuc hoi dugc.

3.2.3 Khoa tai khodn:

Khi mot tai khoan khdng st dung trong thoi gian dai ban nén khoéa lai vi
ly do bao mat va an toan hé thong. Néu ban x6a tai khoan nay di thi khong thé
phuc hdi lai dugc do d6 ta chi tam khéa. Trong céng cu Local Users and
Groups, nhap ddi chudt vao ngudi dung can khda, hop thoai Properties cua tai
khoan xuét hién.

Trong Tab General, danh dau vao muc Account is disabled.

3.2.4 Déi tén tai khodn:

Ban c6 thé do6i tén bat ky mot tai khoan nguoi ding nado, dong thoi ban
cling c6 thé diéu chinh céc thong tin cua tai khoan nguoi dung théng qua
chirc nang nay. Chic nang nay cd wu diém la khi ban thay doi tén nguoi
dung nhung SID cua tai khoan van khong thay d6i. Muén thay do6i tén tai
khoan nguoi dung ban mé cong cu Local Users and Groups, chon tai khoan
ngudi ding can thay doi tén, nhap phai chudt va chon Rename.

3.2.5 Thay dai mdt khdu:

Mudn d6i mat ma cua nguoi dung ban md cdng cu Local Users and
Groups, chon tai khoan nguoi ding can thay dbi mat ma, nhap phai chudt va
chon Reset password.

4. Quan ly tai khoin ngwoi dung va nhom trén Active Directory:
4.1. Tao mdi tai khodan nguwoi dung:

Ban c6 thé ding coéng cu Active Directory User and Computers trong
Administrative Tools ngay trén may Domain Controller dé tao cac tai khoan
ngudi ding mién. Céng cu nay cho phép ban quan ly tai khoan ngudi ding tur
xa tham chi trén cac may tram khéng phai ding hé diéu hanh Server nhu
WinXP, Win2K Pro. Mubn thé trén cac may tram nay phai cai thém bo cong
cu Admin Pack. B cdng cu nay nam trén Server trong thu muc
\Windows\system32\ADMINPAK.MSI. Tao mdt tai khoan nguoi dung trén
Active Directory, ta lam cac budc sau:

Chon Start\ Programs\ Administrative Tools\ Active Directory Users and
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Computers.

4.2. Cac thugdc tinh cua tai khodn nguoi dung:

Mudn quan 1y céc thudc tinh cia cac tai khoan nguoi ta ding céng cu
Active Directory Users and Computers (bang cach chon Start\ Programs\
Administrative Tools\ Active Directory Users and Computers), sau d6 chon thu
muc Users va nhap d6i chudt vao tai khoan ngudi ding can khao sat. Hop thoai
Properties xuét hién, trong hop thoai nay chtra 12 Tab chinh, ta s& 1an lugt khao
sat cac Tab nay. Ngoai ra ban c6 thé gom nhdm (ding hai phim Shift, Ctrl) va
hi¢u chinh thong tin ctia nhiéu tai khoan ngudi ding ciing mot ldc.

ﬁHelpServices... Security Group ... Group For the Help and 5u...
User

add ko a group,..
Disable Account
Enable Account
Mave, ..

Gpen Home Page

ﬁRAS and IAS ... Security Group ... Serversin
ﬂESchema Admins  Security Group ... Designakec
€% SUPPORT_38.., User This is a ve

mTelnetCIients Security Group ... Members o

Send Mail
ﬂ thanh User
i Iser Al Tasks L4
ﬁ trung User Cut
iar. Delete
Propertties
Help

4.2.1 Cac thdng tin me rgng ciia nguoi dung:

Tab General chira cac thong tin chung cua nguoi dung trén mang ma ban
d& nhap trong IUc tao ngudi ding méi. Bong thoi ban c6 thé nhap thém mot sd
théng tin nhu: s dién thoai, dia chi mail va trang dia chi trang Web c4 nhan. ..

Tab Address cho phép ban cé thé khai bao chi tiét cac théng tin lién quan
dén dia chi cta tai khoan ngudi dung nhu: dia chi duong, thanh phd, ma ving,
qudc gia. ..

Tab Telephones cho phép ban khai béo chi tiét cac so dién thoai cua tai
khoan nguoi dung

Tab Organization cho phép ban khai bao cac thong tin ngudi ding vé: chuc
nang cua céng ty, tén phong ban truc thudc, tén cong ty ...

4.2.2 Tab Account:

Tab Account cho phép ban khai b&o lai username, quy dinh gio logon
vao mang cho ngudi dung, quy dinh may tram ma nguoi ding c6 thé st dung
dé vao mang, quy dinh céc chinh sach tai khoan cho nguoi dung, quy dinh thoi
diém hét han cua tai khoan...

Piéu khién gio logon vao mang: ban nhap chudt vao nat Logon Hours, hop
thoai Logon Hours xuat hién. Mic dinh tat ca moi nguoi ding déu duogc phép
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truy cap vao mang 24 gio moi ngay, trong tat ca 7 ngay cua tuan. Khi maot nguoi
dung logon vao mang thi hé thdng s& kiém tra xem thoi diém nay c6 nam trong
khoang thoi gian cho phép truy cap khdng, néu khdng phi hop thi hé thdng sé&
khéng cho vao mang va théng bao 16i Unable to log you on because of an
account restriction. Ban c6 thé thay dbi quy dinh gio logon bang cach chon viing
thoi gian can thay doi va nhap chudt vao ndt lya chon Logon Permitted, néu
nguoc lai khéng cho phép thi nhap chudt vao nit luya chon Logon Denied. Sau
day 1a hinh vi du chi cho phép ngudi ding 1am viéc tir 7h sang dén 5h chiéu, tir
thir 2 dén thu 6.

Cha y: mic dinh nguoi dung khdng bi logoff tu dong khi hét gio  ding
nhap nhung ban cd thé diéu chinh diéu nay tai muc Automatically Log Off
Users When Logon Hours Expire trong Group Policy phan Computer
Configuration\ Windows Settings\Security Settings\ Local Policies\ Security
Option. Ngoai ra ban ciing ¢ cach khac dé diéu chinh théng tin logoff nay bang
cach dung cong cu Domain Security Policy hodc Local Security Policy tuy theo
boi canh.

Chon lya may tram dugc truy cap vao mang: ban nhap chudt vao nat Log
On To, ban s& thay hop thoai Logon Workstations xuét hién. Hop thoai nay cho
phép ban chi dinh nguoi ding c6 thé logon tir tit ca cac may tinh trong mang
hoic gidi han ngudi dung chi duge phép logon tir mot s6 may tinh trong mang.
Vi du nhu nguoi quan tri mang lam viéc trong moi truong bao mat nén tai
khoan nguoi ding nay chi dugc chi dinh logon vao mang tir mot s6 may tranh
tinh trang nguoi ding gia dang quan tri dé tan céng mang. Mudn chi dinh may
tinh ma nguoi dung duoc phép logon vao mang, ban nhap tén may tinh dé vao
muc Computer Name va sau d6 nhap chudt vao nit Add

Biang mo ta chi tiét cac tly chon lién quan dén tai khoan nguwoi ding:

Tuy chon Y nghia
User must change
password at next Nguoi dung phai thay ddi mat khau lan dang nhap
logon ké tiép, sau d6 muc nay s& ty dong bod chon.
User cannot change | Néu dugc chon thi ngan khdng cho nguoi dung tuy
password y thay d6i mat khau.
Password never Neéu duoc chon thi mat khau cua tai khoan nay
expires khong bao gio hét han.

Store password
using reversible Chi &p dung tuy chon nay doi vaoi nguoi dung dang
encryption nhap tir cac may




Trang 45

Account is disabled

Néu dugc chon thi tai khoan nay tam thoi bi khoa,
khong st dung duoc.

Smart card is
required for
interactive login

Tuy chon nay duoc dung khi nguoi dung dang nhap
vao mang théng qua mot thé thong minh (smart
card), luc @6 nguoi dung khdng nhap username va
password ma chi can nhap vao mot sé PIN.

Account s
trustedfor elegation

Chi &p dung cho cAc tai khoan dich vu nao can
gianh duogc quyén truy cap vao tai nguyén vai vai tro
nhirng tai khoan nguoi dung khac

Account iIs sensitive
and cannot be
delegated

Dung tly chon nay trén mot tai khoan khach vang
lai hoac tam @& dam bao rang tai khoan dé sé khéng
duoc dai dién bai mot tai khoan khac.

Use DES encryption
types for this account

Neu duoc chon thi h¢ thong s& ho tro Data
Encryption Standard (DES) véi nhiéu mac @6 khac
nhau.

Do not require
Kerberos
preauthentication

Néu duoc chon hé thong s& cho phép tai khoan nay
dung mot  kiéu thyce hién giao thirc Kerberos khac vei
kiéu cua Windows Server 2003.

Muc cudi cung trong Tab ndy 1a quy dinh thoi gian hét han cua mot tai
khoan nguoi dung. Trong muc Account Expires, néu ta chon Never thi tai
khoan nay khong bi hét han, néu chon End of: ngay thang hét han thi dén
ngay nay tai khoan nay bi tam khoa.

4.2.3 Tab Profile:

Tab Profile cho phép ban khai bao duong dan dén Profile cua tai khoan
nguoi dung hién tai, khai béo tap tin logon script dugc tu dong thi hanh khi
nguoi dung dang nhap hay khai bao home folder. Cha y céc tuy chon trong
Tab Profile ndy chu yéu phuc vu cho cdc may tram truéc Windows 2000, con
ddi voi cac may tram tr Win2K tré vé sau nhu: Win2K Pro, WinXP,
Windows Server 2003 thi ching ta c6 thé cdu hinh cac lya chon nay trong
Group Policy.
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tuan Properties i b

Member OF I Dial-in I Environment I Sessions
Remate cantrol | Terminal Services Profile
General I Address I Acocount Frofile: I Telephones I Organization

— User profile

Prafile path: I\'\Server'\MF’rofile\T uan

Logon gcript: |taodia.bat

—Home folder

" Local path: I

i LConnect: IL; ;I To: I\\Ser\-’er\tuan

Ok I Cancel | Apply I

Truéc tién ching ta hdy tim hiéu khai niém Profile. User Profiles 1a mot
the muc chra céc thong tin vé mdi truong cua Windows Server 2003 cho
tirng nguoi dung mang. Profile chira cac qui dmh vé man hmh Desktop, ndi
dung cta menu Start, kiéu cach phdi mau sac, vi tri sip xép cac icon, biéu
tuwong chuogt. ..

Mac dinh khi nguoi dung dang nhap vao mang, mot profile s€ dugc mé
cho nguoi ding d6. Néu la lan dang nhap lan dau tién thi ho s& nhan dugc mot
profile chuan. Mot thu muc c6 tén gidong nhu tén caa ngudi ding dang nhap sé
dugc tao trong thu muc Documents and Settings. Thu muc profile nguoi
dung duoc tao chira mot tap tin ntuser.dat, tap tin nay dugc xem nhu la moét thu
muc con chua c4c lién két thu muc dén cac biéu twong nén cia ngudi ding.
Trong Windows Server 2003 c6 ba loai Profile:

Local Profile: 1a profile caa nguoi ding duge luu trén may cuc bo va ho tu cau
hinh trén profile do.

Roaming Profile: 1a loai Profile dugc chira trén mang va nguoi quan tri mang
thém thong tin duong dan user profile vao trong thong tin tai khoan nguoi
dung, dé tw dong duy tri mot ban sao cua tai khoan ngudi ding trén mang.
Mandatory Profile: ngudi quan tri mang thém théng tin duong dan user
profile vao trong thong tin tai khoan nguoi dung, sau do chép mot profile da
cau hinh sin vao duong din d6. Lic d6 cac nguoi dung ding chung profile
nay va khong duoc quyén thay doi profile do.

Kich ban dang nhap (logon script hay login script) la nhirtng tap tin
chuong trinh duoc thi hanh mdi khi nguoi dung dang nhap vao hé thong, voi
chirc niang 1a cau hinh moi truong lam viée cua ngudi dung va phan phat cho
ho nhiing tai nguyén mang nhu 0 dia, may in (duwoc anh xa tr Server). Ban ¢
thé dung nhiéu ngdbn ngir kich ban dé tao ra logon script nhu: lénh shell cua
DOS/NT/Windows, Windows Scripting Host (WSH), VBScript, Jscript...

Péi vai Windows Server 2003 thi c6 hai cach dé khai bao logon script
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la: khai b&o trong thudc tinh cua tai khoan nguoi dung théng qua cong cu
Active Directory User and Computers, khai bdo théng qua Group Policy.
Nhung chl y trong ca hai cach, cac tap tin script va moi tap tin can thiét khac
phai duwgc dat trong thue muc chia s¢ SYSVOL, nam trong
\Windows\SYSVOL\sysvol, néu c4c tap tin script ndy phucvu cho cdc may
tién Win2K thi phai dat trong thu muc

\Windows\Sysvol\sysvol\domainname\scripts. Dé cac tap tin script thi
hanh dugc ban nhé cap quyén cho cac ngudi ding mang cé quyén Read va
Excute trén cac tap tin nay.

Thu muc c& nhan (home folder hay home directory) la thu muc danh
riéng cho mdi tai khoan nguoi ding, gilp ngudi ding c6 thé luu trit cac tai lidu
va tap tin riéng, déng thoi day ciing 1a thu muc mac dinh tai ddu nhic 1énh.
Mudn tao mét thu muc nhan cho nguoi dung thi trong muc Connect ban chon 6
dia hién thi trén may tram va dudng dan ma dia ndy can anh xa dén (cha y la
cac thu muc dung chung dam bao da chia sé). Trong vi du nay ban chi
thy muc cd nhan cho tai khoan Tuan 14 “\\server\tuan”, nhung ban c6 thé
thay thé tén tai khoan bang bién mdi truong nguoi ding nhu:
“Nserver\%username%”.

4.2.4 Tab Member Of:
Tab Member Of cho phép ban xem va cu hinh tai khoan ngudi ding
hién tai la thanh vién cia nhitng nhom nao. Mot 21x]
tai khoan nguoi dung c6 thé 1a thanh vién cua

nhiéu nhdm khac nhau va n6 duoc thira hudng

quyén cua tat ca cac nhom nay. Muén gia Nhap [ remrs
vao nhém nao ban nhép chuot vao nut Add, Domain Usere " nelass e melists
hop thoai chon nhdm s€ hién ra.

Trong hop thoai chon nhém, néu ban nhé tén
nhom thi c6 thé nhap tryc tiép tén nhom vao va
sau d6 nhap chudt vao nGt Check Names dé
kiém tra c6 chinh xac khéng, ban c6 thé nhap

Remote control I Terminal Services Profile I COM+
General | Address I Account | Profile I Telephones I Organization
Member OF | Diiakin |

Environment | Sessions

Bemave |

Domain Llsers

Primary group:

gan dling dé hé thdng tim cac tén nhom co lién
quan. Pay la tinh nang méi cua Windows
Server 2003 tranh tinh trang tim kiém va hién

Gizit Eiinizmo B There iz ho need to change Primary group unless
_4}"3' you have Macintosh clients or POSE2-compliant

applications.

akK. | Cancel | Lpply |

thi hét tit ca cac nhom hién co6 trong hé thdng.
Néu ban khdng nhé tén nhém thi chap nhan nhap chudt vao nit Advanced va
Find Now dé tim hét tat ca cac nhom

Néu ban muén tai khoan ngudi ding hién tai thoat ra khoi mot nhém nao dé thi
ban chon nhém sau d6 nhap chudt vao nit Remove.

4.2.5 Tab Dial-in: ’ ‘
~ Tab Dial-in cho phép ban cau hinh quyén truy cap tr Xa cua ngudi dung cho
két noi dial-in hodc VPN, ching ta sé khao sat chi tiét & chuong Routing and
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Remote Access

4.3. Tao mdi tai kho@gn nhom:

Ban tao va quan ly tai khoan nhom trén Active Directory théng qua cong
cu Active Directory Users and Computers. Truéc khi tao nhdm ban phai xac
dinh loai nhdm can tao, pham vi hoat dong ctia nhdm nhu thé nao. Sau khi
chuén bj day du céc thong tin ban thuc hién cac budc sau:

Chon Start \ Programs \ Administrative Tools \ Active Directory Users and
Computers d& mé cdng cu Active Directory Users and Computers 1én. Nhap
phai chudt vao muc Users, chon New trén pop-up menu va chon Group.

Hop thoai New Object — Group xudt hién, ban nhap tén nhém vao
muc Group name, trudng tén nhém cho cac hé diéu hanh trudc Windows
2000 (pre-Windows 2000) tu dong phét sinh, ban cé thé hiéu chinh lai cho phu
hop.

4.4. Cacti¢n ich dong I¢nh qudn ly tai khodn nguwéi dung va tai khodn nhém:
Windows Server 2003 cung cap nhiéu coéng cy dong Iénh manh mé, cé
thé duoc ding trong cac tap tin xir Iy theo 16 (batch) hodc céc tap tin kich ban
(script) dé quan ly tai khoan ngudoi dung nhu thém, x06a, sira. Windows 2003
con hd tro viéc nhap va xuat cac ddi tuong tir Active Directory. Hai tién ich
dsadd.exe va admod.exe véi d6i sb user cho phép ching ta thém va chinh
sua tai khoan nguoi dung trong Active Directory. Tién ich csvde.exe duoc
ding dé nhap hoac xuat dir liéu dbi twong thdng qua cac tap tin kiéu CSV
(comma-separated values). Dong thoi hé thdng mai nay van con st dung hai
1énh net user va net group cua Windows 2000.

4.4.1 Lénh net user:
Chirc nang: tao thém, hiéu chinh va hién thi thong tin cta cac tai khoan ngudi
dung . Ca phép:
net user [username [password | *] [options]] [/domain]
net user username {password | *} /add [options] [/domain]

net user username [/delete] [/domain]
Y nghia cac tham sé:

- Khéng tham sé: dung dé hién thi danh sach cua tat ca cac tai khoan nguoi

dung trén may tinh
[Username]: chi ra tén tai khoan nguoi dung can thém, xda, hiéu chinh
hoic hién thi. Tén cua tai khoan nguoi ding c6 thé dai dén 20 ky tu.

- [Password]: 4n dinh hoic thay d6i mat ma cta tai khoan nguoi ding. Mot
mat ma phai c6 chiéu dai t6i thiéu bang véi chiéu dai quy dinh trong
chinh sach tai khoan nguoi dung. Trong Windows 2000 thi chiéu dai coa
mat ma cO thé dai dén 127 ky tw, nhung trén hé thédng Win9X thi chi
hiéu dugc 14 ky tu, do d6 néu ban dit mat ma dai hon 14 ky tu thi c6
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thé tai khoan nay khong thé logon vao mang tir may tram ding Win9X.

- [/domain]: c&c tdc vu s& thuc hién trén may diéu khién ving. Tham
sb nay chi & dung cho Windows 2000 Server I primary domain
controller hoac Windows 2000 Professional la thanh vién cua may
Windows 2000 Server domain.

- [/add]: thém mét tai khoan nguoi dung vao trong co so dir liéu tai khoan

nguoi dung.

- [/delete]: x6a mot tai khoan ngudi dung khoi co so dit liéu tai khoan nguoi

dung.

- [/active:{no | yes}]: cho phép hodc tam khoa tai khoan ngudi ding. Néu
tai khoan bi khoa thi ngudi dung khong thé truy cap cac tai nguyén trén
may tinh. Mac dinh la cho phép (active).

- [/comment:""text™']: cung cap mo ta vé tai khoan ngudi ding, mod ta nay co

thé dai dén 48 ky tu.

- [/countrycode:nnn]: chi dinh ma qudc gia va ma vang.

- [/expires:{date | never}]: quy dinh ngay hét hiéu lyc cta tai khoan nguoi

dung.

- [/fullname:""name"']: khai bao tén day du cta nguoi ding.

- [/homedir:path]: khai bdo duong dan thu muc ca nhan cua tai khoan, chi
y duong dan nay di ton tai.

- [/passwordchg:{yes | no}]: chi dinh ngudi ding c6 thé thay d6i mat ma
ctia minh khéng, mic dinh 1a c6 thé.

- [/passwordreq:{yes | no}]: chi dinh mot tai khoan nguoi dung phai c6 mot
mat méa, mac dinh la c6 mat ma.

- [/profilepath:[path]]: khai bao duong dan Profile caa nguoi dung, néu
khdng hé thong sé tu tao mot profile chuan cho ngudi dung lan logon dau
tién.

- [/scriptpath:path]: khai bao duong dan va tap tin logon script. Puong dan
nay co thé 1a duong dan tuyét d6i hoic duong dan tuong ddi (vi du:
%systemroot%\System32\RepI\Import\Scripts).

- [/times:{times | all}]: quy dinh gio cho phép ngudi dung logon vao mang
hay may tinh cuc bo. Cac thir trong tuan dugc dai dién boi ky tu @ M, T,
W, Th, F, Sa, Su. Gio ta ding AM, PM dé phan biét budi sang hoic chiéu.
Vi du sau chi cho phép nguoi dung lam viéc trong gio hanh chinh tir thir
2 dén tha 6: “M,7AM-5PM; T,7AM-5PM; W,7AM-5PM; Th,7AM-5PM;
F,7/AM-5PM;”

- [/workstations:{computernamel[,...] | *}]: chi dinh cac may tinh ma
nguoi dung nay c6 thé st dung dé logon vao mang. Néu /workstations
khong c6 danh sach hoidc danh sach 1a ky tu “*’ thi nguoi ding ¢ thé st
dung bat ky may nao dé vao mang.

4.4.2 Lénh netgroup: q
Chirc nang: tao méi thém, hién thi hodc hiéu chinh nhom toan cuc
trén Windows 2003 Server

Cu phap:
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net group [groupname [/comment:"text"]] [/domain]
net group groupname {/add [/comment:"text"] | /delete} [/domain]
net group groupname username[ ...] {/add | /delete} [/domain]

Y nghia cac tham sé:

- Khéng tham sé: dung dé hién thi tén cua Server va tén cua cac nhom trén

Server do.

- [Groupname]: chi dinh tén nhén can thém, ma réng hoic x6a.

- [/comment:"'text'"]: thém thong tin mo ta cho mot nhdm méi hoic co san,
ndi dung nay cé thé dai dén 48 ky tu.

- [/domain]: cac tdc vu s& thuc hién trén may diéu khién vung.
Tham s6 ndy chi & dung cho Windows 2003 Server la
primary domain controller hoac Windows 2003 Professional la
thanh vién cua may Windows 2003 Server domain.

- [username[ ...]]: danh sach mét hozc nhiéu nguoi ding can thém
hoic xda ra khoi nhom, cac tén nay cach nhau boi khoang trang.

- [/add]: thém mét nhdm hoac thém mét nguoi dung vao nhom.

[/delete]: x6a mdt nhdm hoac x6a mot nguoi dung Khoi nhdm,

4.4.3 Céac I¢nh hé tro dich vu Active Driectory trong mdi trwrong Windows
Server 2003:

Trén hé théng Windows Server 2003, Microsoft phat trién them mot sb
lénh nhim hd trg tot hon cho dich vu Directory nhu: dsadd, dsrm, dsmove,
dsget, dsmod, dsquery. Cac lénh ndy thao tac chua yéu trén cac dbi tuong
computer, contact, group, ou, user, quota.

- Dsadd: cho phép ban thém mot computer, contact, group, ou hoac
user vao trong dich vu Directory.

Dsrm: x6a mot d6i tugng trong dich vu Directory.

Dsmove: di chuyén mot dbi twong tir vi tri ndy dén vi tri khéc trong dich vu
Directory.

Dsget: hién thi cac théng tin lya chon caa mét dbi tugng computer,
contact, group, ou, server hoac user trong mét dich vu Directory.

Dsmod: chinh stra c&c thong tin cua computer, contact, group, ou hoac
user trong mét dich vu Directory.

Dsquery: truy van cac thanh phan trong dich vu Directory.

Vi du:
- Tao mdt user mai: dsadd user “CN=hv10, CN=Users,
DC=netclass, DC=edu, DC=vn” —samid hv10 —pwd 123

- Xo6a mot user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”

- Xem cac user trong hé thdng: dsquery user

- Gia nhap user mai vao nhém: dsmod group “CN=hs, CN=Users,
DC=netclass, DC=edu, DC=vn” —addmbr “CN=hv10, CN=Users,
DC=netclass, DC=edu, DC=vn”
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Bai 5: Co lap cac truc tric két noi thong thwong
Muc tiéu:
- Phan biét duoc cac loai dinh dang dia cung;
- Cong ngh¢ luu trir mé1 Dynamic storage;
- Mo ta duoc k¥ thuat nén va ma hoa dir li¢u.
- Thyc hién cac thao tac an toan vdi may tinh.

1. Cau hinh hé thong tap tin:

Hé thdng tap tin quan Iy viéc luu trir va dinh vi cac tap tin trén dia cing.
Windows Server 2003 hd trg ba hé thong tap tin khac nhau: FAT16, FAT32
va NTFS. Néu ban dinh sir dung céc tinh ning nhu bao mat cuc bo, nén va ma
hoa céc tap tin thi ban nén dung NTFS. Bang sau trinh bay kha nang cua ting
hé théng tap tin trén Windows Server 2003:

Kha nang FAT16 FAT32 NTFS
‘ ‘ , Windows Windows
H¢ dieu hanh | Hau het cac h¢ | 95/98/2000/XP/2003 | 2000,2000/XP
hd tro diéu hanh / Vista/ 7/ 2008 / 2003/
Vista/7/2008
HO tro tén tap | 256kyty trén
tin dai Windows 256 ky tu 256 ky tu
St dung hiéu
qua dia Khdng Co Co
Ho tro nén dia Khéng Khéng C6
Ho tro han ngach | Khong Khong Co
Ho tro ma hoa Khéng Khéng Cé
H6 tro bao mat | Khéng Khoéng Co
cuc bd
Ho tro bao | C6 Cé Co
mat trén mang
Kich thudc | 4GB 32GB 1024GB

Volume t6i da
duoc ho tro

Trén Windows Server 2003/Windows 2000/NT, ban c6 thé st dung lénh
CONVERT dé chuyén dbi hé thong tap tin tr FAT16, FAT32 thanh NTFS. CU
phap caa Iénh nhu sau:

CONVERT [6 dia:] /fs:ntfs
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2. CAu hinh dia luu triv:

Windows Server 2003 hd tro hai loai dia Iuu trit: basic va dynamic.
2.1. Basic storage:

Bao gdm céc partition primary va extended. Partition tao ra dau tién trén
dia duoc goi 1a partition primary va toan b khéng gian cap cho partition dugc
st dung tron ven. Mdi 6 dia vat ly cd tdi da bdn partition. Ban cd thé tao ba
partition primary va mot partition extended. Vi partition extended, ban c6 thé
tao ra nhiéu partition logical.

2.2. Dynamic storage:

Day 1a mdt tinh ndng méi cia Windows Server 2003. Pia luu trir dynamic
chia thanh cac volume dynamic. Volume dynamic khong chira partition hogc
6 dia logic, va chi co thé truy cép bing Windows Server 2003 va
Windows 2000. Windows Server 2003/ Windows 2000 hd tro nim loai
volume dynamic: simple, spanned, striped, mirrored va RAID-5. Uu diém cuia
cong nghé Dynamic storage so v&i cong nghé Basic storage:

- Cho phép ghép nhiéu 6 dia vat ly dé tao thanh cac 6 dia logic (Volume).

- Cho phep ghep nhiéu ving trong khong lién tuc trén nhiéu dia cing vat ly
dé tao 0 dia logic.

- CO thé tao ra cac 6 dia logic c6 kha nang dung 16i cao va tang toc do truy
Xuat. ..

2.2.1 Volume simple:

Chitra khdng gian lay tir mot dia dynamic duy nhat. Khong gian dia nay co
thé lién tuc hodc khong lién tuc. Hinh sau minh hoa mét dia vat ly duoc chia
thanh hai volume don gian.

4
- 2

Simple Volumea G
100GR

. 2

Simple Volums D2
100GR

-_

Physical Disk 0
200GE

2.2.2 Volume spanned:

Bao gém mot hoic nhiéu dia dynamic (t6i da 1a 32 dia). St dung Khi
ban mudn ting Kich ¢& cua volume. Dit liéu ghi 1én volume theo tht ty, hét
dia nay dén dia khac. Thong thuong ngudi quan tri st dung volume spanned
khi 6 dia dang s dyng trong volume sap bi day va mudn tang kich thudc cua
volume bang cach bé sung thém mét dia khac.
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Plrgsieal Disk 0 Phryzical Disk 1 Phy=ical Disk 2 Phy=ical Digk 3
100GE ThGE ThGB 7568

. e A
— - y — -
J

Spanned Yolume Set DA

Do dit liéu dugc ghi tuan tu nén volume loai ndy khdng ting hiéu ning st
dung. Nhugc diém chinh cta volume spanned la néu moét dia bi hong thi toan
bd dir liéu trén volume khong thé truy xuat duogc.

2.2.3 Volume striped:

Luu trir dir liéu Ién cac day (strip) bang nhau trén mot hoic nhiéu dia vat
ly (t6i da 1a 32). Do dit liéu dugc ghi tuan tu 1én timg day, nén ban co thé thi
hanh nhiéu tac vu 1/O dong thoi, 1am ting toc do truy xuat dit liéu. Thong
thuong, nguoi quan tri mang su dung volume striped de két hop dung luong
ctia nhiéu 6 dia vat ly thanh mot dia logic ddng thoi ting téc do truy Xuét.

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Yolume Set DA
Nhuogc diém chinh caa volume striped 1a néu mot 6 dia bi hong thi dir liéu
trén toan bo volume mat gié tri.

2.2.4 Volume mirrored:

La hai ban sao ctia mot volume don gian. Ban ding mét 6 dia chinh va mot 6
dia phu. Dit liéu khi ghi Ién dia chinh dong thoi ciing s& duoc ghi 1én dia phu.
Volume dang ndy cung cap kha nang dung 15i tét. Néu mot dia bi hong thi 6
dia kia van lam viéc va khong lam gian doan qua trinh truy xuat dit liéu. Nhuogc
diém cua phuong phap nay la bo diéu khién dia phai ghi 1an luot 1én hai dia,
lam giam hiéu nang.

T I i i
EO~ 3~ ]
Controller Disk Mirroring

Physical Disk O Physical Disk 0
Primary Secondary

Pé tang téc do ghi dong thoi ciing ting kha nang dung I8i, ban cO thé
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st dung mot bién thé cua volume mirrored la duplexing. Theo cach nay ban
phai str dung mot b diéu khién dia khac cho 6 dia thir hai.

F'[IITIEIF}'

Dizk Duplexing

" Controller :
Physical Disk 0

Secondary
Nhuoc diém chinh cua phuong phap ndy la chi phi cao. B¢ ¢ mot
volume 4GB ban phai tén dén 8GB cho hai 6 dia.

2.2.5 Volume RAID-5:

Tuwong tw nhu volume striped nhung RAID-5 lai dung thém mét day
(strip) ghi théng tin kiém 15i parity. Néu mét dia caa volume bi hong thi
théng tin parity ghi trén dia khac s& giup phuc hoi lai dir liéu trén dia hong.
Volume RAID-5 sir dung it nhat ba 6 dia (t6i da la 32).

System
and
Boot Partitions
\E___FF,/
Disk 0 Dlsk 1 msl-[ 2 Dlsk 3

-
RAID-5 Volume Set

Uu diém chinh cuaa k¥ thuat nay 1a kha ning dung 13i cao va tbc do truy xuat

cao bai stir dung nhiéu kénh 1/0.

3. Sir dung chwong trinh Disk Manager :

Disk Manager 1a mot tién ich giao dién dd hoa phuc vu viéc quan ly dia va
volume trén mdi truong Windows 2000 va Windows Server 2003. Dé c6 thé
st dung dugc hét cac chic ning ctia chwong trinh, ban phai ding nhap vao
may bang tai khoan Administrator. Vao menu Start \ Programs \
Administrative Tools \ Computer Management. Sau dé6 md rong muc
Storage va chon Disk Management. Cira s6 Disk Management xuit hién nhu
sau:
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3.1. Xem thugc tinh ciia dia:

Nhép phai chudt 18n 6 dia vat Iy mudn biét thong tin va chon Properties. Hop
thoai Disk Properties xuét hién nhu sau:

Hop thoai cung Cap cac thong tin:

-S4 tht tu cua 6 dia vat ly

- Loai dia (basic, dynamic, DVD-ROM, DVD, dia chuyén doi duoc, hoic
unknown)

- Trang thai cua dia (online hoac offline)

- Dung luong dia

- Luong khong gian chua cap phét

- Loai thiét bi phan cing

- Nha san xuét thiét bi

- Tén cua adapter

- Danh sach cac volume da tao trén dia

3.4. Tao partition volume mgi:

Néu ban con khéng gian chua cap phat trén mot dia basic thi ban co thé tao
thém partition mai, con trén dia dynamic thi ban c6 thé tao thém volume
mai. Phan sau huéng din ban st dung Create Partition Wizard dé tao mot
partition mai:

Nhép phai chudt 1én ving tréng chua cip phét cia dia basic va chon Create
Logical Drive.

Xuat hién hop thoai Create Partition Wizard. Nhan nat Next trong hop thoai
nay.

Trong hop thoai Select Partition Type, chon loai partition ma ban dinh tao.
Chi c6 nhitng loai con kha ning tao mai duoc phép chon (tuy thudc vao 6 dia
vat ly caa ban). Sau khi chon loai partition xong nhan Next dé tiép tuc.

Tiép theo, hop thoai Specify Partition Size yéu cau ban cho biét dung luong
dinh cap phat. Sau khi chi dinh xong, nhan Next.

Trong hop thoai Assign Drive Letter or Path, ban c6 thé dat cho partition

nay mot ky tu 6 dia, hoic gin (mount) vao mot thu muc rong, hoic khong
lam dat gi hét. Khi ban chon kiéu gan vao mot thu myc rdng thi ban c6 thé tao
ra vo sb partition méi. Sau khi da quyét dinh xong, nhan Next dé tiép tuc.
Hop thoai Format Partition y&u cau ban quyét dinh c6 dinh dang partition nay
khdng. Néu c6 thi dung hé théng tap tin 1a gi? don vi cap phat 1a bao nhiéu?
nhan cua partition (volume label) la gi? c6 dinh dang nhanh khdng? C6 nén
tap tin va thu muc khong? Sau khi da chon xong, nhan Next dé tiép tuc.

Hop thoai Completing the Create Partition Wizard tom tat lai céc thao
tac sé thuc hi‘én, ban phai kiém tra lai xem da chinh xac chua, sau d6 nhan
Finish dé bat dau thuc hién.
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3.5. Thay doi ky tu 6 dia hogc dwong dén.

Muén thay doi ky tw 6 dia cho partition/volume nao, ban nhdp phai
chuot Ién volume d6 va chon Change Drive Letter and Path. Hop thoai
Change Drive Letter and Path xut hién.

Trong hop thoai ndy, nhan nat Edit dé mo tiép hop thoai Edit Drive Letter
and Path, m& danh séch Assign a drive letter va chon mot ky tu 6 dia méi
dinh dat cho partition/volume nay. Cudi cing dong y xac nhan cac thay déi da
thuc hién.

3.6. Xo4 partition/volume

Dé t6 chirc lai mot 6 dia hodc huy cac dit lidu c6 trén mot partition/volume,
ban c6 thé x0a n6 di. Pé thuc hién, trong ctra s6 Disk Manager, ban nhip phai
chudt 1én partition/volume mudn x0a va chon Delete Partition (hodc Delete
Volume). Mot hop thoai canh bdo xuat hién, théng béo dir liéu trén
partition hodc volume s& bi X04 va y&u cau ban x&c nhan lai 1an nita thao tac
nay.

3.7. Cdu hinh Dynamic Storage
3.7.1 Chuyén ché aé luu tri.

Pé st dung dugc co ché luu trir Dynamic, ban phai chuyén d6i cac dia
cimg vat ly trong hé thong thanh Dynamic Disk. Trong céng cu Computer
Management \ Disk Management, ban nhap phai chudt trén cac 6 dia bén cua
s6 bén phai va chon Convert to Dynamic Disk.... Sau d6 danh dau vao tat ca
cac dia ctng vat Iy can chuyén do6i ché do luu trir va chon OK dé hé théng
chuyén dbi. Sau khi chuyén dbi xong hé thdng s& yéu cau ban restart may dé ap
dung ché do luu trir mai.

3.7.2 Tao Volume Spanned.

Trong cong cu Disk Management, ban nhip phai chudt 1én ving tréng cua dia
ctrng can tao Volume, sau d6 chon New Volume.

Tiép theo, ban chon loai Volume can tao. Trong truong hop ndy ching ta chon
Spanned.

Ban chon nhiing dia cang ding dé tao Volume nay, dong thoi ban ciing nhap
kich thuéc ma mdi dia gianh ra dé tao Volume. Chu y di véi loai Volume nay
thi kich thuéc cua cac dia gianh cho Volume c6 thé khac nhau.

Ban géan Ky tu 6 dia cho Volume.

Ban dinh dang Volume ma ban vira tao dé c6 thé chua dit liéu.

Pén day da hoan thanh viéc tao Volume, ban c6 thé luu trir dir liéu trén
Volume nay theo co ché da trinh bay & phan ly thuyét.

3.7.3 Tao Volume Striped
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Cé&c budc tao Volume Striped ciing tuong tu nhu viéc tao cac Volume
khac nhung chi y la kich thudc ctuia cac dia cung gianh cho loai Volume nay
phai bang nhau va kich thuéc caa Volume bang tong cac kich thudc ciia cac
phan trén.

3.7.4 Tao Volume Mirror.

Céc budc tao Volume Mirror ciing tuong tu nhu trén, chd y kich thudc cua
cac dia cing gianh cho loai Volume nay phai bang nhau va kich thuéc cua
Volume bang chinh kich thuéc cia mdi phan trén.

3.7.5 Tao Volume Raid-5.

Céc budc tao Volume Raid-5 ciing twong tu nhu trén nhung chu y la loai
Volume yéu cau tdi thiéu dén 3 dia cung. Kich thudc cua cac dia cing
gianh cho loai Volume nay phai bang nhau va kich thudc ctia Volume bang
2/3 kich thudc caa mdi phan cong lai.

4. Quan ly viéc nén dir liéu:

Nén dit liéu 1a qua trinh luu trir dir liéu dudi mot dang thac chiém it khdng
gian hon dir liéu ban dau. Windows Server 2003 hd tro tinh ning nén cac tap
tin va thu muc mot cach ty dong va trong sudt. Cac chuong trinh tng dung
truy xudt cac tap tin nén mot cach binh thuong do hé diéu hanh tu dong giai
nén khi m¢ tap tin va nén lai khi luu tap tin Ién dia. Kha nang nay chi co trén
cac partition NTFS. Néu ban chép mét tap tin/thu muc trén mot partition co
tinh niang nén sang mot partition FAT binh thuong thi hé diéu hanh sé& giai nén
tap tin/ thu muc d6 trude khi chép di.

Pé thi hanh viéc nén maot tap tin/thu muc, ban st dung chuong trinh Windows
Explorer va thuc hién theo cac budc sau:

- Trong ctra s6 Windows Explorer, duyét dén tap tin/thw muc dinh nén va
chon tap tin/thu muc do.

- Nhap phai chuét Ién doi twong d6 va chon Properties.

- Trong hop thoai Properties, nhan nit Advanced trong tab General.

- Trong hop thoai Advanced Properties, chon muc “Compress contents to
save disk space” va nhan chon OK.

Nhéin chon OK trong hop thoai Properties dé x4c nhan thao tac. Néu ban dinh
nén mot thu muc, hop thoai Confirm Attribute Changes xuit hién, y&u cau
ban lua chon hoac la chi nén thu muc nay thdi (Apply changes to this folder
only) hodc nén ca cac thu muc con va tap tin co trong thu muc (Apply changes
to this folder, subfolders and files). Thuc hién lya chon cta ban va nhin OK.

Pé thuc hién viéc giai nén mot thu muc/tap tin, ban thuc hién tuong tu theo
cac budc ¢ trén va bé chon muc Compress contents to save disk space trong
hop thoai Advanced Properties.
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5. Thiét 1ap han ngach dia (disk quota).

Han ngach dia duoc dung dé chi dinh lugng khdng gian dia t6i da ma mot
ngudi dung cé thé st dung trén mot volume NTFS. Ban c6 thé 4p dung han
ngach dia cho tit ca nguoi dung hodc chi dbi voi timg ngudi dung riéng biét.

Mot s6 van dé ban phai luu y khi thiét 14p han ngach dia:

- Chi c6 thé 4p dung trén cac volume NTFS.

- Luong khong gian chiém dung dugc tinh theo cac tap tin va thu muc do
nguoi dung so hiru.

- Khi nguoi ding cai dat mot chuong trinh, lwong khéng gian dia con trong
ma chuong trinh thdy duoc tinh todn dwa vao han ngach dia cua nguoi ding,
khdng phai la luong khéng gian con tréng trén volume.

- DBuoc tinh toan trén kich thudc that sy cua tap tin trong truong hop tap
tin/thu muc dugc nén.

5.1. Cdu hinh han ngach dia.

Ban cdu hinh han ngach dia bang hop thoai Volume Propertise da gidi
thiéu trong phan trén. Ban ciing c6 thé mo hop thoai ndy bang cach nhap phai
chudt Ién ky tu 6 dia trong Windows Explorer va chon Propertise. Trong hop
thoai nay nhap chon tab Quota. Theo mac dinh tinh ning han ngach dia khéng
duoc kich hoat.

Céc muc trong hdp thoai c6 y nghia nhu sau:

- Enable quota management: thuc hién hodac khdng thuc hién quan ly han
ngach dia.

- Deny disk space to users exceeding quota limit: ngudi ding sé khong thé
tiép tuc str dung dia khi vuot qué han ngach va nhan duoc théng bao out of disk
space.

- Select the default quota limit for new users on this volume: dinh nghia
cac giéi han str dung. C4c lua chon bao gom “khong dinh nghia gi¢i han” (Do
not limit disk space), “gidi han cho phép” (Limit disk space to) va “gidi han
canh bao” (Set warning level to).

- Select the quota logging options for this volume: c6 ghi nhan lai cac su
kién lién quan dén st dung han ngach dia. C6 thé ghi nhan khi nguoi dung
vuot qua gidi han cho phép hodc vugt qué gidi han canh bao.

Biéu tuong dén giao théng trong hop thoai co cac trang thai sau:

- Peén d6 cho biét tinh ning quan ly han ngach khdng dugc kich hoat.

- Peén vang cho biét Windows Server 2003 dang xay dung lai thong tin han
ngach.

- Peén xanh cho biét tinh nang quan Iy dang cé tac dung.
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5.2. Thiét Idp han ngach mic dinh.

Khi ban thiét 1ap han ngach mac dinh ap dung cho céc nguoi ding mai trén
volume, chi nhitng nguoi dung chua bao gio tao tap tin trén volume do6 méi
chiu anh hudng. Co nghia la nhitng nguoi dung da sé hiru cac tap tin/thu muc
trén volume nay déu khéng bi chinh sach han ngach quy dinh. Nhu vay, néu
ban du dinh &p dit han ngach cho tat ca cac ngudi dung, ban phai chi dinh han
ngach ngay tu khi tao 1ap volume.

Pé thuc hién, ban md hop thoai Volume Properties va chon tab Quota.
Panh diu chon muc Enable quota management va dién vao cac gia tri gisi
han str dung va gidi han canh béo.

5.3. Chi dinh han ngach cho tirng cad nhan.

Trong mot vai trudng hop, ban can phai chi dinh han ngach cho riéng mot ngudi
nao do, chang han cé thé la cac ly do sau:

- Nguoi ding nay s& gitt nhiém vu cai dat cdc phan mém méi, va nhu vay
ho phai c6 duoc lugng khdng gian dia tréng 16n.

- Hodc 1a nguoi dung da tao nhiéu tap tin trén volume trude khi thiét lap
han ngach, do vay ho s€ khong chiu tac dung. Ban phai tao riéng mét gidi han
mai ap dung cho nguoi do.

Pé thiét lap, nhan nGt Quota Entries trong tab Quota cia hop thoai
Volume Properties. Ctra s6 Quota Entries xuat hién.

“2® Quota Entries for Local Disk {C:) =1of x|

Quoka  Edit Wiew Help
O X&' o Q

H BUILTIMYAdrnimist. ..

(O NT AUTHORITYY,. . Molimit Mo Limit s
@OK MT AUTHORITYAL. .. Z19KE Mo Limit Mo Limit Mia
@OK Tran YanThanh TWTHAMH\Thanh 2.78 MB 100 ME 99 ME 2
@OK Tieu Dong Mhon TWTHAMHMNhon 2,78 MB 100 ME 29 ME z
|5 total item(s), 1 selected, i

Chinh sira thong tin han ngach cda mdt nguwoi dung: nhan dap vao muc
cia nguoi dung twong ng, hop thoai Quota Setting xuat hién cho phép ban
thay doi cac gié tri han ngach.
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21 %]

Gerneral |

g User TranYanThanh [TYTHANHAT hanh)

Guata used: 278 ME (2%) @

Quota remaining:  97.21 MEB

' Do not limit disk usage

£ Limit disk space to I 100 IGE j
Set waming level to | B3 IGB i

Ok I Cancel | Apply |
B6 sung thém mét muc quy dinh han ngach: trong cira s6 Quota Entries,
vao menu Quota chon muc New Quota Entry / xuat hién hop thoai Select
Users, ban chon nguoi dung roi nhan OK / xuat hién hop thoai Add New
Quota Entry, ban nhap céc gié tri han ngach thich hop va nhan OK.

6. Ma ho4 dir li¢u bing EFS:

EFS (Encrypting File System) la mét ky thuat dung trong Windows Server
2003 ding dé ma hoa céc tap tin luu trén cac partition NTFS. Viéc ma hoé
s& bo sung thém mot 16p bao vé an toan cho hé thong tap tin. Chi ngudi
dung c6 dang khoa méi c6 thé truy xudt dugc cac tap tin nay con nhimg nguoi
khac thi bi tir chbi truy cap. Ngoai ra, nguoi quan tri mang con co thé
diung tac nhan phuc hoi (recovery agent) dé truy xuat dén bat Ky tap tin nao
bi ma hod. P& ma hod cac tap tin, tién hanh theo céc budc sau:

Mo cira s6 Windows Explorer.

Trong cira s6 Windows Explorer, chon c4c tap tin va thuc muc can ma hoa.
Nhép phai chudt 1&n céc tap tin va thu muc, chon Properties.

Trong hop thoai Properties, nhan nit Advanced.

Hop thoai Advanced Properties xuat hién, danh dau muc Encrypt contents to
secure data va nhan OK.

Tro lai hop thoai Properties, nhin OK, xudt hién hop thoai Confirm
Attribute Changes yéu can ban cho biét s&¢ ma hoa chi riéng thu muc duoc
chon (Apply changes to this folder only) hoic ma hoa toan bo thu muc ké cac
cac thu muc con (Apply changes to this folder, subfolders and files). Sau d6
nhan OK.

Pé thdi khdng ma hoa cac tap tin, ban thuc hién twong tu theo cac budc trén
nhung bo chon muc Encrypt contents to secure data.
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Bai 6: Cau hinh dich vu Routing and Remote Access.
Muc tiéu: ‘
- Trinh bay cac loai quyén truy cap dir liéu;
- Tao va quan ly cac thu muc dung chung trén mang.
- Thuc hién céac thao tac an toan vdi may tinh.

1. Tao thu muc dung chung:
1.1. Chia sé thur muc dung chung
CAac tai nguyén chia sé 1a cac tai nguyén trén mang ma cac ngudi ding cé thé
truy xuit va sir dung thong qua mang. Mudn chia sé mot thu muc ding chung
trén mang, ban phai logon vao hé théng véi vai trd nguoi quan tri
(Administrators) hodc 1a thanh vién cua nhém Server Operators, tiép theo
trong Explorer ban nhap phai chudt trén thu muc d6 va chon Properties, hop
thoai Properties xuat hién, chon Tab Sharing.
Y nghia ctia cAc muc trong Tab Sharing:

General  Sharing | Seu:urit_l,ll Eustnmizel
[ Y'ou can share thiz folder with other users on paur
netwark. To enable tharing for thiz folder, click Share this
folder.

™ Do not zhare this folder

Share name: IDuLieu$ j

Description: IDu Liew Diung Chung

Uszer limit; £ Maximum allowed
% Allow this number of ugers; 100 =
To =et permizsions for users who Bt
access this folder over the netwaork, Eemissions. . |
click Permizzions.
To madify how people uze the content Offlire Seti
while offine, click Offline 5ettings. Dfine Setings.._|
Mew Share... |
QF. I Cancel | Apply |
Muc Y nghia
Do not share this Chi dinh thu muc nay chi duoc phép truy cap cuc bo
folder
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Share this folder Chi dinh thu muc nay duoc pheép truy cap cuc bd va
truy cap qua mang

Share name Tén thu muc ma ngudi ding mang nhin thay va truy
cap

Comment Cho phép nguoi dung mé ta thém thong tin veé

thu muc dung chung nay

Cho phép ban khai bao s6 két ndi toi da truy xuat
vao thu muc tai mot thoi diém

Cho phép ban thiét 1ap danh sach quyén truy cap
th6ng gqua mang cua nguoi dung

Cho phép thu muc duogc luu trir tam tai liéu khi lam
viéc dudi ché do Offline.

User Limit

Permissions

Offline Settings

1.2. Cdu hinh Share Permissions

Ban mubn cap quyén cho cic nguoi dung truy cip qua mang thi dung
Share Permissions. Share Permissions chi c6 hiéu luc khi nguoi dung truy
cap qua mang chir khéng co hiéu lyc khi nguoi dung truy cap cuc bd. Khac
véi NTFS Permissions 14 quan ly nguoi ding truy cap dudi cap do truy
xuat dia. Trong hop thoai Share Permissions, chira danh sach c4c quyén sau:

- Full Control: cho phép ngudi dung cé toan quyén trén thu muc chia sé.

- Change: cho phép nguoi ding thay d6i dir liéu trén tap tin va xo6a tap tin
trong thu muc chia sé.

- Read: cho phep nguoi dung xem va thi hanh cac tap tin trong thu muc chia
sé. Ban mudn cap quyén cho nguoi ding thi nhap chudt vao nat Add.

Hop thoai chon ngudi ding va nhém xuat hién, ban nhap doéi chudt vao cac
tai khoan nguoi dung va nhém can chon, sau dé chon OK.

Trong hop thoai xuét hién, mudn cip quyén cho ngudi ding ban danh dau
vao muc Allow, nguoc lai khéa quyén thi ¢anh dau vao muc Deny.

1.3. Chia sé thur muc dung Iénh netshare:
Chirc ning: tao, Xx6a va hién thi cac tai nguyén chia sé. Ca phap:
net share sharename
net share sharename=drive:path [/users:number | /unlimited] [/remark:"text"]
net share sharename [/users:number | unlimited] [/remark:"text"]
net share {sharename | drive:path} /delete

Y nghia cac tham sb: o
- [Khéng tham s6]: hién thi théng tin vé tat ca cac tai nguyén chia sé trén may
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tinh cuc bo

- [Sharename]: tén trén mang cta tai nguyén chia sé, néu dung 1énh net
share v4i mot tham sé sharename thi hé thong s& hién thi thong tin vé tai
nguyén dung chung nay.

- [drive:path]: chi dinh duong dan tuyét d6i ctia thu muc can chia sé.

- [/users:number]: dat sé lwong nguoi dung 16n nhat cd thé truy cap vao
tai nguyén dung chung nay.

- [/unlimited]: khéng gidi han sé luong nguoi ding c6 thé truy cip vao tai
nguyén dung chung nay.

- [/remark:"'text"]: thém thdng tin md ta vé tai nguyén nay.

- /delete: x6a thudc tinh chia sé cua thu muc hién tai.

2. Quan ly cac thw muc dung chung:
2.1. Xem cac thar muc dung chung:

Muc Shared Folders trong cong cu Computer Management cho phép ban
tao va quan ly cac thu muc dung chung trén may tinh. Mudn xem céc thu muc
dung chung trén may tinh ban chon muc Shares. Néu thu muc dung chung
nao c6 phan cudi cua tén chia s¢ (share name) la dau $ thi tén thu muc dung
chung ndy dugc 4n di va khdng tim thdy khi ban tim kiém théng qua My
Network Places hoac duyét cac tai nguyén mang.

2.2. Xem cac phién lam viéc trén ther muc dung chung

Muén xem tat ca cac nguoi ding dang truy cap dén cac thu muc dung chung
trén may tinh ban chon muc Session. Muyc Session cung cap cac thdng tin sau:

- Tén tai khoan nguoi ding dang két nbi vao tai nguyén chia sé.

- Tén may tinh c6 nguoi dung két ndi tir do.

- Hé diéu hanh ma may tram dang sir dung dé két ndi.

- SO tap tin ma nguoi diing dang mo.

- Thoi gian két ndi cua nguoi dung.

- Thoi gian cho xt ly caa két ndi.

- Phai la truy cap cua nguoi dung Guest khong?

2.3. Xem cAc tdp tin dang mo trong cac thu muc dung chung

Mubn Xem céc tdp dang md trong cac thu muc dung chung ban nhap chudt
vao muc Open Files. Muc Open Files cung cép cé4c thong tin sau:

- Puong dan va tap tin hién dang dugc mé.

- Tén tai khoan nguoi dung dang truy cép tap tin do.

- Hé diéu hanh ma nguoi ding sir dung dé truy cap tap tin.

- Trang thai tap tin c6 dang bi khoa hay khéng.

- Trang thai mé st dung tap tin (Read hodc Write).

3. Quyén truy cap NTFS:
C6 hai loai hé thong tap dugc dung cho partition va volume cuc bo Ia



FAT (bao gbm FAT16 va FAT32). FAT partition khdng hd tro bao mat noi
bd, con NTFS partition thi nguoc lai ¢6 hd trg bao mat; c6 nghia la néu dia
cimg cua ban dinh dang 1a FAT thi moi ngudi déu cd thé thao tac trén cac file
chira trén dia cang nay, con nguoc lai la dinh dang NTFS thi tuy theo nguoi
dung c6 quyén truy cap khdng, néu nguoi ding khéng c6 quyén thi khong thé
nao truy cap duoc dir liéu trén dia. Hé thdng Windows Server 2003 ding cac
List) dé quan ly cac quyén truy cap cua dbi twong cuc
trén Active Directory. Mot ACL cd thé chira nhiéu
ACE (Access Control Entry) dai dién cho mét nguoi dung hay mdt nhom

ACL (Access Control
bd va cac doi tugng

nguoi.
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A ACE AL ACE
Evaryone Read Everyone Change
Sales Madify Sales Read
Managers Full Contral Managers Change

3.1. CA&c quyén truy cdp ciia NTFS

Tén quyén

Chirc nang

Traverse Folder/Execute
File

Duyét cac thu muc va thi hanh céc tap tin chuong trinh
trong thu muc

List Folder/Read Data

Liét ké ndi dung cua thu muc va doc dit liéu cua cac tap
tin trong thu muc

Read Attributes

Poc céc thudc tinh cua cac tap tin va thu muc

Read Extended
Attributes

Poc céc thude tinh mo rong cua cac tap tin va thu muc

Create File/Write Data

Tao cac tap tin méi va ghi dir liéu 1én céc tap tin nay

Create Folder/Append
Data

Tao thu muc méi va chén thém di liéu vao céc tap tin

Write Attributes

Thay d6i thudc tinh cua cac tap tin va thu muc

Write Extendd
Attributes

Thay d6i thudc tinh mé rong caa céc tap tin va thu muc

Delete Subfolders and
Files

Xoa thu muc con va c4c tap tin

Delete

Xoba cac tap tin
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Read Permissions Poc cac quyén trén céc tap tin va thu muc
Change Permissions Thay ddi quyén trén céc tap tin va thu muc
Take Ownership Tudc quyén so hitu ciia cac tap tin va thu muc

3.2. Cac mukc quyén truy cap dwec dung trong NTFS
Tén quyén Full | Modify | Read& List | Read | Write
Control Execute | Folder
Contents
X X

Traverse Folder X
/Execute File
List Folder
/Read Data
Read Attributes
Read Extended
Attributes
Create File
/Write Data
Create Folder
/Append Data
Write Attributes
Write Extended
Attributes
Delete
Subfolders and
Files

Delete

Read
Permissions
Change
Permissions
Take
Ownership

X X
X X X
X X

XX X X XX X X

X XIX] X X X|X| X

XX
X
X
X
X

X X XX

3.3. Gan quyen truy cgp NTFS trén thar myc dung chung:

Ban muon gan quyen NTFS, thong qua Windows Explorer ban nhap phai
chuét vao tap tin hay thu muc can cau hinh quyen truy cap roéi chon
Properties. Hop thoai Properties xuat hién. Néu 6 dia ctia ban dinh dang Ia
FAT thi hop thoai chi c6 hai Tab la General va Sharing. Nhung néu dia c6
dinh dang la NTFS thi trong hop thoai sé c6 thém mot Tab la Security. Tab
nay cho phép ta cd thé quy dinh quyén truy cap cho timg nguoi ding hoac mot
nhém ngudi dung Ién cac tap tin va thu muc. Ban nhap chudt vao Tab Security
dé cap quyén cho cac nguoi dung.
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Muén cap quyén truy cap cho mot ngudi ding, ban nhap chudt vao nit Add,
hop thoai chon lya nguoi dung va nhom xuat hién, ban chon nguoi ding va
nhom can cap quyén, nhap chudt vao nut Add dé thém vao danh sach, sau d6
nhap chudt vao nit OK de tro lai hop thoai chinh.

Hop thoai chinh s& xuét hién céc ngudi dung va nhdm ma ban méi thém vao,
sau do chon nguoi dung va nhom dé cap quyén. Trong hop thoai di hién san
danh sach quyén, ban mudn cho nguoi dung do co quyén gi thi ban danh dau
vao phan Allow, con nguoc lai muén cdm quyén do6 thi danh diu vao muc
Deny.

3.4. Ké thiva va thay thé quyén ciia déi twong con.

Trong hop thoai chinh trén, ching ta ¢ thé nhip chudt vao nat Advanced dé
cau hinh chi tiét hon cho cac quyén truy cap cua nguoi dung. Khi nhap chuot
vao nat Advanced, hop thoai Advanced Security Settings xuat hién, trong hop
thoai, néu ban danh dau vao muc Allow inheritable permissions from parent
to propagate to this object and child objects thi thu muc hién tai duogc thira
huong danh sach quyén truy cip tir thu muc cha, ban mudn xda nhing quyén
thira hudng tir thu muc cha ban phai bo danh dau nay. Néu danh sach quyén
truy cap cua thu muc cha thay dbi thi danh sach quyén truy cap cua thu muc
hién tai ciing thay doi theo. Ngoai ra néu ban danh dau vao muc Replace
permission entries on all child objects with entries shown here that
apply to child objects thi danh sach quyén truy cap cua thu muc hién tai s&
duoc ap dung xudng CAc tap tin va thu muc con cé nghia la céc tap tin va thu
muc con s& dugc thay thé quyén truy cap giébng nhu cac quyén dang hién thi
trong hop thoai.

Trong hop thoai nay, Windows Server 2003 ciing cho phép ching ta kiém
tra va cau hinh lai chi tiét cAc quyén ctia nguoi ding va nhom, dé thuc hién,
3.5. Thay dai quyén khi di chuyén thue muc va tap tin.

Khi chdng ta sao chép (copy) mot tap tin hay thu muc sang mét vi tri méi thi
quyen truy cap trén tap tin hay thu muc ndy s& thay doi theo quyén trén thu muc
cha chira ching, nhung ngugc lai néu ching ta di chuyén (move) mot tép tin
hay thu muc sang bat ki vi tri nao thi cac quyén trén ching van duoc giir
nguyén.

3.6. Giam sat ngwoi dung truy cdp thuw muc

Ban mudn giam sat va ghi nhan lai cac ngudoi dung thao tac trén thu muc
hién tai, trong hop thoai Advanced Security Settings, chon Tab Auditing,
nhéap chudt vao nit Add dé chon nguoi ding can giam sat, sau d6 ban mudn
giam sat viéc truy xuat thanh cong thi danh dau vao muc Successful, nguoc
lai giam sat viéc truy xuat khong thanh cong thi danh dau vao muc Failed.

3.7. Thay doi nguwoi sé hivu thuw muc

Ban muén xem tai khoan ngudi va nhém ngudi ding s¢ hira thu muc
hién tai, trong hop thoai Advanced Security Settings, chon Tab Owner.
Pong thoi ban ciing ¢d thé thay ddi ngudi va nhdm nguoi s¢ hitu thu muc nay
bang cach nhap chudt vao nat Other Users or Groups.
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Bai 7: Phan phat dia chi IP
Muc tiéu:
- Mo ta duoc su hoat dong cua dich vu DHCP va WINS;
- Cai dat va cau hinh duoc dich vu DHCP va WINS.
- Thuc hién céac thao tac an toan vdi may tinh.

1. Dich vu cip phat dia chi IP dong:

1.1. Gidi thiéu dich vu DHCP:

MGdi thiét bi trén mang c6 dung bo giao thie TCP/IP déu phai c6 mot dja chi IP
hop 1¢, phan biét. Dé hd tro cho van dé theo doi va cép phat céac dia chi IP dugc
chinh xac, t6 chitc IETF (Internet Engineering Task Force) da phat trién ra giao
thirce DHCP (Dynamic Host Configuration Protocol).

Giao thirc ndy dugc mo ta trong cac RFC 1533, 1534, 1541 va 1542. Ban c6 thé
tim thay cac RFC nay tai dia chi http://www.ietf.org/rfc.html. Dé c6 thé 1am mot
DHCP Server, may tinh Windows Server 2003 phai dap tng cac diéu kién sau:

- ba cai dich vu DHCP.

- Méi interface > phai duoc cau hinh bang mot dia chi IP tinh.

- P4 chuan bi san danh sach cac dia chi IP dinh cap phét cho cac may client.

Dich vu DHCP nay cho phep chung ta cap dong cac thong s6 cdu hinh mang cho
cac may tram (client). Cac hé diéu hanh cua Microsoft va cac hé diéu hanh khéc
nhu Unix hodc Macintosh déu hd trg co ché nhédn cac thong sd dong, co nghia la
trén cac hé dleu hanh nay phai c6 mét DHCP Client. Co ché sir dung cac thong so
mang duogc cip phat dong c6 uu diém hon so v6i co ché khai bao tinh cac thong so

mang nhu: ,

- Khac phuc duoc tinh trang dung dia chi IP va giam chi phi quan tri cho hé thong
mang. , , ,

- Giup cho cac nha cung cap dich vu (ISP) tiét kiém dugc s6 luong dia chi IP that
(Public IP).

- Phu hop cho cac may tinh thuong xuyén di chuyén qua lai gilia cac mang.

- Két hop véi hé théng mang khong day (Wireless) cung cap cac diém Hotspot
nhu: nha ga, san bay, truong hoc...

1.2. Hoat dong cua giao thirc DHCP:

Giao thirc DHCP lam viéc theo md hinh client/server. Theo do, qua trinh tuong
tac gitta DHCP client va server dién ra theo cac budc sau:

- Khi may client khoi dong, may sé giri broadcast goi tin DHCPDISCOVER,
yéu cau mdt server phuc vu minh. Géi tin nay ciing chtra dia chi MAC cta may
client.

- C4c may Server trén mang khi nhan duoc goi tin yéu cau d6, néu con kha ning
cung cap dia chi IP, déu gui lai cho may Client géi tin DHCPOFFER, d¢ nghi
cho thué mot dia chi IP trong mot khoan thoi gian nhét dinh, kém theo 1a mot
subnet mask va dia chi ctia Server. Server s& khong cap phat dia chi IP vira deé
nghi cho nhimg Client khac trong suét qua trinh thuong thuyét.
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- May Client s& Iya chon mét trong nhiing 10i dé nghi (DHCPOFFER) va gti
broadcast lai goéi tin DHCPREQUEST chap nhén 15i dé nghi d6. Diéu nay cho
phép cac 101 dé nghi khong duoc chép nhan s€ dugc cac Server rut lai va dung dé
cap phat cho Client khac.

- May Server duoc Client chip nhan s& gtri nguoc lai mot goi tin DHCPACK nhur
1a mot 161 xac nhan, cho biét 1a dia chi IP do, subnet mask dé va thoi han cho st
dung do6 s€ chinh thirc dugc ap dung. Ngoai ra Server con gui kém theo nhiing
thong tin cAu hinh bd sung nhu dia chi cia gateway mac dinh, dia chi DNS
Server, ...

1.3. Cac buoc cai dat DHCP:

Chon menu Start - Settings - Control Panel.

Trong ctra s6 Control Panel, nhip d6i chudt vao muc Add/Remove Programs.
Trong hop thoai Add/Remove Programs, nhap chon muc Add/Remove Windows
Components.

Trong hop thoai Windows Components Wizard, t0 sang Networking Services

va nhan nut Details.

Wwindows Components
¥ou can add or remove components of Windawes.

To add or remove & component, click the checkbox A shaded box means that only
part of the component will be installed. Ta see what's included in a component, click
Details.

LComponents:
&) Internet Explorer Enhanced Security Configuration 0.0 MB ;I
O Ezl M anagement and konitoring Tools E.1 MB
: -1 Mebworking Services

O Ezl Other Metwork File and Print Services 0.0 MB
1 J® Remnte Inatallation Services 2 NMR

|
Descrption:  Containg a variety of specialized, network-related services and protocols.

Total disk zpace required: 16.7 ME
Space available on dizk: 366E.8 MB

< Back I Mext > | Cancel I Help |

Trong hop thoai Networking Services, nhdn chon muc Dynamic Host
Configuration Protocol (DHCP) va nhan nit OK.

Tré lai hop thoai Windows Components Wizard, nhan chon Next.

Cubi cung, trong hop thoai Completing the Windows Components Wizard, nhan
chon Finish dé két thuc.

1.4. Churng thuc dich vu DCP trong Active Directory:

- Néu may tinh Windows Server 2003 chay dich vu DHCP trén d6 lai lam viéc
trong mot domain (co the 1a mét Server thanh vién binh thuong hodc la mét may
diéu khién ving), dich vu mubn c6 thé hoat dong binh thuong thi phai duoc chimg
thuc bang Active Directory.

- Muc dich cua viéc chimg thuc nay la dé khong cho cac Server khong duge chimg
thue lam anh huéng dén hoat dong mang. Chi c6 nhimg Windows 2003 DHCP
Server dugc ching thuc méi duge phép hoat dong trén mang. Gia st c6 mgt nhan
vién nao d6 cai dit dich vu DHCP va cap nhiing thong tin TCP/IP khéng chinh
x4c. DHCP Server ctia nhan vién nay khong thé hoat dong dugc (do khong dugc
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quan tri mang cho phép) va do d6 khong anh hudng dén hoat dong trén mang. Chi
c6 Windows 2003 DHCP Server moi can dugc chimg thuc trong Active
Directory. Con cac DHCP server chay trén cac hé diéu hanh khac nhu Windows
NT, UNIX, ... thi khéng can phai chimg thuc.

- Trong truong hgp may Windows Server 2003 lam DHCP Server khong nam
trong mot domain thi ciing khong can phai chimg thuc trong Active Directory. -
Ban co thé sir dung cong cu quan tri DHCP dé tién hanh viéc chung thuc mot
DHCP Server. Cac budc thuc hién nhu sau:

Chon menu Start - Administrative Tools - DHCP.

Trong 6 bén trdi cua ctra s6 DHCP, 6 sang Server ban dinh chimg thuc. Chon
menu Action - Authorize.

Poi mot hoac hai phtt sau, chon lai menu Action - Refresh.

Bay gid DHCP da duoc chimg thyc, ban dé y biéu tuong ké bén tén Server 1a mot
mili tén mau xanh hudng 1én (thay vi 1a mii tén mau d6 huéng xubng).

1.5. Céu hinh dich vu DHCP:

Sau khi dd cai dat dich vu DHCP, ban sé& thdy biéu twong DHCP trong menu
Administrative Tools.

Thuc hién theo cac budce sau dé tao mot scope cép phat dia chi:

Chon menu Start - Programs - Administrative Tools - DHCP.

Trong cira s6 DHCP, nhip phai chudt 1én biéu twong Server cua ban va chon muyc
New Scope trong popup menu.

Hop thoai New Scope Wizard xuét hién. Nhan chon Next.

Trong hdp thoai Scope Name, ban nhdp vao té€n va chu thich, gitip cho viéc nhan
dién ra scope nay. Sau d6 nhan chon Next.

Hop thoai IP Address Range xuat hién. Ban nhap vao dia chi bat dau va két thic
ctiia danh sach dia chi cap phat. Sau d6 ban chi dinh subnet mask bang cach cho
biét s6 bit 1 hodc hoic nhap vao chudi sd. Nhan chon Next.

Trong hop thoai Add Exclusions, ban cho biét nhiing dia chi nao s€ dugc loai ra
khoéi nhom dia chi da chi dinh & trén. Céc dia chi loai ra nay duge dung dé dat cho
cac may tinh dung dija chi tinh hodc dung dé danh cho muc dich nao d6. Dé loai
mot dia chi duy nhit, ban chi can cho biét dja chi trong 6 Start IP Address va
nhan Add. D¢ loai mot nhom céc dia chi, ban cho biét dia chi bit dau va két thic
ctia nhom d6 trong Start IP Address va Stop IP Address, sau d6 nhan Add. Nut
Remove dung dé huy mdt hoac mot nhom céc dia chi ra khoi danh sach trén. Sau
khi d3 cAu hinh xong, ban nhan nat Next dé tiép tuc.

Trong hop thoai Lease Duration tiép theo, ban cho biét thoi gian cac may tram co
thé sir dung dia chi nay. Theo mic dinh, mot may Client s& ¢6 1am moi lai dia chi
khi da st dung dugc phan ntra thoi gian cho phép. Lugng thoi gian cho phép mac
dinh 14 8 ngay. Ban c6 thé chi dinh luong thoi gian khac tuy theo nhu cau. Sau khi
d3 cdu hinh xong, nhan Next dé tiép tuc.

Hop thoai Configure DHCP Options xuat hién. Ban c6 thé dong y dé cau hinh
cac tuy chon pho bién (chon Yes, | want to configure these options now) hoac
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khong dong y, dé viéc thiét 1ap nay thuc hién sau (chon No, I will configure these
options later). Ban dé muc chon dong ¥ va nhan chon Next.

Trong hop thoai Router (Default Gateway), ban cho biét dia chi IP cua default
gateway ma cac may DHCP Client s& str dung va nhan Add. Sau d6 nhan Next.
Trong hop thoai Domain Name and DNS Server, ban sé& cho biét tén domain ma
cac may DHCP client s& str dung, dong thoi ciing cho biét dia chi IP cia DNS
Server dung phan giai tén. Sau khi da cau hinh xong, nhan Next dé tiép tuc.

Trong hop thoai WINS SERVER tiép theo, ban c6 thé cho biét dia chi cua cia
WINS Server chinh va phu dung phan giai cac tén NetBlOS thanh dia chi IP. Sau
d6 nhan chon Next. (Hién nay dich vu WINS it dugc st dung, do d6 ban co thé bo
qua budc nay, khéng nhap thong tin gi hét.)

Tiép theo, hop thoai Activate Scope xuét hién, hoi ban ¢6 mudn kich hoat scope
nay hay khoéng.

Scope chi c6 thé cip dia chi cho cac may Client khi duoc kich hoat. Néu ban dinh
c4u hinh thém cac thong tin tuy chon cho scope thi chua nén kich hoat bay gio.
Sau khi da lya chon xong, nhén chon Next.

Trong hop thoai Complete the New Scope Wizard, nhan chon Finish dé két thuc.
1.6. Ciu hinh cdc tity chon DHCP:

Céc tuy chon DHCP 1a céac thong tin phu gti kém theo dia chi IP khi cap phét cho
cac may Client. Ban c6 thé chi dinh cac tuy chon ¢ hai muc do: scope va Server.
Cac tuy chon muc scope chi 4p dung cho riéng scope do, con cac tuy chon muc
Server sé& ap dit cho tat ca cac scope trén toan Server. Tuy chon mirc scope sé che
phu tuy chon murc server cung loai néu co.

Cac budc thuc hién:

Chon menu Start - Programs - Administrative Tools - DHCP.

Trong ctra s6 DHCP, & 6 bén trai, mo rong muc Server dé tim Server Options
hodic mé rong mot scope nao d6 dé tim Scope Options.

Nhén phai chudt 1én muc tuy chon twong ing va chon Configure Options.

Hop thoai cdu hinh cac tuy chon xudt hién (muc Server hodc scope deu gidng
nhau). Trong muc Available Options, chon loai tuy chon ban dinh cdp phat va
nhap cac thong ciu hinh kém theo. Sau khi di chon xong hodc chinh stra céc tuy
chon xong, nhan OK dé két thuc.

Trong cira s6 DHCP, muc tuy chon tuong (mg s& xuét hién cac thong tin dinh cap
phat.

1.7. Céu hinh dia chi danh riéng:

Gia str hé thong mang ctia ban sir dung viéc cap phat dia chi dong, tuy nhién trong
d6 c6 mot sb may tinh bat budc phai stt dung mot dia chi IP ¢ dinh trong mot thoi
gian dai. Ban c6 thé thuc hién duoc diéu nay béng cach danh mot dia chi IP cho
riéng may dé. Viéc cau hinh nay duoc thuc hién trén timg scope riéng biét.

Cac budc thuc hién:

Chon menu Start - Programs - Administrative Tools - DHCP.
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Trong 6 bén trai cua cira s6 DHCP, mé rong dén scope ban dinh cau hinh, chon
muc Reservation, chon menu Action - New Reservation.

Xuét hién hop thoai New Reservation. Dat tén cho muc nay danh riéng nay trong
6 Reservation Name, c6 thé 1a tén cua may tinh duoc cép dia chi do6. Trong muc
IP Address, nhap vao dija chi IP dinh cap cho may do. Tiép theo, trong muc MAC
Address, nhap vao dia chi MAC ctia may tinh d6 (1a mot chudi lién tuc 12 ky s6
thap luc phan). Ban c6 thé ghi mot dong mo ta vé dia chi vao muc Description.
Supported Types c6 v nghia:

DHCP only: chi cho phép may client DHCP yéu cau dia chi ndy bang cach su
dung giao thuc DHCP.

BOOTP only: chi cho phép may client DHCP yéu cau dia chi ndy bang cach sir
dung giao thire BOOTP (14 tién than cua giao thie DHCP).

Both: may client DHCP ¢6 thé dung giao thic DHCP hoic BOOTP dé yéu cau
dia chi nay.

Lap lai thao tac trén cho cac dia chi danh riéng khac. Cubi cung nhéan chon Close.

1.8. Céu hinh IP dpng cho méy Client:

1.8.1. Cdch ciu hinh dia chi dpng trong cita sé Local Area Connection
Properties:

+ Budc 1: Bang nhap vao mot may cai Win2ka3.
+ Budc 2: Trong ctra s6 Control Panel, chon Network and Dial-Up Connection.
+ Budc 3: Nhap phai chudt vao muc Local Area Connection, chon Properties.

+ Budc 4: Trong hop thoai Internet Protocol (TCP/IP) Properties, chon Obtain
an IP Address automatically.

1.8.2. Cdch ciu hinh IP djng bang ciu lénh:

+ Bude 1: Vao Start-> Run, nhap cmd r6i Enter, ctra s6 DOS xuét hién.
+ Budce 2: GO ipconfig /release d€ giai phong dia chi IP cu.
+ Budc 3: GO ipconfig /renew dé yéu cau cap phat dia chi IP mai.

1.8.3. Cdch kiém tra dia chi IP dwoc cip phdt cho mdy tinh
Thuc hién kiém tra dia chi dong duoc cép phat nhu sau:
+ Budce 1: Vao Start-> Run, nhap cmd réi Enter, ctra s6 DOS xuét hién.
+ Budce 2: G6 ipconfig /all | more.
G& 1énh ping dia chi IP ctia mot may bat ky dé kiém tra thong mang.
2. Dich vu WINS:
2.1. Gioi thiéu dich vu WINS

Microsoft Windows Internet Nameing Sevice (WINS) 1a dich vu phan giai tén,
c6 chirc nang phén giai tén may tinh thanh dia chi IP cho phép cac may tinh trén
mang tim thay nhau va truyén tai thong tin. WINS hoat dong tot nhat trong moi
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truong méy khach /may phuc vu (Client/Server), noi may khach WINS goi yéu cau
phan gidi t€n may phuc va WINS, dén phién minh may phuc vu WINS s& phan giai
yéu cau va hoi dap. May tinh sir dung NetBIOS dé truyén tai yéu cau va hoi dap.
May tinh sir dung NetBIOS cung cap API cho phép may tinh trén mang giao tiép
voi nhau. Khi cai dat giao thitc mang TCP/IP trén may phuc vu hay may khach,
NetBIOS over TCP/IP (NBT) ciing déng thoi duoc cai dat NBT 1a dich vu thudc
tang Session, cho phép chuong trinh img dung NetBIOS dya vao WINS hay tép tin
LMHOSTS cuc bo dé phan giai tén may tinh thanh dia chi IP. Trén mang chay hé
diéu hanh trudec Windows 2000, WINS la dich vu phan giai tén chu yeu. O mang
Windows 2000, vai trd nay thudc vé DNS, WINS ¢o vai trd khac, d6 1a cho phép
hé thong trudéc Windows 2000 duyét danh sach tai nguyén trén mang va cho phép
hé théng Windows 2000 dinh vi tai nguyén NetBIOS. Trong Microsoft Windows
2000, WINS khong dugc tu dong cai dat khi ban cai hé diéu hanh. Muén ding
WINS ban phai cai dat .

2.2. Cai dat WINS

Cac budc cai dat:

+ Budc 1: Nhap Stars->Setting->Control Panel

+ Budc 2: Nhap dup biéu tuong Add/Remove Programs.

+ Budc 3: Nhap Add/Remove Windows Components,nhap next.

+ Bud 4: Trong phan Components Networking Services chon WINS.
2.3. Cdu hinh may chii va may khdch voi WINS

Pé kich hoat co ché phan giai tén WINS trén mang, ban phai lap cau hinh. may
phuc vu va may khach WINS, nh¢ khai bao dia chi IP ctia cac may phuc vu
WINS trén mang cho méy khach biét. Dya vao dia chi IP nay may khach c6 thé
giao tiép v6i may phuc WINS ¢ bét clir ddu trén mang, cho du may phuc dang
thuong tri trén mang con khac. May khach WINS con giao tiép thong qua
phuong phap broadcast, trong do may khach phat rong thong diép dén nhimg
may khac trén doan mang cyc b dang yéu cau cap dia chi IP. Do thong di¢p
dugc phat rong nén may phuc vu WINS coi nhu “ngdi choi xoi nudc”. May
khach nao khong cai WINS nhung c6 hd trg loai hinh phat rong thong diép
cling c¢6 thé van dung phuog phap nay phan giai tén may tinh thanh dia chi IP.

Khi may khach giao tjép v6i may phuc vu WINS, ching thiét 1ap phién giao
ti€p c6 ba phién chu yéu:

+ Piing ky tén: Sudt tién trinh ding ky tén, may khach cung cap tén may tinh
va dia chi IP cua n6 cho may phuc vu va yéu cau may phuc vu dua thong tin
nay vao co s¢ dit liéu WINS,

+ Gia han tén: Tén ding ky khong c6 hiéu lyc vinh vién. Thay vao d6, mdy
khach chi dugc phép sir dung tén trong mot giai doan cu thé, goi 1a thoi gian
thué bao (lease). May khach con dugc quy dinh thoi gian bat budc phai gia han
tén thué bao, goi 1a chu ky gia han (renewal interval). May khach phai dang ky
lai v6i may voi may phuc vu WINS theo chu ky gia han d3 4n dinh.
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+ Giai phéng tén: Néu may khach khong thé gia han tén thué bao, tén dang ky
s& duogc giai phong, cho phép hé thdng khéc trén ciing mang c6 co hoi sir dung
tén may tinh hay dia chi IP nay. Tén cling dugc giai phong khi ban dong may
khach WINS bat ky.

+ Cac phuong phap phan giai tén

Khi may khach thlet lap phién giao tiép véi may phuc vu WINS, may khach co
thé yéu cau cung cap dich vu phan giai tén. Ap dung phuong phap nao dé phan
giai tén may tinh thanh dia chi IP con tuy thudc vao cdu hinh mang. C6 bdn
phuong phap phan giai tén may tinh kha dung:

K/

% B-node: Phat rong thong diép nham phén giai tén may tinh thanh dia chi IP.
Nhiing may tinh can phan giai tén s€ phat rong thong diép dén timg may chu
trén mang cuc b, yéu cau cap dia chi IP cho may tinh cu thé.

>

% P-node: Dung may phuc vu WINS phan giai tén may tinh thanh dia chi IP.
Nhu da giai thich trudc phién may khach gém ba phan: dang ky tén, gia han
tén, va giai phong tén. Khi can phan giai tén may tinh thanh dia chi IP, may
khach goi thong diép truy van may phuc vu, dén phién minh, may phuc vu s&
héi dap cho may khach.

< M-node (Modified Node): Két hop gitta B-node va P-node, véi M-node,
may khach WINS trudc tién s& thr dung B-node phéan giai tén. Néu that bai,
may khach lai dung dén P-node. Do B-node dugc sir dung trude, nén phuong
phép nay cling gap tro lai & muic do st dung dai thong mang, hét nhu B-node.

< H-node (Hybrib Node): Ciing két hgp B-node va P-node nhung & ddy may
khach WINS s¢& thu ap dung P-node phan giai tén. Truong hop that bai, may
khach s& cd phat rong thong diép voi B- node. VI P-node 1a phwong phap
chinh nén H-node cung cap hiéu suét thi hanh toi vu trén hau hét mang. H-
node cling 1a phuong phap mac dinh cho hoat dong phéan giai tén WINS.

2.3.1. Céu hinh mdy phuc vu WINS

Khi cai dat may phuc vu WINS may phuc duoc lap cau hinh. voi cac xac lap
mac dinh, ban c6 thé thay doi xac 1ap mac dinh:

1. Trong console WINS, nhap nut phai chudt vao may phuc vu can lam
viéc,chon properties mo hop thoai sau,
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2]
General I Intervals I Dratabasze Werification I Advanced I
% WINS Server
W iutomatically update statistics evveryd

Hours: Minutes:  Seconds:
|D =N IE= =

[ratabaze backup
Default backup path:
I Browse... |
I Back up database during server shutdow

2. Thay dbi gia tri thudc tinh trén cac trang Genaral, Interval, Database

Verification, Advance(tim hiéu sau).

3. Nhip OK khi xong viéc.
2.3.2. Céu hinh mdy khdch WINS

1. Trén desktop, nhap chudt phai vao My Network Place chon Properties,
nhap phai vao Local Connection chon Properties.

2. Nhéap do6i vai Internet Protocol(TCI/IP), Nhdp vao Advance, chon

WINS.

3. Chon tiép Add, nhap vao IP cia WINS server, nhap Add..

2.4. B6 sung mdy chii WINS

Khi cai dat may phuc vu mé1, may nay duoc lap cAu hinh. véi cac xac 1ap mac
dinh. Ban c6 thé xem va va thay ddi xac 1ap mic dinh bat cr liic nao théng qua
console WINS. Console WINS truy cap tor thu muc Adminitrative Tools
(common), 13 noi ban quan 1y cac may phuc vu WINS trén mang. Ctra s6 chinh
cua console WINS; dugc chia thanh hai khung. Khung bén trai li¢t ké may phuc
vu WINS trong ving theo dia chi IP, ké ca may tinh cuc bd, néu day ciing 1a

may phuc vu WINS.

_' Action  Yiew ||i- 4|E|||§

=101

Tree I

f Server Status

i CAOTHANHTAM [192.166.,1.4]

WINS

WINS

ﬁ Server Status
fﬂ CAOTHANHTAM [192,168.1.4]
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Néu mot may phuc vu WINS can lap cdu hinh khong c6 tén trong console
WINS, tién hanh b6 sung vao console nhu sau:

+ Budc 1: Nhap nat phai chudt vao WINS bén khung trai,chon Add Server.

+ Budc 2: GO dia chi IP hay tén may tinh cia may phuc vu WINS dugc quan
ly
+ Budc 3: Nhiap OK.Khung bén trai xuat hién thém muc nhap danh cho may
phuc vu WINS nay.

2.5. Khoi dong va ngirng WINS

Cong tac quan ly may phuc vu WINS dugc thuc hién qua Windows Internet
Naming Service. Tuong tu moi dich vu khéc, ban c6 thé khoi dong, ngung han
hay tam dimg tiép tuc chay WINS trong thu muc Servers ciia Computer
Management hay tir dong Iénh.

Pé quan 1y may phuc vu WINS thong qua Computer Management nhap nit
phai chudt vao WINS, cqh(_)n All Task, Start, Stop, Pause, Resume, ,Restart tuy
tinh huong. Cling c6 thé quan ly WINS trong console WINS: Nhap nut phai
chudt vao “may phuc vu” s& dugc quan ly trong console WINS chon All Tasks,
chon ti€p Start, Stop, Pause, Resume, Restart, tuy tinh huong.

2.6. Xem thong ké trén mady chu:
Chtic ning thong ké may phuc vu cung cap thong tin tom tat cho WINS, thuan
tién cho viéc giam sat va st 1y 161 & WINS, dé xem chi can nhap nat chuot vao
may phuc vu WINS trong console WINS, chon Display Server Statistics
= Server Start Time: Thoi diém WINS khéi dong trén may phuc vu.
= Database Initialized: Thoi diém co s& dit liéu WINS dugc khi tao.

= Statistics Last Cleared: Thoi diém thong tin thong ké may phuc vu duogc
x04 lan cuoi.
= Last Piriodic Replication: Thoi diém co s& dit liéu WINS duoc sao chép

lan cudi, dya trén tan sé sao chép quy dinh trong hop thoai Pull Prarner
Properties.

= Last Manual Replication: Thoi diém co s¢ dif liéu WINS dugc nha quan
tri sao chép lan cudi.

= Last Net Update Replication: Thoi diém co s¢ dir licu WINS duge sao
chép lan cuoi dua trén thong tin vé hoat dong day (push).

= Last Address Change Replication: Thoi diém co s¢ dir liéu WINS duogc
sao chép lan cudi dua trén thong di¢p thay doi dia chi.

= Total Querles Téng sd van tin (yéu cau ) may phuc vu nhén dugc ké tir lan
khoi dong cudi cung. Records Found cho b1et s0 yéu cau dugc giai quyét
thanh cong. Records Not Found chi ra s6 yéu cau that bai.

= Total Release: Tong sb thong diép nhan duge,cho biét co6 mot chuong trinh
ung dung NetBIOS da giai phong tén dang ky ctia nd va ty dong lai. Records
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Found chi ra s6 lan giai phong thanh cong. Records Not Found biéu thi sd
lan giai phong that bai.

= Unique Registrations: Tong sb thong diép dang ky tén nhan duoc tir may
khach WINS (va da duoc duyét). Conflicts néu rd sb truong hop tring tén
gip phai d6i voi mdi tén may tinh. Renewals cho biét s6 1an gia han nhan
duoc cho tirng tén may tinh khong trung lap.

= Group Registrations: Tong s6 thong di€p dang ky tén nhan dugc tir nhom.
Conflics chi ra s 1an triung lap dbi véi tén nhom. Renewals cho biét sd 1an
nhan duogc gia han cho tén nhom.

= Total Registrations: Tong sé théng diép dang ky tén nhan duogc tir may
khach.

= Last Periodic Scavenging: Lan xo4 cudi cung xdy ra dua trén tan so gia
han an dinh trong hop thoai WINS Sover Configuration.

= Last Extintion Scavenging: Lan xo4 cudi cung dua trén tin sd xo4 tring
quy dinh trong hop thoai WINS Sever Configuration.

= Last Verification Scavenging: Lan xo4 cudi cung xay ra dwa trén tan sb
ki€ém tra dinh 1o trong hop thoai WINS Server Configuration.
2.7. Cdp nhdt thong tin thong ké WINS
Mac dinh, nhitng théng ké WINS duoc cap vnhét ct 10 phut/ 1an. Néu mudn ban
c6 thé thay doi tan s6 cap nhat hay nguing han dac tinh ty dong cap nhat:
1. Trong console WINS, nhip nit phai chudt vao may phuc vu can lam
viéc, chon properties.

2. Nhap thé(tab) Genaral.

3. An dinh tan s6 cap nhat: chon Automatically Update Statistics Every,
ro1 g0 gié tr1 biéu thi tan sO cap nhat.

4. Ngung ty dong cdp nhat: xoa chon Automatically Update Statistics
Every. Nhap OK

2.8. Quan ly hoat dong ding ky, gia han va gidi phong tén

Tén may tinh dugc dang ky trong co s¢ dir liéu WINS theo khoang thoi gian cu
thé, goi 1a thoi gian thué bao. Bang cach quy dinh tin s6 gia han, x04 trang va
kiém tra, ban s& kiém soat dugc nhiéu phuong dién cta thué bao tén.

1. Trong console WINS, nhip chudt phai chon may phuc vu can quén 1y,
chon properties.

2. Chuyén sang trang Interval

K/

% Renewal Interval: Dinh rd thoi gian ¢6 hiéu luc cua tén thué bao,qua do
may khach WINS bt budc phai gia han tén may tinh cua minh. Thong
thuong may khach sé cd gia han khi 50% thoi han thué bao da tréi qua, gia
tri t6i thiéu 1a 40 phut. Gia tri mac dinh 13 6 ngay, c6 nghia may tinh sé& c6
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gia han tén thué bao 7 ngay/lan. Tén may tinh nao khong gia han sé& bi
danh dau va dugc giai phong (released).

< Extinction Interval: Quy dinh thoi han tén may tinh c6 thé bj danh dau
1a bién mat (extinct). Khi tén may tinh da duoc giai phong, budc ké tiép 1a
danh dau n6 da bién mat. Gia tri nay phai 16n hon hay bang gia tri
Renewal Interval, tirc 4 ngay.

% Verification Interval: Dinh r6 thoi han sau d6 mét may phuc vu WINS
phai kiém tra nhiing tén cii ma n6 khong s& hiru. Néu tén khong con hoat
dong, chung c6 thé bi xo04, gia tri tdi thiéu la 24 ngay. Thudng thi, tén may
tinh duwoc dang ky ¢ may phuc vu WINS khac s& c6 chu s& hiru khac, vi
thé chiing dugc xép vao hang muc nay.

2.9. Ghi nhdn cac sw ki¢n vao nhdt ky sw kién ciia Windows

Su kién WINS tu dong duoc ghi nhan vao nhat ky su kién h¢ théng. Maic du
khong thé vo hi¢u hgé dég tinh nay, banNVén dugc phép kich hoat tam thoi ché
do ghi nhat ky chi tiét, nham gitp st ly 161 WINS, cach lam nhu sau:

2.10.

1. Trong Console WINS, nhip nut phai chudt vao mdy phuc vu can lam
viéc, chon Properties.

2. Mo trang Advanced, chon Log Detail Events To Thew Widows Event
Logs,
Chon so6 hiéu phién ban cho co so dir liegu WINS

S6 hiéu phién ban (version ID) danh cho co s¢ dir liéu WINS tu dong cap
nhat khi thuc hién thay do1 cho co s& dir liéu.:

1.

Trong Console WINS, nhap phai chudt vao Active Registrations, chon
Find Owner m¢é hop thoai cung tén.

Trén trang Owners, cot Hightest ID chi 18 s6 hiéu phién ban cao nhat dang
dung trén may phuc vu. Gia tri ndy dugc an dinh theo dang thurc thap luc
phan voi gia tri toi da 1a 23!

Luu ¥ gia tri version cao nhat, nhap cancel .

4. Nhép phai chudt vao muc nhap danh cho may phuc vu WINS chinh & khung

211

trai, chon Properties.

Trén trang Advance, gd gia tri méi vao truong Starting Version ID. Phai
g0 gia tri nay cho dung thap luc phan va nhap OK.

. Lwu va phuc héi cdu hinh WINS

Sau khi 13p cau hinh WINS can thiét hay luu thong tin cau hinh dé sau nay c6
thé phuc hoi nd trén may phuc vu WINS. Muon thé, go netsh WINS
dump>>winsconfig.dmp tai dau nhac 1énh,

O vi du nay, winsconfig.dmp 1a té€n kich ban cau hinh sé tao. Tao xong kich
ban, gd nesth exec winsconfig.dmp tai dau nhac 1énh néu can phuc hoi cau
hinh.
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2.12. Qudn ly co so dir lieu WINS

Ban phai tich cuc quan 1y WINS hau duy tri tinh hiéu qua cta hoat dong phan

giai tén trén mang. Nhitng muc tiép theo trinh bay cic tac vu quan 1y thong

thuong.

2.12.1. Khdo sdt két qua dnh xq trong co sé div ligu WINS

Khi thu muc Active Registrations dugc chon ¢ khung bén trai, khung bén phai
cua console WINS s& liét ké nhimg mau tin ban di chon xem. M5i muc nhap biéu
thi mot mau tin trong co so dir licu WINS. Bén trai myc nhép xuét hién mot trong
hai biéu tuong. Biéu tuong nhiéu may tinh néu rd két qua anh xa 13 tén nhom,
vung, nhom Internet. Anh xa con cho biét thém nhiing thong tin sau day:

= Record Name: Tén NetBIOS hoan chinh ctia may tinh, nhém, hay dich vu
dang ky trong co so dir li¢u .

= Type: Loai mau tin phéi hop voi két qua anh xa nay, nhu 00h Workstation.

= |P Adress: Pia chi IP phéi hop véi két qua anh xa.

= State: Trang thai ciia mau tin, chang han Active (hoat dong) hay Released
(duoc giai phong)

= Owner: Dia chi IP cua may phuc vu WINS s¢ hiru mau tin.

= Version: Sé hiéu phién ban cua co s¢ dir licu nguén,tfrc noi mau tin tao
thanh.

= Expiration: Ngay/gio hét hiéu luc két qua anh xa,cac anh xa tinh c6 xac lap
Expiration la Infinite, c6 nghia chung c6 hiéu luc vo thoi han (trir khi bi
chong hay xo4 di).

2.12.2. Kiém tra tinh nhit qudn ciia co sé div liéu WINS

Ap dung cach sau dé kiém tra tinh nhat quan cta co s& di liéu:

+ Nhap nat phai chudt 1én may phuc vu can sir Iy trong console WINS, chon

Properties,

+ Trén trang Database Verification, chon Verify Database Consistency

Every...G0d tan s6 kiém tra vi duy 24 gi6 /lan hay 48 gio /lan.

+ O trudong Begin Verify At, go thoi diém bét dau kiém tra, dya vao chu ky 24

gio.

Néu can, dinh 5 gia tri Maximum Number Of Records Verified Each

Priod. Gia tri mac dinh la 30000.

+ Nhap OK khi xong viéc.

2.13. Sao luu va phuc hoi co so dir lieu WINS
2.13.1.Ldp cdu hinh cho WINS tw dong sao lwu

Maic dinh co s¢ dit liéu WINS khong dugc sao luu. Néu co s& dir li€u gap su
cd, ban s€ v6 phuong phuc héi. Nham bao toan co sd dit li€u trude nhitng su ¢
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bat ky, hay thiét lap ché do sao luu tu dong hay tu minh thyc hi¢n sao luu theo
dinh ky.

+ Nhap phai chudt vao may phuc vu mong muén trong console WINS, chon
Properties.

+ Trén General, g6 dudong dan thu muc s& chira ban sao luu vao trudng Default
Backup Path. Nhap Browse néu muon duyét tim thu muc,

+ Chon Backup Database During Server Shutdown nhiam dam bao co s¢ dir
li¢u dugc sao Iuu moi khi may phuc vu WINS ngirng van hanh.

- Nhép OK, co s¢ dir li€u s€ tu dong dugc sao luu cur 3 gic‘r/lﬁn.
2.13.2. Phuc hoi co sé div liéu

Diéu kién dé phuc hoi 1a phai c6 sin ban sao luu hoan chinh ctia co s dit lidu
WINS.

+ Chon may phuc vu can 1am viéc trong console WINS
+ Nhap menu Action, chon All Tasks->Stop.
+ Chon Retore Database ciing tir menu Action.

+ Trong Browse For Folder, chon thu muc con wins_back, vén chira ban sao
luu méi nhat, r61 nhap OK.

+ Néu phyc hoi thanh cong, co s¢ dit lisu WINS s& duoc tra vé trang thai tai
thoi diém sao luu. Chon Action>AllTasks—> Start.

+ Trudng ‘h(_)p phuc hoi that bai, c6 1& ban phai xoa moi tap tin WINS va lai tao
dung tur dau.

2.13.3.Xod tring WINS va bit diu véi co sé div liéu mdi
Néu WINS khong phuc hoi tir ban sao luu hay khong khoi dong binh thudng,
giai phap la xoa trang moi mau tin va nhat Ky WINS, sau d6 xay dung tat ca tur
co sO dir liéu madi. Theo cac budc sau:
1. Trong Console WINS, chon Properties tir menu tit ctia may phuc vu
can lam viéc.
2. Trén trang Advanced, luu y duong dan thu myc & truong Database
Path, nhap OK dong hop thoai lai.
3. Chon Action->AllTasks=> Stop nging van hanh may phuc vu.
4. M& Microsoft Windows Explorer, xoa tit ca tap tin trong thu muc co
sO dir licu WINS.

5. Trong ponsole WINS nhép nut phai chudt vao may phuc vu dang dinh
phuc hoi, chon AllTasks=>Start khai dong lai may phuc vu WINS,
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Bai 8: Quan ly va giam sat DHCP
Muc tiéu:
- M6 ta vé mo hinh va thuat ngir duoc sir dung cho tac vy in an trong Windows;
- Cai dat mot may in logic trén mot may chu in an;
- ChUan bi mot may chu in an cho cac may tram;
- Két ndéi mot may tram in an dén mot may in logic trén may chu in an;
- Quan tri hang doi in 4n va cac dic tinh may in;
- Xt ly sy ¢b cac 16i vé may in.
- Thuc hién céac thao tac an toan vdi may tinh.

1. Cai dat may in:

Trudc khi ban c6 thé truy xuat vao thiét bi méy in vat ly thong qua hé diéu
hanh Windows Server 2003 thi ban phai tao ra mét may in logic. Néu may in
cua ban c6 tinh nang Plug and Play thi may in d6 sé dugc nhan dién ra ngay
khi né duoc gan vao may tinh dung hé dieu hanh Windows Server 2003.
Tién ichNFound New Hardwareﬁ Wizard sé tu dong bat Ién. Tién ich nay s€
huéng dan cho ban tirng budc dé cai dat may in. Néu hé diéu hanh nhan dién
khong chinh xac thi ban dung dia DVD dugc hang san xuat cung cap kem theo
may dé cai dat.

Ngoai ra, ban ciing c6 thé ty minh thyuc hién tao ra mot may in logic bang
cach str dung tién ich Add Printer Wizard. Bé c6 thé tao ra mot may in logic
trong Windows Server 2003 thi truéc hét ban phai dang nhap vao hé théng
vai vai tro la mot thanh vién caa nhdm Administrators hay nhom Power
Users (trong truong hop day la mot Server thanh vién) hay nhom Server

Operators (trong truong hop day la moét domain controller).

Ban c6 thé tao ra mot may in logic cuc bo twong tng véi mot may in vat ly
duoc gan truc tiép vao may tinh cuc bd cua minh hodc twong tng voi mot may
in mang (May in mang duoc gan vao mot may tinh khac trong mang hay mot
thiét bi Print Server). Muén thao tac bang tay dé tao ra mot may in cuc bo
hay mot may in mang, ching ta lan luot thuc hién cac thao tac sau day:

Nhap chudt chon Start, rdi chon Printers And Faxes.

Nhap chuot vao biéu tuong Add Printer, tién ich Add Printer Wizard s&
duoc khoi dong. Nhap chudt vao nat Next dé tiép tuc.

Hop thoai Local Or Network Printer xuit hién. Ban nhap vao tiy
chon Local Printer Attached To This Computer trong truong hop ban co
mot may in vat Iy gan truc tiép vao may tinh ctia minh. Néu truong hop ta
dang tao ra mot may in logic Gtng véi mot may in mang thi ta nhap vao tdy
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chon A Printer Attached To Another Computer. Néu may in dugc gan
truc tiép vao may tinh, ban c6 thé chon thém tinh ning Automatically Detect
And Install My Plug And Play Printer. TUy chon ndy cho phép hé théng tu
déng quét may tinh cua ban dé phat hién ra cac may in Plug and Play, va tu
dong cai dit cac may in d6 cho ban. Khi da hoan tat viéc chon lya, nhap chudt
vao nat Next dé sang budc ké tiép.

Néu may in vat ly dd duoc tu dong nhan dién bang tién ich Found New
Hardware Wizard. Tién ich nay s& huéng dan ban tiép tuc cai dat driver may in
qua tirng budc.

Hop thoai Print Test Page xuat hién. Néu thiét bi may in duoc gan truc
tiép vao may tinh cua ban, ban nén in thir mot trang kiém tra dé xac nhan rang
moi thi déu duoc cau hinh chinh xac. Nguoc lai, néu may in 1a may in mang thi
ban nén bo qua budc nay. Nhap chudt vao nit Next dé sang budc ké tiép.

Hop thoai Completing The Add Printer Wizard hién ra. Hop thoai nay
dem dén cho chling ta mét co hoi dé x&c nhan ring tat ca céac thudc tinh may
in di duoc xac lap chinh xac. Néu ban phéat hién cé thdng tin nao khéng chinh
xéac, hay nhap chuot vao nat Back dé quay lai sira chira thong tin cho dudng.

Con néu nhan thay moi thir déu on ca thi ban nhap chudt vao ndt Finish.

Mot biéu tuong may in mai s€ hién ra trong cira s6 Printer And Faxes.
Theo mac dinh, may in s€ duogc chia sé.

2. Quan ly thudc tinh may in:
2.1. Cdu hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau d6 trong
muc Orientation, ban chon céch thic in trang theo chiéu ngang hay chiéu doc.
Trong muc Page Order, ban chon in tir trang dau dén trang cuoi cua tai liéu
hogc in theo tha ty nguoc lai. Trong muc Pages Per Sheet, ban chon sb trang
tai liéu s& duoc in trén mot trang giy.

2.2. Gidy va chdt lweng in

Ciing trong hop thoai Printing Preferences, dé qui dinh giay va chat
lwuong in, ching ta chon Tab Paper/QuaIity Céc tuy chon trong Tab
Paper/Quality phu thudc vao déc tinh cua may in. Vi du, may in chi c6 thé
cung cap mot tuy chon 1a Paper Source. Con déi véi may in HP OfficeJet Pro
Cxi, chdng ta cé céc tuy chon la: Paper Source, Media, Quality Settings va
Color
2.3. C&c théng s6 mé réng

Nhap chudt vao nat Advanced ¢ goéc dudi bén phai cua hop thoai
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Printing Preferences. Hop thoai Advanced Options xuat hién cho phép ban
diéu chinh céc théng sé mé rong. Ching ta co thé ¢ cac tlly chon cua may in
nhu: Paper/Output, Graphic, Document Options, va Printer Features.
Céac thdng sé6 md rong co trong hop thoai Advanced Options phu thudc vao
driver may in ma ban dang str dung.

3. Céu hinh chia sé may in:

Nhap phai chuot 1én may in, chon Properties. Hop thoai Properties xuét
hién, ban chon Tab Sharing. Pé chia s¢ may in nay cho nhiéu nguoi ding,
ban nhap chudt chon Share this printer. Trong muc Share name, ban nhap
vao tén chia sé caa may in, tén nay s& dugc nhin thiy trén mang. Ban ciing c6
thé nhap chon myc List In The Directory dé cho phép nguoi dung co6 thé tim
kiém may in théng qua Active Directory theo mét vai thugc tinh dac trung nao
do.

Ngoai ra, trong Tab Sharing, ta c6 thé cau hinh driver hd tro cho cac may
tram st dung may in trong truong hop may tram khong phai la Windows
Server 2003. Day la mot tinh nang can thiet vi né cho phép chi dinh cac
driver ho trg in dé cac may tram c6 thé tai vé mot cach ty dong. Mac dinh,
driver duy nhat dugc nap vao la driver cua hang Intel cho cac may tram
la Windows 2000, Windows Server 2003, va Windows XP. B¢ cung cap
thém cac qlriver cho may tram khac, ban nhap chuét vao nut Additional
Drivers nam phia duéi Tab Sharing. HOp thoai Additional Drivers
xuat hién. Windows Server 2003 hé trg cac driver thém vao cho céac Client
& mét trong nhitng hé diéu hanh sau:

- Itanium Windows XP hay Windows Server 2003.

- x86 Windows 2000, Windows XP, hay Windows Server 2003 (mac dinh).
- x86 Windows 95, Windows 98, hay Windows Millennium Edition.
- x86 Windows NT 4.

4. Cau hinh thong so port

4.1. Cdu hinh céac théng sé trong Tab Port:

Trong hop thoai Properties, ban chon Tab Port dé cau hinh tat ca céc
port da dugc dinh nghia cho may in s dung. Mot port duoc dinh nghia nhu
mat interface s& cho phép may tinh giao tiép vai thiét bi may in. Windows
Server 2003 hd trg cac port vat ly (local port) va cac port TCP/IP chuan
(port logic).

Port vat Iy chi duoc sir dung khi ta gan truc tiép may in vao may tinh.
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Trong truong hop Windows Server 2003 dang duogc trién khai trong mot
nhém 1am viéc nho, hau nhu ban phai gdn may in vao port LPT1.

Port TCP/IP chuan duoc st dung khi may in c6 thé két ni truc tiép vao
mang (trén may in c6 hd tro port RJ45) va may in ndy c6 mot dia chi IP
dé nhan dang. Uu diém cua may in mang la tbc do in nhanh hon may in
cuc bd va may in co6 thé dat bat ki noi ndo trong hé théng mang. Khi d6 ban
can chi dinh mot port TCP/IP va khai b4o dia chi IP cua may in mang. Cung
véi viéc x04 va cau hinh lai mot port da ton tai, ban ciing cd thé thiét lap
printer pooling va diéu huéng cac cong viéc in 4n dén mot may in khéc.

4.2. Printer Pooling:

Printer pool dugc st dung nham phéi hop nhiéu may in vat ly véi mot
may in logic, dugc minh hoa nhu hinh bén dudi. Loi ich cua viéc sir dung
printer pool 14 may in ranh dau tién s& thuc hién thao tac in 4n cho ban. Tinh
ning nay rat hitu dung trong truong hop ta ¢ mot nhém cac may in vat ly
duoc chia sé cho mdt nhdm ngudi dung, vi du nhu la nhom cac thu ky

Print Server
Printer - Sales

Pé cau hinh mot printer pool, ban nhap chudt vao tly chon Enable
Printer Pooling nam ¢ phia dudi Tab Port trong hop thoai Properties. Sau do,
kiém tra lai tit ca cac port ma ta du dinh gan cac may in vat ly trong printer
pool vao. Néu ta khong chon tlly chon Enable Printer Pooling thi ta chi c6
mot port duy nhat cho mdi may in. Cha y tit ca cdc may in vat ly trong mot
printer pool phai str dung cung mét driver may in.

4.3. Piéu hwong tac vu in dén mér may in khac

Néu mét may in vat ly cua ban bi hu, ban c6 thé chuyén tat ca cac tac vu
in 4n ciia may in bi hu sang mot may in khac. Bé 1am duoc diéu nay, truéc hét
ban phai dam bao may in mé&i phai ¢ driver giéng véi may in cii. Sau do,
trong Tab Port, ban nhip chudt vao nat Add Port, chon Local port rdi chon
tiép New Port. Hop thoai Port Name xuat hién, gb vao tén UNC cua may
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In méi theo dinh dang: \\computername\printer_sharename.

5. CAu hinh Tab Advanced:
5.1. Cdc théng sé ciia Tab Advanced

Trong hop thoai Properties, ban nhap chuot vao Tab Advanced dé diéu khién
cac dac tinh caa may in. Ban cé thé cau hinh cac thudc tinh sau:

- Kha nang cta may in

- Do uu tién cua may in

- Driver ma may in sé st dung

- CAc thudc tinh dong tac (spooling) cua may in

- Cach thuec in tai liéu

- Ché d6 in mic dinh

- Sir dung bd xu ly in 4n ndo

- Cac trang doc lap

5.2. Khd nang sdn sang phuc vu ciia may in

Thdng thuong, chling ta can kiém tra kha nang sdn sang phuc vu cia may
in trong truong hop chung ta ¢é nhiéu may in cung sir dung mot thiét bi in.
Mac (jjnh thi tuy chon Always Available Iuﬁnqdu:qc bat 1én. Do d6, nguoi dung
c6 thé st dung may in 24 tieng mot ngay. Bé gidi han kha nang phuc vu cua
may in, ban chon Available From va chi dinh khoang thoi gian ma may in sé
phuc vu. Ngoai khoang thoi gian nay, may in s€ khong phuc vu cho bat Ki
nguoi dung nao.

5.3. D¢ wu tién (Printer Priority)

Khi ban dat @6 uu tién, ban sé dinh ra bao nhiéu céng viéc sé dugc gui
tryc tiép vao thiét bi in. Vi dy, ban c6 thé st dung tly chon nay khi 2 nhém
nguoi ding cung chia sé mot may in va ban can diéu khién d6 uu tién doi
véi cac thao tac in 4n trén thiét bi in nay. Trong Tab Advanced cua hop
thoai Properties, ban s& dit do wu tién bang cac gia tri tir 1 dén 99, véi 1 1a c6
d6 uu tién thap nhat va 99 1a c6 do uu tién cao nhat.

Vi du: gia st c6 mot may in duoc phong ké toan st dung. Nhitng ngudi
quan ly trong phong ké toan ludn ludn muén tai liéu cua ho s& duoc uu tién in
ra truéc cac nhan vién khac. Bé cau hinh cho viéc sap xép tht tu nay, ta tao
ra mot may in tén 1A MANAGERS gin vao port LPT1 véi do wu tién 1a 99.
Sau do, cing trén port LPT1, ta tao thém mot may in nira tén la WORKERS
véi d6 uu tién la 1. Sau do, ta sé st dung Tab Security trong hop thoai
Properties dé gigi han quyén st dung may in MANAGERS cho nhirng
ngudi quan ly. Boi véi cac nhan vién con lai trong phong ké toan, ta cho phép
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ho st dung may in WORKERS (ching ta s& tim hiéu rd hon vé Security
trong phan sau). Khi cc tac vu in xuat phat tr may in MANAGERS, n6 s& di
vao hang doi caa ctia may in vat Iy véi do uu tién cao hon 1a cé4c tac vu xuat
phat tir may in WORKERS. Do @6, tai liéu cia nhitng nguoi quan ly s€ dugc
uu tién in trudce.

5.4. Print Driver

Muc Driver trong Tab Advanced cho phép ban chi dinh driver sé dung
cho may in. Néu ban da ciu hinh nhiéu may in trén mot may tinh thi ban ¢
thé chon bat ki driver nao trong cac driver da cai dit. Thao tac thuc hién
nhu sau: Nhap chudt vao nGt New Driver d& khoi dong Add Printer
Driver Wizard. Add Printer Driver Wizard cho phép ban thuc hién cap nhat
ctiing nhu thém driver méi.

5.5. Spooling

Khi ban cau hinh tly chon spooling, ban can chi dinh rd cac tac vu in an
s& duoc day ra duong 6ng may in hay dugc gui truc tiép dén thiét bi may in.
Spooling cé nghia la cac thao tac in an s& duoc luu trit xudng dia thanh maot
hang doi truéc khi cac thao tac in nay duogc guri dén may in. CO thé xem
spooling giéng nhu 1a b diéu phdi in 4n néu nhu tai mot thoi diém c6 nhiéu
ngudi dung cung luc goi yéu cau dén may in. Theo ché do mac dinh, tiy chon
spooling s& duoc bat 1&n san.

5.6. Print Options
Phia dugi Tab Advance cé chaa bbn tiy chon in an. 6 1a cé4c tiy chon:

- Hold Mismatched Documents: tuy chon nay hitu dung trong truong
hop ban sir dung ché d6 nhiéu biéu mau trong mot may in. Mic dinh thi
tiy chon nay s& khéng duoc bat I&n. Céac tac vu s& dugc in theo ché do
first-in-first-out (FIFO). Néu ban bat tly chon nay Ién, hé théng sé& chon
ru tién in trude nhitng tac vu ¢6 chung mot biéu mau.

- Print Spooled Documents First: tly chon nay qui dinh rang cac tac vu
in 4n dugc diéu huéng xong trudce cac loai tac vu lén khac. Pidu nay cé
nghia 1a cac tac vu in 4n s& c6 do uu tién 16n hon cac loai tac vu khéc trong
qué trinh diéu huéng. Mic dinh thi tdy chon nay lubn duogc bat 1én gilp
gia tang hiéu qua lam viéc cua may in.
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- Keep Printed Documents: tly chon nay qui dinh rang cac tac vu in an
phai duoc x0a khoi hang doi diéu huéng in an khi cac tac vu nay da hoan
ta} qua trinh in. Thong thuong, ban mudn xéa céc tac vu in 4n ngay khi né
bat dau in boi vi nu chling ta ti€p tuc luu trir cac tac vu nay trong hang
doi diéu huong va doi cho dén khi ching dugc in xong méi xéa thi s&
phai ton dung luong 6 dia cho viéc luu trit. Mac dinh thi tuy chon nay sé
khong duoc bat Ién.

- Enable Advanced Printing Features: tly chon ndy qui dinh rang bat ki
cac tinh niang Mo rong nao ma may in cua ban c6 hd tro vi du nhu Page
Order va Pages Per Sheet nén duoc bat Ién. Mac dinh thi tay chon nay
lubn duogc bat 1én. Chi trong trudng hop xay ra cac van dé vé twong
thich thi ban c6 thé tat tly chon nay. Vi du nhu ban dang st dung driver
cho mot thiét bi may in tuong tuy nhung nd khéng hd tro tit ca cac tinh
ning cua may in. Trong truong hop d6, ban nén tat tiy chon nay di.

5.7. Printing Defaults

Nut Printing Defaults nam & goc trai phia dudi cuia Tab Advance.
Néu ban nhip chudt vao nat Printing Defaults, hop thoai The Printing
Preferences s& xuat hién. Pay ciing chinh 12 hop thoai s& xuat hién khi ban
nhap chudt vao nat Printing Preferences trong Tab General

5.8. Print Processor

Bo xir Iy in an duoc st dung dé qui dinh Windows Server 2003 c¢6 can
phai thuc hién céc xur ly bo sung trong cong viéc in an hay khong. Bo xu
ly in 4n WinPrint mic dinh duoc cai dat va dugc Windows Server 2003
st dung. B xt 1y in 4n WinPrint cd thé hd tro mot vai kiéu dir liéu.

Theo mc dinh thi hau hét céc ing dung trén nén Window sir dung chuan
EMF (enhanced metafile) d€ goi cac tac vu den may in. Chuan EMF dung
kicu dit ligu RAW. Kiéu dir li¢u nay s& bao voi bo xu ly in an la tac vu nay
khong can phai stra doi do wu tién khi in. bi€u nay la do nha san xuat phan
mem qui dinh.

Bang danh sach cac kiéu dir liu duogc bo xir Iy in 4n trong Windows Server
2003 ho tro:

Kiéu dir liéu M6 ta

RAW Khong lam thay doi tai liéu in an

RAW (FF appended) Khong lam thay d6i tai ligu in an ngoai trir viéc thém
vao mot Ki tu form- feed
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RAW (FF Auto) Khong Ia|T1 thay d’\OI ta! liéu in a,m ngoai trir viéc kiém
tra xem cO can thém vao mét Ki tu form-feed hay

NT EMF 1.00x Thuong diéu hudng cac tai liéu duge gui tir cac may

TEXT Phién dich tat ca cac kiéu dir liéu van ban don gian
va may in sé& thuc hién in bang cach st dung cac Iénh

5.9. Separator Pages

Separator pages duoc st dung tai thoi diém bat dau cua mdi tai lidu
nham muc dich dinh dang rd nguoi dung nao da thuc hién viéc in tai liéu
nay. Néu nhu may in khong dugc chia sé thi ché d6 Separator pages v
hinh chung s& gay ra lang phi gidy in. Néu trong truong hop may in dugc chia
sé cho nhiéu nguoi ding thi ché do6 Separator pages sé& hitu dung trong viéc
phan phéi cac tac vu in 4n da hoan tat.

Dé thém mét Separator page, ban thuc hién nhu sau: nhap chuét vao nat
Separator page nam ¢ goc phai phia dwéi Tab Advance. Hop thoai
Separator page hién ra, ban nhap chudt vao nat Browse dé chon tap tin
Separator page nao ban muon sir dung.

6. Cau hinh Tab Security:

6.1. Gidi thiu Tab Security ‘
Chdng ta cé thé kiém soat quyen truy cap vao may in Windows Server

2003 cua ngudi dung ciing nhu cac nhom ngudi dung bang cach cau hinh
quyén in an. Ching ta c6 thé cho phép hoic khéng cho phép ngudi ding truy
xuat may in. Ching ta cap quyén in 4n cho ngudi dung va nhém nguoi ding
thdng qua Tab Security trong hop thoai Properties cia may in.

Bang phan quyén in 4n cho ngudi ding

Quyén han Mo ta

Cho phép ngudi ding hodic mot nhém ngudi ding cd the két

Print néi Va gui tac vu
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Cho phép thuc hién thao tac diéu khién, quan ly may in. Véi
quyén nay, ngudi ding hoic nhém ngudi dung cé thé dung
hoic khai dong lai may in, thay d6i ciu hinh cua bo diéu tac,
chia sé hoic khong chia s¢ may in, thay d6i quyén in an, va
quan tri cac thudc tinh cua may in.

Manage
Printers

Cho phép nguoi dung quan ly céc tai liéu in qua cac thao tac
Manage dirng viéc in, khoi dong lai, phuc héi lai, hodc 1a xo4 tai liéu
Documents | ra khoi hang doi may in. Ngudi ding khdng thé diéu khién
trang thai cta may in.

Special Bang cach chon Tab Advanced trong hop thoai Print
PermissionsPermissions, ban c6 thé quan ly cac quyén dac biét

Theo mic dinh, bat ki khi ndo mot may in duoc tao ra, cac quyén in 4n
mac dinh s& duoc thiét 1ap. Bang cac quyén in 4n mic dinh:

Nhém quyén Duoc phépin | Quan ly in Quan 1y tai liéu
in
Administrators X X X
Creator Owner X
Everyone X
Print Operators X X X
Server X X X
Operators

6.2. Cdp quyén in cho nguwoi dUng/nhém ngeeoi diing

Théng thuong, ban co the chap nhan quyén in 4n mic dinh da dugc thiét lap
san. Tuy nhién, trong mot s6 truong hop dic biét, ban can phai hiéu chinh lai
cac quyén in cho thich hop. Vi du: Cong ty cua ban vira trang bi cho phong
Marketing mot may in laser mau dat tién, ban khéng mudn ai ciing duoc phép
si dung may in nay. Trong truong hop nay, trudc tién ban phai bo tuy chon
Allow checkbox for the Everyone group. Sau do, thém nhom Marketing
vao trong danh sach cua Tab Security. Cum cung ban cap cho nhém
Marketing quyén Print. Mubn thém c4c quyén in an, ban thyc hién cac budc
sau:

1. O Tab Security trong hop thoai Properties ctia may in, nhap chudt vao nat
Add.
2. Hop thoai Select Users, Computers, Or Groups xuét hién, ban nhap
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vao tén cua nguoi dung hodc nhém nguodi dung ma ban dinh cap quyén in
an roi nhap chudt vao nut Add. Sau dd, ban chon tat ca cac nguoi ding ma
ban mudn cip quyén va nhap chudt vao nit OK.

Select Users, Computers, or Groups 2x|

Select thiz object type:

IUsers, Groups. or Built-in security principals Dhbject Types... |

From thiz location:

Inetclass.edu.vn Locations... |

Enter the object names to select [examples):

Tuan Nouyen [tuani@netclass. edu. vi Check Mames I
Advanced... | Ok, | Cancel |

A

3. Chon nguoi dung hoac nhém ngudi dung tir danh sach cac phan quyen
sau do chon Allow dé cap quyén hoic chon Deny dé khoéng cap quyén in an,
cac quyén quan ly may in hay cac quyén quan ly tai liéu in.

Dé loai bo mot nhom c¢6 san trong danh séch phan quyeén, ta s& chon nhém
dd va nhap chuot vao nat Remove. Nhém vira chon sé khong con duoc liét ké
trong Tab Security nita va khéng thé dugc cap bat ki quyén han in an nao.

7. Quan ly print server:

7.1. Hép thogi qudn ly Print Server N
Print Server la mét mot may tinh trén d6 c6 dinh nghia san cac may in.

Khi nguoi ding giri mot yéu cau in 4n dén mot may in mang, thi trude tién,
yéu cau d6 phai duoc gui dén Print Server. N6i cach khac Print Server sé& c6
nhiém vu quan Iy tit ca cdc may in logic di duoc tao ra trén may tinh. Véi tu
cach 1a mot Print Server, may tinh nay phai da manh dé hd trg cho viéc don
nhan céc tac vu in 4n va né ciing phai da khdng gian dia tréng dé chira céc tac
vu in trong hang doi.

Ban c6 thé quan ly Print Server bing cach cau hinh céc thudc tinh
trong hop thoai Print Server Properties. Chung ta m¢ hop thoai Print
Server Properties bang cach: ma hop thoai Printers And Faxes, chon File
roi chon tiép Server Properties. Hop thoai Print Server Properties bao
géom cac Tab: Forms, Ports, Drivers va Advanced.

7.2. Cdu hinh céc thugc tinh Port ciia Print Server

Trong hop thoai Printer Server Properties, ban mé Tab Port. Tab nay
cling twong tu nhu Tab Port trong hop thoai Properties cia may in. Su khac
nhau gitra hai Tab Port la: Tab Port trong hop thoai Print Server Properties
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duoc st dung dé quan ly tit ca cac port trén Print Server. Con Tab port
trong hop thoai Properties caa may in quan Iy cac port caa thiét bi may in vat
ly.

7.3. Cdu hinh Tab Driver

Trong hop thoai Printer Server Properties, ban m¢ tab Driver. Tab
Driver cho phép ban quan ly cdc driver may in d&@ duoc cai dat trén Print
Server. B6i voi mdi driver may in, Tab nay s& hién thi tén, méi truong va
hé diéu hanh ma driver hd tro.

Str dung cac tuy chon trong Tab Driver, ban c6 thé thém vao hay loai bo
hay cap nhat driver may in. Bé nhin thay cac thudc tinh caa mot driver may
in, ta chon driver can hién thi va nhap chudt vao nat Properties. Cac thudc
tinh cia mot driver may in gom co:

- Teéndriver.

- Phién ban.

- Boxuly.

- Ngon ngit.

- Loai dir liéu mac dinh.
- Puong dan cua driver.

8. Giam sat trang thai hang doi may in:

Chling ta c6 thé dung tién ich System Monitor dé quan ly hang
doi may in. System Monitor duogc dung dé theo ddi cac counter lién
quan dén thao tac thuc hién cho nhiéu déi tugng may tinh. Mudn quan
ly hang doi may in bang System Monitor, ta thuc hién theo cac budc
sau:

1. Chon Start \ Administrative Tpols\ Performance.
2. Hop thoai Performance s€ xuat hién. Mac dinh thi tién ich System
Monitor s€ duoc chon nhu hinh sau:

3. Nhip chuét vao nit Add (c6 biéu tuong dau +) dé truy xuat vao hop
thoai Add Counters. Sau d6, nhap chon Print Queue Performance
Object.

4. Trong hop thoai Add Counters, ban ¢d thé chi dinh ra may tinh ma ban
mudn giam sat (ca may tinh cuc b va may tinh ¢ xa). Performance Object
ma ban can theo doi (trong tru:cmg hop nay la hang doi - Print Queue), cac
counter ma ban mudn theo ddi, va ban cling chi ra la ban cd mudn theo ddi
tat ca cac thé hién hay 1 ban chi mudn theo ddi mot sé thé hién cua
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counter duogc ban lua chon. Néu ban chon tit ca cac thé hién dugc lua chon
s& cho phép tat ca dir liéu cua tt ca cac hang doi in 4n da dugc dinh nghia
trong may in. Con néu ban chon chi theo d&i mot sé thé hién cua counter
thi ban chi theo ddi duoc dir liéu tir mot s6 hang doi in 4n c& nhan.

Bang danh sach cac hang dei in 4n @3 dwoc dinh nghia:

Print Queue
Counter

Mo ta

Add Network

Printer Calls

Counter nay sé chi ra bao nhiéu Print Server da dugc thém vao
cac may in duogc chia sé trong mang. Con sé nay duoc tich liy ti
lan khoi dong cudi cling cua server.

Bytes Printed/Sec

S6 byte trong thuc té dé duoc in trén mot hang doi trong mdi gidy

Enumerate Network

Chi ra ¢ bao nhiéu yéu cau di duoc gui dén Print Server tir
cac danh sach duyét mang. Con sé nay duoc tich luy tir 1an

Printer Calls e O ,
khaoi dong cuoi cung caa Server.
Tong s cac 15i thao tac da dugc tuong trinh boi hang doi in an.
Job Errors Con so nay dugc tich luy tir 1an khoi dong cuoi cung cua Server.
Chi ra con s6 hién tai cac thao tac in 4n van con trong hang
Jobs doi chua
duogc xu ly.
_ Chi ra con s6 hién tai cac thao tac in 4n da duoc diéu huéng dén
Job Spooling hang doi in an..

Max Jobs Spooling

Chi ra con sb toi da cac thao tac in an da duoc luu trir trong hang
doi in an ké tir lan khai dong cuodi cung cua Server.

Max References

Chi ra con s6 toi da cac tac vu mé (tham chiéu) da duogc gui dén
may in ké tir 1an khoi dong cubi cling cua Server.

Not Ready Errors

Chi ra sé lugng céc 16i may in “chua sin sang phuc vy” da
dugc phéat sinh trong hang doi in an. Con s6 nay duoc tich luy tur
lan khoi dong cudi cung cua Server.

Out of Paper Errors

Chi ra sé luong cac 15i may in khéng co gidy da dugc phat
sinh trong hang doi in 4n. Con s nay dugc tich luy tir 1an Khoi
dong cudi clng cua Server.

Total Jobs Printed

Puoc sir dung dé hién thi bao nhiéu tac vu in 4n da duoc thuc hién
thanh cdng. Con sé nay duoc tich luy tir 1an khoi dong cudi ciing
cua Server.

Total Pages Printed

Puoc sir dung dé hién thi bao nhiéu trang da duoc in thanh cong.

Con sb nay duoc tich luy tir 1an khai dong cudi ciing cua Server.
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BAI 9: Phan gidi tén

Muc tiéu:
- Trinh bay dugc khai niém vé dinh tuyén
- Thyuc hién duoc cau hinh dinh tuyén bing tay va bang giao thirc dinh tuyén

dong RIPv2.
- Thuc hién céac thao tac an toan vdi may tinh.
1. Gi6i thiéu vé bd dinh tuyén :
Dinh tuyén 1a qué trinh tim duong di cho goi tin, dé chuyen no tir mang nay sang
mang khac. Dinh tuyén 1a mot chirc nang khong thé thiéu dugc ciia mang vién
thong trong qua trinh thyc hién két ndi cac cudc goi trong mang, va né ciing dugc
coi 1a phan trung tdm cua kién tric mang, thiét ké mang va diéu hanh quan tri
mang. Mang hién dai hién nay c6 xu huong hoi tu cac dich vy mang, yéu cau dat ra
tu phia nguoi str dung la rat da dang va phuc tap, mot trong nhimg giai phap can
thiét cho mang vién thong hién dai 1a cac phuong phap dinh tuyén pht hop dé nang
cao hiéu nang mang. Cac phuong phap dinh tuyén dong thuc sy hiéu qua hon trong
cac cau hinh mang méi nay, cho phép ngudi str dung tham gia mot phan vao qua
trinh quan 1y mang, ting thém tinh chu dong, mém déo dap mg t6t hon yéu cau
nguoi st dung dich vu.
2. Phén loai dinh tuyén:
2.1. Dinh tuyén tinh:
Pinh tuyén tinh do ngudi quan tri phai cau hinh c¢d dinh cac thong tin dén cac
mang khéc cho router.Quyét dinh dinh tuyén tinh khong dua trén sy danh gia luu
lugng va topo mang hién thoi.Trong moéi truong IP cac bo dinh tuyén khong thé
phat hién ra cac b dinh tuyén moi, chiing chi co the chuyén goi tin t&i cac bd dinh
tuyén dugc chi dinh cta nha quan Iy mang.Khi cdu tric mang c6 bat ki thay doi
nao thi nguoi quan tri mang phai x6a hodc thém céac thong tin vé duong di cho
router. Cac dudng di nay 1a c6 dinh nén trong hé thong mang 16n viéc bao tri bang
dinh tuyén cho router t6n rat nhiéu thoi gian.Dinh tuyén tinh 1a cach dinh tuyén
khong linh hoat nén thudng pht hop véi hé thong mang nho hoic tuyén don it co
bién d6i vé thong tin dinh tuyén.
Hoat dong cua dinh tuyén tinh gf’)m ba budc chinh sau:

- Ngudi quan tri cdu hinh cac duong di ¢ dinh cho router.

- Router cai dit cac thong tin nay vao bang dinh tuyén.

- @Got1 tin dugc dinh tuyén theo cac duong ¢ dinh da duoc cai dat.

2.2. Dinh tuyén déong:

Dinh tuyén dong lya chon tuyén dua trén thong tin trang thai hién thoi cia mang.
Thong tin trang thai co thé do hodc dy doan va tuyén duong co thé thay doi khi
topo mang hodc luu luong mang thay d6i. Thong tin dinh tuyen dugc cap nhat tu
dong vao trong cac bang dinh tuyén ciia cac node mang truc tuyén, va dap ung tinh
thoi gian thuc nham tranh tic nghén ciing nhu t6i vu hiéu ning mang. Pinh tuyén
dong phu hop ddi v6i mang 10n,thudng bién ddi trong qué trinh hoat dong.
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Giao thirc dinh tuyén duoc sir dung dé giao tiép giita cic router voi nhau . Giao
thirc dinh tuyén cho phép router chia sé cac thong tin dinh tuyén ma né biét cho
cac router khac.Tir 6 router c6 thé xdy dung va bao tri bang dinh tuyén ctia né.
Moét sd giao thurc dinh tuyén dong thuong dugc st dung nhu : RIP, IGRP, EIGRP ,
OSPF, BRP.

2.3. Phdn logi giao thirc dinh tuyén:

+ Pinh tuyén theo vecto khoang cach:

* La chon duong theo hudng va vecto khoang cach téi dich.

* Giai thudt dinh tuyén theo vecto khoang cach (hay con goi la thuét toan Bellman-
Ford) yéu cau moi router guri mot phan hoic toan bd thong tin bang dinh tuyén cho
cac router lang giéng két ndi truc t1ep v6oi n6.Dua vao cac thong tin do,giai thuat
vecto khoang cach s& tim dudng di tot nhat.

« Hoat dong cta giao thic dinh tuyén theo vecto khoang cach thuong tén it tai
nguyén ctia hé théng nhung téc do dong bo giira cac router lai cham va nhimg
thong s6 dudng di c6 thé khong phu hop khi 4p dung cho nhiing hé thong mang
16n.

« Cac router sé trao doi thong tin bang dinh tuyén cho nhau theo dinh ky.

« Khi nhan dugc thong tin vé bang dinh tuyén cta router lang giéng, router sé chon
con duong dén mang dich c6 chi phi thap nhat va cong thém khoang cach cia minh
vao d6 thanh mot thong tin hoan chinh vé con dudng tdi mang dich va hudng di,
sau d6 dua vao bang dinh tuyén ctia no, roi guri thong tin bang dinh tuyén d6 dé cap
nhat cho céc router tiép theo.

+ Pinh tuyén theo trang thai dudng lién két:

* La chon duong ngrfm nhét dya trén cu trac cta toan bo hé théng mang.

« Giai thuat chon duong di theo trang thai duong lién két thyc hién trao d6i thong
tin dinh tuyén cho tat ca router khi bat dau chay dé xay dung thanh mot ban do day
du vé hé théng mang.

« Céc goi tin mang thong tin vé cac mang két ndi vao router cua router s& duoc gui
tGi tat ca cac router khac.

« Mdi router s& thu thap tat ca cac thong tin tir tit ca cac router khac dé xay dung
thanh mot ban d6 vé hé théng mang.Sau d6 router sé tu tinh toan va chon dudng di
t6t nhat dén cac mang dich dé dua vao bang dinh tuyén.

« Sau khi toan bo cac router da hoi tu thi chiing chi giri goi tin nhé vé sy thay doi
clia mang tdi tat ca cac router khac.Vi nd khong gui toan bo thong tin clia bang
dinh tuyén nén téc do hoi tu nhanh.

« Tiéu ton nhiéu tai nguyén ctia hé thng.

« Thuong it bi 16i vé dinh tuyén.

« C6 kha nang mé rong hon so véi dinh tuyén theo vecto khoang cach.

2.4. Dic diém ciia mot sé giao thire dinh tuyén IP:
— RIP (Routing Information Protocol)
* La giao thuc dinh tuyén theo vecto khoang céach.
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* Su dung s6 luong hop dé 1am thong sé chon duodng di.

« Néu s luong hop t6i dich 16n hon 15 thi géi tin sé bi huy bo.

 Cap nhat theo dinh ki mac dinh 1a 30 giay.

— IGRP (Interior Gateway Routing Protocol)

« La giao thirc dinh tuyén theo vecto khoang cach.

« Str dung bang thong, tai, o tré va do tin cy cia dudng truyén lam thong so lua
chon duong di.

 Cap nhat theo dinh ki mac dinh 1a 90 giay.

— OSPF (Open Shortest Path First)

« La giao thirc dinh tuyén theo trang thai duong lien két.

* St dung thuat toan SPF dé tinh toan chon duong di tdt nhat.

* Chi cap nhat khi cAu trac mang cé su thay doi.

— EIGRP (Enhanced Interior Gateway Routing Protocol)

« L giao thirc dinh tuyén nang cao theo vecto khoang cach.

* CO chia tai.

« C6 uu diém cia dinh tuyén theovecto khoang cach va dinh tuyén theo trang thai
duong lién két

« Str dung thuat toan DUAL (Diffused Update Algorithm) dé tinh toan chon dudng
di tt nhat.

 Cap nhat theo dinh ki mac dinh 1a 90 gidy hoac cap nhat khi c6 su thay ddi vé cau
tric mang.

— BGP (Border Gateway Protocol)

« L giao thirc dinh tuyén teo vecto khoang cach.

« Pugc sir dung dé dinh tuyén gitta cac IPS hoic giita IPS va cac khach hang.

« Bugc sir dung dé dinh tuyén luu lugng Internet gitta cac hé tu quan (AS).

3. Cau hinh dinh tuyén tinh — Static Route:
Str dung 4 may Win2003 véi dia chi IP dugc cau hinh nhu sau:

O w0 w0 w0

PCO1 PCO2 192.168.1.x/24 T c03 10.0.0.x/24  PC04

Budc 1: Trén PC0O2 déng vai tro 1a 1 Router mém, mé cong cu Routing Remote
Access theo duong dan sau Start/Programs/Administrative Tools/Routing and
Remote Access hoac vao Start — Run, go: rrasmgmt.msc

Budc 2: Mé cong cu Routing Remote Access 1€n ban sé& théy mot ctra sO xuat hién
gidng nhu hinh bén dudi:

Budc 3: Trén cira s6 trén ban click phai tai tén cia may server va chon Configure
and Enable Routing and Remote Access.

Budc 4: Sau khi chon Configure and Enable Routing and Remote Access ban s¢€
théy mot cira s6 mai xuat hién véi hdp thoai Welcome to the Routing and Remote
Access Server Setup Wizard. Ban chon ntit Next tai hop thoai nay.



Trang 95

Budc 5: Ban chuyén qua hdp thoai Configuration. Trén hop thoai ndy, ban chon
muc Custom configuration va nhan nut Next.
Budc 6: Ban chuyén qua hop thoai thtr ba 1a Custom Configuration ban check vao
muc LAN routing va chon nut Next.
Budc 7: Hop thoai cudi cung xuét hién thong bao qua trinh cu hinh cho Routing
and Remote Access server di hoan tit. Ban doc thong tin xong ban chon nut
Finish.
Khi théy clra s6 x4c nhan hién 1én, ban chon nut Yes. Sau d6, ban doi vai phut dé
dich vu duoc bat 1én.
Budce 8: Khi service dugc bat 1én ban sé théy clra sO Routing and Remote Access
nhu hinh bén dudi:
Budc 9: Pé tao ra mot tuyén duong bang static route ban click phai tai Static Route
trén cira sO Routing and Remote Access va chon New Static Route.
Budc 10: Tai cira sO Static Routing vira xudt hién ban nhap vao cac thong tin cho
cac tuyén duong ma ban mudn tao tai cac text box:
« Interface: Ban chi dinh interface ma router s€ g&i goi tin ra khoi interface
nay dé no c6 thé di dén duong mang dich.
« Destination: Ban khai bao dudong mang dich ma ban muén di dén.
o Network Mask: Ban khai bao subnet mask cia duong mang dich.
« Gateway: Ban khai bao dia chi ip ctia next hop ma ban phai di qua dé di vé
duong mang dich.
e Metric: Ban chi dinh chi phi ctra cac duong static route nay. Chi phi cua
duong nao cai thap s& cang duoc router vu tién st dung. Default metric ctia
cac duong static route 1a 1.

Y nghia: TUr mang 172.16.1.x/24 mudn di sang mang 10.0.0.x/24 thi may PC02
nay s& dung card LAN dé hoi duong may 192.168.1.2 (chinh 1a PC03, vi PC03 c6
1 card nbi véi mang 10.0.0.x/24 1a CROSS2).
Budc 11: Thyc hién twong tu tir budc 1 téi bude 10 trén PCO3, véi thong sb cau
hinh nhu sau:
Vi qué trinh tim duong doi hoi phai ¢ sy tra 10 tir 2 phia nén phai cau hinh dinh
tuyén trén ca 2 PC lam Router (PC02 va PC03) thi méi thanh cong.
Budc 12: Chinh Default Gateway ctia PCO1 vé 172.16.1.1 (PC02), Default
Gateway cua PC04 vé 10.0.0.1 (PC03). Thtr dung PCO1 (172.16.1.2) ping PC04
(10.0.0.2) = Ok.
Thuc hién ping nguoc lai = OKk.
Budc 13: Trén PC02, m¢ Command line, gé Route print.

Network Destination Netmask Gateway Interface Metric

10.0.8.8  255.255,255.0 192.168.1.2 192.168.1.1 257
127.0.4.1 a0a.H. 1.0 127.0.0.1 2?.@.@.1 1
Budc 14: M& Routing and Remote Access, M& Static Routes, thay da co route.




Trang 96

4. Chu hinh dinh tuyén dong bz‘ing giao thirc RIPv2:

Mo hinh bai lab nhu phén trén.

Budce 1: Trén PC02, mé Routing and Remote Access. M& rong nhanh PC02, mo
tiép IP Routing, click chudt phai 1én General, chon New Routing Protocol.

Budc 2: Tai ctra sO New Routing Protocol vira hién 1én ban chon RIP Version 2 for
Internet Protocol va nhan nit OK. Luc d6 tai muc IP Routing s sinh ra thém mot
nhanh RIP.

Budc 3: Trong phén IP Routing, click chudt phai 1én RIP vira xuét hién, chon New
Interface.

Budc 4: Ban sé théy mét cira s6 xudt hién ban chon card mang tén LAN la card
mang ma két ndi vai cac router mém khéc rdi sau dé chon nit OK.

Budc 5: Ban sé chuyén qua hop thoai moi. Ban dé cac thong s6 mit dinh chi can
nhan nut Apply va OK.

Budce 6: Thyuc hién tuong tu cac bude tur 1 — 5 cho PCO3.
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Bai 10: Phan giii host names sir dung DNS
Muc tiéu:
- Trinh bay dugc khai niém vé dich vu truy cap tu xa;
- Cau hinh va str dung dugc tinh nang Remote Desktop va Remote Assistant.
- Thuc hién céac thao tac an toan vdi may tinh.

1. Giéi thiéu:

Terminal Service 1a mot dich vu cho phép ngudi ding cé thé truy cap vio
server tir may client dit & 1 vi tri khac bang cach st dung giao thirc Remote
Desktop Protocol (RDP). RDP chuyén giao dién nguoi dung ctia Server vé cho
may Client va chuyén cac thong tin cta hanh dong phim g6 va di chuyén chudt vé
lai cho Server.

Terminal Services 1a mét dich vu trén Windows 2000, 2003 hd trg ngudi
quan tri thue hién cac cong viéc trén He dleu hanh Windows 2000, 2003 thong qua
mang ma khong can thiét phai ngdi truc tiép tai may do. Pay 1a mot cong cu rét
can thiét d6i voi nguoi quan tri Windows.

Terminal Service st dung RDP (Remote Desktop Protocol) dya trén nén
TCP/IP. Trén Windows XP ciling c6 dich vu Remote Desktop dugc coi 1a ban rut
gon cua Terminal Services trén Windows 2003. Remote Desktop trén Windows
XP chi hd tro 1 session duy nhat. Con trén Windows 2003 hd tro nhiéu session,
mdi session dugc ndi vao mot desktop riéng biét.

Terminal Services client str dung port 3389 TCP cho viéc truyén thong véi
may tinh tu xa.

Remote Desktop bao gdm céc phan sau :

- Giao thtrc Remote Desktop
- Phan mém Client : Remote Desktop Connection
Céc ché d6 két néi Remote Desktop:

e Remote Session: trong ché do ndy, server s& danh tai nguyén ciia nd 1a bo nhé
dé cho mdi user két ndi t6i, do d6 két ndi Remote desktop gitra cac user la
ddc lap véi nhau, va Remote Desktop Server khong bi kho4 lai.

e Console Session: trong ché do nay, server share b nhd chung véi user dang
log on locally trén server, do do, tai 1 thoi diém chi logon trén 1 may, néu
may nay logon vao ngay 1ap tirc may kia s€ bi logoft ra ngay va nguoc lai.

* Méac dinh trén cac may c6 HPH Server, n6 cho ca 2 ché do két ndi, con cac may
c6 HPH thuong lam Remote Desktop Server thi chi hd tro mdi kiéu két ndi 1a
Console.

Vd: trong Windows XP, chi cho két ndi theo kiéu Console.
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Bai 11: Quan ly va giam sat DNS
Budc 1: Kich hoat tinh nang "Remote Desktop” trén Windows Server 2003
- Trén Windows Server 2003: Start -> Control Panel -> System
Trong Tag "Remote", danh ddu chon vao "Enable Remote Desktop on this
computer" nhu hinh dudi
Budc 2: Xac dinh tai khoan duwgc phép Remote Desktop
Start -> Administrative Tools -> Computer Management
Chung ta quan sat thdy mot Group nguoi ding co tén 1a "Remote Desktop Users",
nhiing user ndo nam trong nhom ngudi dung nay s& dugce phép thuc hién Remote
Desktop
Nhép doi vao "Remote Desktop Users", Mac dinh Group nay chi ¢c6 mét user 1a
"Administrator", néu mudn ching ta c6 thé thém user khac vao Group nay dé cho
phép user nay thyc hién Remote Desktop. Vi du bén dudi ching ta thém mot user
moi 1a "WebAdmin".
Budc 3: Thuc hién Remote Desktop tir may client.
Trong Window 7: Start -> All Programs -> Accessories -> Remote Desktop
Connection
Nhap vao dia chi IP hoac tén may chu. Vi du bén dudi dia chi IP: 192.168.10.117.
Chon "Connect” Nhap vao User (bat ky user ndo nam trong Group néi dén ¢ trén)
va mat khau dang nhép.
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Bai 12: Phan gidi NetBIOS Names:

Remote Assistance 1a mot tinh ning trén Windows XP. C6 thé thdy n6 gan
gidng nhu Remote Desktop, kha gidng voi Net Meeting.

V6i chire nang Remote Assistance, mot nguoi su dung XP, khi gap kho khan
s& gri yéu cau duoc gip do - goi la novice — dén nguoi hd tro - duoc goi 1a expert.
Hai bén c6 thé giao tiép thong qua ctra so chat, talking qua micro, hoic diéu khién
truc tlep trén desktop cua novice. Tat ca véi muc dich dé ngudi hd trg co thé
huéng dan mot cach chi tiét voi nguoi st dung XP.

Hudng dan dudi day thyc hién trén Windows XP, tuy nhién né ciing cé thé
ap dung Windows 2003.
Budéc 1: Kiém tra thiét 1ap Remote Assistance (trén Novice)
- Trong Control Panel, nhip dup vao biéu tuwong System (hodc trén Desktop,
chudt phai vao biéu twong My Computer, trén menu chudt phai, nhap Properties.
Trong hop thoai System Properties, chon tab Remote. Chic chin da danh dau lya
chon & Allow Remote Assistance invitations to be sent from this computer. Sau
d6 nhap nat Advanced...
Trong hinh bén dudi, chic chan d3 danh du lya chon Allow this computer to be
controlled remotely. O Invitations cho phép xac 1ap thoi gian c6 hiéu luc téi da
ctia mot invitation. Ngam dinh 1a 30 ngay.
Budce 2: Tao mot invitation ciia Remote Assistance (trén Novice)
Sau khi kiém tra thiét lap Remote Assistance, nguoi st dung Novice can tao
mot invitation.
Click Start->Programs->Remote Assistance.
click vao Invite someone to help you.
Trong hinh trén, c6 thé lya chon phuong thirc giri invitation: giri qua Windows
Messenger, qua e-mai, hodc luu invitation dudi dang moét file. O day, ta chon Save
invitation as a file (Advanced).
O hinh trén, nhap t€n ma ban muén xuét hién trong invitation (véi muc dich dé
Expert biét dugc Novice ndo) va thoi han ¢ hiéu lyc cta invitation d6. Ngam dinh
thoi han 6 hiéu luc 1a 1 gio. Sau dé nhap nat Continue dé tiép tuc.
Trong hinh trén, ta nén danh dau lya chon Require the recipient to use a
password, sau d6 nhap mat khiu vao hai 6 twong tmg Type password va Confirm
password. Nhap nat Save Invitation dé luu lai cac thong tin trén.
Luu lai tén file invitation (file c6 du6i .msrcincident). Sau khi tao file invitation,
gui dén Expert. Két thuc viéce tao invitation trén Novice.
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Bai 13: Bdao mat luu thong mang IPSec va certificates.
Budc 3: Két ndi tir Expert System dén Novice System
Khi Expert nhan duoc file invitation (dudi .msrcincident), Exper ding Explorer dé
md va nhip dap vao file do.
Sau khi nhap dup vao file, xuat hién hop thoai Remote Assistance nhu hinh trén
v6i cac thong tin: tir Novice ndo, thoi gian hét hiéu lyc cua invitation va yéu cau
nhap mat khau. Mat khau nay do Novice tao ra & Budc 2. Sau do nhép nat Yes dé
xac nhan.
Sau khi xac nhén, trén may tinh cua Expert s€ chay chuong trinh Remote
Assistance két nbi dén may cua Novice can dugc tro giip. Khi do trén desktop cua
Novice xuét hién hop thoai yéu cau viéc xac nhén két ndi.
Khi d6 Novice nhap Yes dé cho phép két n01 dén may cua minh. Trén may cia
Novice s& xuat hién hop thoai chtra cira s6 chat va cac diéu khién cua Remote
Assistance.
Giao dién trén mdy ctia Expert cling c6 ctra s6 chat, cac diéu khién va Desktop cua
may Novice (& ché 6 View-Only)
Khi két néi, Expert khong diéu khién dugc Desktop ciia Novice ma chi theo ddi
dugc cac thao tac cta Novice trén Desktop. Khi Expert mudn diéu khién Desktop
ctia Novice, trong hinh trén, Expert nhip chudt vao biéu tugng Take Control. Khi
do6 trén desktop ctia Novice xuét hién hop thoai sau.
Trén may Novice, nhip Yes dé cho phép diéu khién Desktop. Khi Novice muén
cham dut viéc Expert diéu khién Desktop ctia minh, Novice c6 thé 4n phim Esc.
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TAI LIEU THAM KHAO
[1] Tai liéu Quan tri Windows Server 2003 cua trung tam tin hoc Pai hoc Khoa
hoc Ty nhién.
[2] Giao trinh Mang doanh nghiép ctia Pai hoc su pham k¥ thuat Hung Yén.
[3] Cac bai Lab MCSA cua trung tdm Dao tao mang may tinh Nhat Nghé.
[4] Gi4o trinh Quan tri mang va Cdc thiét bi mang cua Trung tdm Dién toan
Truyén so liéu KV1.

[5] Cac tai liu va bai giang khac tham khao tir Internet.



